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A R T I C L E I N F O

Keywords:
Tradeable white certificates
Energy saving certificates
Blockchain
Smart contracts
Peer-to-peer trading

A B S T R A C T

Fossil fuel pollution has contributed to dramatic changes in the Earth’s climate, and this trend will continue
as fossil fuels are burned at an ever-increasing rate. Many countries around the world are currently making
efforts to reduce greenhouse gas emissions, and one of the methods is the Tradable White Certificate (TWC)
mechanism. The mechanism allows organizations to reduce their energy consumption to generate energy
savings certificates, and those that achieve greater energy savings can sell their certificates to those that fall
short. However, there are some challenges to implementing this mechanism, such as the centralized and costly
verification and control of energy savings. Moreover, the verification process is not transparent, which could
lead to fraud or manipulation of the system. Therefore, in this paper, we propose a blockchain-based TWC
mechanism to automatically create, verify, and audit the TWC certificates. In addition, we propose a smart-
contract-based TWC trading mechanism that enables traders to trade their TWCs without exposing their private
information in an untrusted environment. Evaluations show that the proposed TWC framework is scalable for
1000 TWC traders simultaneously, and optimization problem can be solved in less than 120ms. Moreover, it
has been shown that Polygon Matic incurs least gas cost compared to other blockchain-based solutions.

1. Introduction

In recent decades, energy has driven our economy, and we are be-
coming more dependent on energy as our society becomes more digital
and sophisticated. About a quarter of the world’s energy needs are met
by fossil fuels, such as oil, coal, and natural gas (Cronshaw, 2015).
Pollution has historically been a major problem with fossil fuel-based
energy systems. These systems have faced challenges in long-distance
transmission, as well as carbon emissions, pollution, and energy crises.
The more fossil fuels that are burned, the more greenhouse gases
accumulate and worsen climate change on Earth.

Currently, a large number of countries are working to invest in
cleaner solutions and drastically cut their greenhouse gas emissions.
Several strategies have been put out to accomplish this aim. One of
them is the Tradable White Certificates (TWCs) mechanism, which
offers financial incentives to businesses for investing in energy-saving
measures. It is also known as energy efficiency certificates or energy
savings certificates Crampes and Léautier (2023), Sigurtá (2022), Sa-
farzadeh et al. (2022), Mundaca and Neij (2006). This incentivizes
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E-mail addresses: nouman.ashraf@tudublin.ie (N. Ashraf), sachin.sharma@tudublin.ie (S. Sharma), sheraz.aslam@cut.ac.cy (S. Aslam),

kaurangzeb@ksu.edu.sa (K. Aurangzeb).

businesses to prioritize energy efficiency, which can result in no-
table decreases in both energy usage and greenhouse gas emissions.
Compared to traditional laws, TWCs offer a market-based mechanism
that can be more effective in promoting energy efficiency. Organiza-
tions can use the plan to determine the most economical way to cut
their energy use, and those that do so can sell their certificates to those
who don’t meet the target. The program can assist nations in meeting
their energy efficiency targets and lowering their carbon footprint by
offering incentives for energy efficiency measures.

Although TWCs offer promise as a tool for boosting energy effi-
ciency and lowering greenhouse gas emissions, there are a number of
obstacles and issues that come with putting them into practice. As of
right now, a third-party company handles the centralized process of
measuring, validating, and auditing the energy savings Bertoldi et al.
(2011). Due to the lack of transparency in the verification process,
fraud or manipulation of the implemented technique is possible. Fur-
thermore, the present third-party auditing expenses are high, and it’s
possible that they will be passed down to the participating organi-
zations, which would lessen their motivation to take part Mundaca
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(2008). Moreover, there is a lack of uniformity in TWC schemes, with
many nations and areas using distinct methods to depict a TWC. This
reduces the efficiency and effectiveness of the TWC scheme and hinders
the possibility of cross-border transactions Mundaca (2007). Finally,
the privacy of energy utilities can be a concern in TWC schemes, par-
ticularly in cases where the data used for verification purposes contains
sensitive or confidential information about the energy consumption or
production of the utilities.

Therefore, there is a need for a standardized decentralized TWC
scheme, that enables automatic generation of TWCs, transparent au-
diting and verifiability of energy savings, and protects the privacy of
energy utilities, the traits commonly associated with the blockchain
technology (Zheng et al., 2018). These traits have been utilized in
various applications, including supply chain management, peer-to-peer
energy trading, and the Internet of Things (IoT) (Salah et al., 2019;
Andoni et al., 2019; Reyna et al., 2018). Unlike traditional systems,
blockchain technology is decentralized, meaning that it does not re-
quire a central trusted authority. Multiple blockchain nodes in the
network interact with each other to create, store, and maintain a chain
of tamper-proof blocks. Each entity in the network can verify the
order of the chain and the correction of the stored data, leading to
transparency and trust. Moreover, entities in the blockchain network
communicate using blockchain addresses, which ensures anonymity.

Existing work addresses these decentralization, trust and security
problems in other greenhouse gas emission (GHG) reduction mecha-
nisms, i.e., renewable energy certificates (RECs). Authors in Castellanos
et al. (2017) proposed a REC trading mechanism based on the Ethereum
blockchain to simulate the marketplace using native tokens. The eval-
uation of their scheme depicted that consumers offsetting fossil-based
electricity with Energy Tokens see minimal price difference compared
to direct green energy buyers through traditional means. However, sell-
ing tokens bypass traditional markets for direct compensation within
the Energy Token Market. Authors in Knirsch et al. (2020) proposed a
blockchain-based mechanism to issue, receive and verify RECs without
a trusted third party. A market-based approach is also used to regulate
RECs’ demand and supply. They evaluated their system from security
perspective however no performance analysis is provided. Authors
in Mihaylov et al. (2014) proposed NRGcoin, a decentralized digital
currency to trade locally produced renewable energy by the prosumers.
Authors do not provide implementation details or performance analysis
of the proposed framework. Authors in Cabrera-Gutierrez et al. (2023)
proposed a hardware implementation of RECs using secure hardware,
blockchain and smart contract for RECs generation and verification. Al-
though this work is a hardware implementation, it does not provide any
performance or security analysis. Authors in Marques et al. (2023) pro-
posed an investment model to earn the right to issue RECs, along with
a blockchain-based auction framework for RECs trading. A blockchain-
based, decentralized platform for REC issuance and trading is proposed
in Zuo (2022) to ensure traceability, transparency and reduction in
the operational costs of REC exchanges. The cyber-security aspects of
REC trading using blockchain and distributed ledger technology has
been analyzed in Cali et al. (2022) from an organizational perspective.
All these works (Marques et al., 2023; Zuo, 2022; Cali et al., 2022)
do not provide any implementation detail or analysis of the proposed
system. Moreover, no work solves the problems related to TWCs, which
is an important GHG emission reduction scheme. To the best of our
knowledge, this is the first work that tries to solve the transparency,
security, trust, and verifiability problem in the current TWC system
using blockchain technology.

We address two research challenges in this work. We define the
first one as how we can automate the TWC generation, verification,
and audit process without the need for a trusted third party. The other
research challenge is how we can enable TWC trading in a decentralized
and secure manner, where the owner efficiently decides whom to trade
their TWCs with. We propose a blockchain-based framework to address
the first research challenge, where smart contracts are used to store

energy savings, and a TWC is generated automatically using a smart
contract once enough energy is saved. The framework ensures transpar-
ent, tamper-proof generation and storage of energy-saving data. Also,
it aims to ensure trust, verifiability, and audibility, and prevent double
spending of TWCs. An efficient TWC trader selection mechanism is
proposed for the TWC traders to address the second research challenge,
which allows them to buy the certificate through smart contracts to
maximize their benefit in terms of cost, as well as to keep their private
information secure. To the best of our knowledge, this is the first work
that enables the decentralization of TWCs scheme using blockchains to
increase trust and security. The contributions of this paper are listed
below:

1. Unlike the previous centralized architecture of TWC scheme, we
propose a decentralized blockchain-based TWC architecture to
automate the TWC generation, verification and audit process
without the need for a trusted third party.

2. We propose a blockchain-based TWC trading mechanism, which
enables traders to trade their TWCs with other traders without
sharing their private information. We theoretically formulate the
TWC selection problem to ensure cost–benefit maximization as
well as the security of the traders.

3. We propose a smart contract design, which allows the tamper-
proof storage of energy savings, automatic generation and ver-
ification of TWCs. The design also allows the transparent and
secure TWC trading in an untrusted environment.

4. Finally, we evaluate our proposed design by performing exten-
sive simulations to demonstrate the effectiveness of the proposed
blockchain-based framework.

The rest of the paper is organized as follows. First, Section 2 presents
the proposed blockchain-based TWC framework. Section 3 presents the
TWC generation and verification protocol using blockchain technology.
Section 4 presents the TWC selection and trading mechanism through
smart contracts. Section 5 presents the evaluation and results of the
proposed scheme. We finally conclude the paper in the last section.

2. Blockchain-based tradable white certificates framework

In this section, we propose a blockchain-based tradeable white cer-
tificates generation and verification for energy companies. We show the
proposed system architecture with blockchain network, energy compa-
nies, energy users and smart meters in Fig. 1. Moreover, this section
also explains the system requirements for the proposed protocol.

2.1. System model

The main aim of TWCs is to promote energy efficiency by reducing
the energy consumption. These reduced energy consumption can be
represented as a TWCs, and entities can buy and sell them to meet
their targets. Some of the energy efficiency measures that can be
implemented to save energy are lightning upgrade, building insulation,
HVAC upgrade etc. Many entities are involved in TWC generation, veri-
fication and trading. Our proposed TWC architecture is shown in Fig. 1.
We consider a government organization, which defines the scope of
energy efficiency measures and enforce this planning on a set M number
of energy companies or utilities, where 𝑚 ∈ 𝑀 represents an arbitrary
energy company, and each energy company is working independently
from each other. Each 𝑚 ∈ 𝑀 has R number of customers, where 𝑟 ∈ 𝑅
represents an arbitrary energy customer or user. We also have a set of
smart meters 𝑆, which records the energy consumption and sends it
to the smart contract, which calculates the energy saving for a certain
energy company. The energy company is responsible for installing
authorized smart meters on customer premises, creating and linking the
blockchain address of a smart meter to customer accounts. The energy
company also has a blockchain account to hold the ownership of TWCs
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Fig. 1. System Architecture.

generated by the smart contract. We also envision a trading platform
on a smart contract, where the energy companies that own TWCs can
sell them directly to other energy companies, and the amounts are paid
directly to the energy companies, through their blockchain account.
We now outline the function of every entity within the suggested
architecture found in Fig. 1.

2.1.1. Energy companies
Energy companies or utilities first identify and implement energy

efficiency measures in their own operations or in the operations of
their customers. By reducing energy consumption, energy companies
can generate white certificates that can be sold on the market.

2.1.2. Energy users
The energy users are the customers of the energy company or util-

ities, which are offered multiple promotions to implement the energy
efficiency measures. These offers include inspection of the customer’s
energy use to identify opportunities for energy efficiency improve-
ments, rebates or incentives for upgrading to more energy efficient
solutions etc.

2.1.3. Smart meters
The smart meters are connected to the energy users and are respon-

sible for measuring the energy consumption data for each customer.
This data is then sent to the energy companies, where the data is
matched with the baseline to calculate the actual energy savings.

2.1.4. Government authority
The primary role of these government organizations is to establish

the rules and regulations for TWC programs, including the types of
energy efficiency measures that are eligible for white certificates, the
method for calculating the value of the certificates, and the criteria
for participation in the program. They also oversee the issuance and
trading of white certificates, and monitor compliance with program
requirements.

2.1.5. Blockchain
Blockchain is a decentralized and tamper-resistant distributed

ledger technology that underpins cryptocurrencies like Bitcoin but has
a wide range of applications. Its key features include decentralization,
which eliminates the need for intermediaries, enhancing transparency,
and reducing the risk of a single point of failure. Security is a hallmark,
as data on the blockchain is cryptographically secured and immutable,
making it highly resistant to fraud. Transparency is inherent, allowing
all participants to independently verify transactions and foster trust in
various industries. The efficiency gains of blockchain are significant,
as it automates processes and reduces costs, particularly in finance
and supply chain management. Its applications extend to ensuring
data integrity, traceability, facilitating cross-border transactions, and
sparking innovation across sectors, albeit with some scalability, energy,
and regulatory challenges.

The primary goal of blockchain in TWC is to register companies on
the blockchain network and define the corresponding project scopes
with the help of smart contracts. Moreover, blockchain is also respon-
sible for recording energy transactions directly in the smart contract,
which helps in comparing the achieved reductions in energy compared
to the baseline. Finally, blockchain is also used to trade the TWCs with
the help of the tokens.

2.2. Assumptions

In TWC generation procedure, we need a baseline energy value with
which the energy consumption is compared and the energy savings
value is generated. This baseline energy consumption is typically cal-
culated by measuring the energy consumption of a facility or building
over a certain period of time, usually a year, prior to the implemen-
tation of energy efficiency measures (Bertoldi and Rezessy, 2008).
The calculation of baseline energy consumption can depend on the
energy efficiency project being implemented. For example, if an energy
efficiency project involves upgrading lighting fixtures in a building, the
baseline energy consumption would need to be calculated based on the
energy consumption of the old lighting fixtures prior to the upgrade.
In this work, we assume that the energy companies already have this
baseline energy values for a certain energy efficiency project and is al-
ready stored in the smart contract. When the energy consumption data
is stored in the smart contract, the government authority calls the smart
contract function which compares both data to calculate the energy
saving and assigning the generated TWCs to the energy companies.

3. TWC generation and verification protocol

In this section, we propose an end to end blockchain-based TWC
trading protocol, which includes TWC generation using smart con-
tract, TWC selection decision by the traders, and TWC trading on the
blockchain network with smart contracts.

Fig. 2 presents the end-to-end blockchain-based TWC protocol. A
smart-contract supported public blockchain network is employed to
generate, store, and trade TWCs. The blockchain network is used to
ensure the transparency of TWC generation, traceability, auditability
and verifiability of the TWC certificates. Algorithm 1 describes how
the blockchain-based TWC protocol would operate. Details regarding
the blockchain-based CS selection protocol are provided below:

• Step 1: As the TWC projects are controlled by a government entity,
it is necessary to first register the company’s identity along with
its blockchain address, as it will be used to approve the generated
TWCs in future. So, in the first step, all the companies taking
part in TWC energy saving projects will first generate a set of
private (𝑠𝑘𝐶𝑆𝑚

) and public key (𝑝𝑘𝐶𝑆𝑚
), and using this key-pair, a

blockchain address 𝑎𝑑𝑑𝑟 will be generated. With the help of their
public key and a blockchain address, they will register themselves
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Fig. 2. TWC generation and verification protocol.

to the government organization by providing their 𝐼𝐷, public key
and blockchain address, namely,

𝐸𝑛𝑒𝑟𝑔𝑦𝐶𝑜𝑚𝑝𝑎𝑛𝑖𝑒𝑠 → 𝐺𝑜𝑣𝑒𝑟𝑛𝑚𝑒𝑛𝑡𝐴𝑔𝑒𝑛𝑐𝑦 ∶

𝑟𝑒𝑔𝑖𝑠𝑡𝑟𝑎𝑡𝑖𝑜𝑛𝑟𝑒𝑞𝑢𝑒𝑠𝑡𝑇𝑊 𝐶 =
{

𝐼𝐷‖𝑝𝑘𝐶𝑆𝑚
‖𝑎𝑑𝑑𝑟

}

Once the request has been received, the government organization
will add the corresponding energy company in the list of available
TWC traders. This step is important because with the help of iden-
tities and the blockchain address, the government organizations
can approve the generated TWCs and allow energy companies to
take part in the TWC markets.

• Step 2: Once the energy company has registered itself to the
government agency, they need to define the scope of the energy
efficiency project. This project can be of any nature, e.g., HVAC
upgradation, upgrading lighting fixtures, etc. Each project type
has some baseline energy consumption associated with it, and
in this paper, we assume that we already have this consumption
value. So, in the second step, the energy company will write this
baseline energy consumption value in the smart contract.

𝐸𝑛𝑒𝑟𝑔𝑦𝐶𝑜𝑚𝑝𝑎𝑛𝑦 → 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 ∶ {𝐵𝑎𝑠𝑒𝑙𝑖𝑛𝑒𝐶𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛}𝑃𝑟𝑜𝑗𝑒𝑐𝑡

Here, we recommend that for each energy efficiency project, we
use different smart contract, which takes care of all the TWC
generated from the specific project.

• Step 3: Once the energy company has deployed the smart contract
for a certain project and added the baseline energy consumption,
the next step is to record the energy consumption values from the
smart meter. The smart meter will send the data to the blockchain
network. Now, it can send the data hourly or aggregates the data
and send to the smart contract at the end of the day.

𝑆𝑚𝑎𝑟𝑡𝑀𝑒𝑡𝑒𝑟 → 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 ∶ {𝐶𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛}𝑃𝑟𝑜𝑗𝑒𝑐𝑡

Moreover, the smart meter can call the smart contract function
directly, or through a back-end server hosted by energy company.

Here we assume that the consumption values written to the smart
contract are trusted. In future, we plan to propose a scheme to
make sure that the consumption values fed in the smart contract
are verified without any trusted party.

• Step 4: Once the smart meter has started sending the original
consumption to the smart contract for a certain project, another
smart contract function can be called which actually compares
the baseline and energy consumption, and calculates the saved
energy.

𝐸𝑛𝑒𝑟𝑔𝑦𝐶𝑜𝑚𝑝𝑎𝑛𝑦 → 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 ∶ {𝐶𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛|𝐵𝑎𝑠𝑒𝑙𝑖𝑛𝑒}𝐶𝑜𝑚𝑝𝑎𝑟𝑒

As soon as the saved energy function is called, it will trigger
another smart contract function to generate the TWC for the saved
energy. This TWC will be stored as a 𝑠𝑡𝑟𝑢𝑐𝑡 in the smart contract
containing its origin, total amount of energy saved, energy effi-
ciency project ID, etc. Once the function is called, a notification
is sent to the government authority for the approval of the TWC.
The government authority can approve the transaction and the
TWC ownership will be set to the energy company who saved the
energy.

𝐺𝑜𝑣𝑒𝑟𝑛𝑚𝑒𝑛𝑡𝐴𝑢𝑡ℎ𝑜𝑟𝑖𝑡𝑦 → 𝐸𝑛𝑒𝑟𝑔𝑦𝐶𝑜𝑚𝑝𝑎𝑛𝑦 ∶

{𝐴𝑝𝑝𝑟𝑜𝑣𝑒𝑇𝑊 𝐶}𝑆𝑚𝑎𝑟𝑡𝐶𝑜𝑛𝑡𝑟𝑎𝑐𝑡

• Step 5: Once the energy companies own TWC certificates, they
can take part in the TWC market by becoming a TWC trader.
Now, an energy company can sell their TWCs to other energy
companies, who need to fulfill their energy efficiency goals. The
energy company which needs to buy the TWC will list down all
the available TWC traders for buying, and selects the best TWC
trader with minimum price as explained in Section 4. The TWC
buyer will solve the decision optimization problem and find the
best TWC seller among all. This selection mechanism is important
because we want to give the selection authority to TWC buyer
itself to get the best offer among all.
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• Step 6: Finally, once the TWCs generation and selection process is
completed, the TWC buyer will send a request to the seller on
a blockchain network to buy the certificates. A smart contract
function will be called and tokens will be transferred to the seller,

𝑇𝑊 𝐶𝑏𝑢𝑦𝑒𝑟 → 𝑇𝑊 𝐶𝑠𝑒𝑙𝑙𝑒𝑟 ∶ {𝑇 𝑜𝑘𝑒𝑛𝑠}𝑆𝑚𝑎𝑟𝑡𝐶𝑜𝑛𝑡𝑟𝑎𝑐𝑡

while the ownership of the TWC certificates will be transferred to
the buyer.

𝑇𝑊 𝐶𝑆𝑒𝑙𝑙𝑒𝑟 → 𝑇𝑊 𝐶𝑏𝑢𝑦𝑒𝑟 ∶ {𝑇𝑊 𝐶𝑂𝑤𝑛𝑒𝑟𝑠ℎ𝑖𝑝}𝑆𝑚𝑎𝑟𝑡𝐶𝑜𝑛𝑡𝑟𝑎𝑐𝑡

4. TWC trading and selection mechanism

In this section, similar to our previous work in Danish et al. (2020),
we theoretically formulate the TWC trader selection problem , where
we formulate the decision optimization problem to select the TWC
that fulfill’s trader’s requirements while minimizing the overall price
of the TWC certificate. Here, we assume that there are multiple traders
in the market with distinct TWC certificates generated from different
energy efficiency measures, with different prices. Moreover, we also
introduce a reputation value, which shows the historical honesty of the
TWC trader, and is considered in the optimization problem. Selecting a
random TWC trader can result in high price, where another TWC trader
with high reputation can offer the same TWC in low price. We now
formulate the decision optimization problem to select the best TWC
traders among all.

We consider the set of TWC traders  taking part in the TWC mar-
ket. These TWC traders own unique TWCs and each TWC is different
in terms of price, reputation of TWC owner, and the energy efficiency
measure taken to generate the TWC. We also define the following
parameters:

• 𝑝𝑡: the price per TWC certificate charged by TWC trader 𝑡 ∈ 
• 𝑒𝑡: the source of energy efficiency for TWC trader 𝑡 ∈ 
• 𝑟𝑡: the reputation of TWC trader 𝑡 ∈ 
• 𝑛: the number of TWC certificates to purchase
• 𝑟𝑚𝑖𝑛: the minimum reputation required for selected TWC traders

We also define a binary variable 𝑥𝑡, which corresponds to the selection
of TWC trader to buy or sell the TWC. Let 𝑥 = (𝑥𝑡)∀𝑡∈ , the set of all
possible decision variables is given by Eq. (1):

 = { 𝑥 ∣
∑

𝑡∈
𝑥𝑡 = 1 and 𝑥𝑡 ∈ {0, 1} , ∀𝑡 ∈  } (1)

In order to define the objective function, we first need to define the
total cost which needs to be minimized. Here, we define a price factor
as a cost, which needs to be minimized subject to the TWC buyer’s
requirements in terms of price, reputation and the source of energy
efficiency. The cost function can be represented as Eq. (2),

C(𝑥) = min
∑

𝑡∈𝑇
𝑝𝑡𝑥𝑡, (2)

Now, we have the cost function, we can formally define the opti-
mization problem as follows,

Minimize: min
𝑦∈{0,1}

C(𝑥) (3)

Subject to: 𝑥 ∈  (4)
∑

𝑡∈𝑇
𝑥𝑡 = 𝑛, (5)

∑

𝑡∈𝑇
𝑒𝑡𝑥𝑡 = 𝑒𝑡 ∀𝑒 ∈ 𝑒𝑡|𝑡 ∈ 𝑇 , (6)

∑

𝑡∈𝑇
𝑟𝑡𝑥𝑡 ≥ 𝑟𝑚𝑖𝑛, (7)


∑

𝑡=1
𝑥𝑡 = 1,∀𝑡 ∈  (8)

Algorithm 1 End-to-End Blockchain-based TWC Protocol
1: System Initialization:
2: Initialize 𝑙𝑖𝑠𝑡𝐸𝑛𝑒𝑟𝑔𝑦𝐶𝑜𝑚𝑝𝑎𝑛𝑖𝑒𝑠
3: Blockchain-Based TWC Protocol:
4: while 𝑡𝑟𝑢𝑒 do
5: Step 1: Energy company’s registration
6: 𝐸𝐶 → 𝐺𝐴 : 𝑟𝑒𝑔𝑟𝑒𝑞𝑇𝑊 𝐶 =

{

𝐼𝐷||𝑝𝑘𝐶𝑆𝑚
||𝑎𝑑𝑑𝑟

}

7: if 𝐼𝐷||𝑝𝑘𝐶𝑆𝑚
||𝑎𝑑𝑑𝑟 = 𝑣𝑎𝑙𝑖𝑑 then

8: 𝑙𝑖𝑠𝑡𝐸𝑛𝑒𝑟𝑔𝑦𝐶𝑜𝑚𝑝𝑎𝑛𝑖𝑒𝑠.𝑎𝑑𝑑(𝐸𝐶)

9: Step 2: Define energy baseline and project scope
10: 𝐺𝐴 → 𝐸𝐶 : {𝐸𝑛𝑒𝑟𝑔𝑦𝑃 𝑟𝑜𝑗𝑒𝑐𝑡}𝑆𝑚𝑎𝑟𝑡𝐶𝑜𝑛𝑡𝑟𝑎𝑐𝑡
11: 𝐸𝐶 → 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 : {𝐵𝑎𝑠𝑒𝑙𝑖𝑛𝑒𝐶𝑜𝑛𝑠}𝑃𝑟𝑜𝑗𝑒𝑐𝑡
12: Step 3: Record energy consumption from smart meter
13: 𝑆𝑚𝑎𝑟𝑡𝑀𝑒𝑡𝑒𝑟 → 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 : {𝐶𝑜𝑛𝑠}𝑃𝑟𝑜𝑗𝑒𝑐𝑡.
14: Step 4: Generate TWCs for energy companies.
15: 𝐸𝐶 → 𝐵𝑙𝑜𝑐𝑘𝑐ℎ𝑎𝑖𝑛 : {𝐶𝑜𝑛𝑠|𝐵𝑎𝑠𝑒𝑙𝑖𝑛𝑒}𝐶𝑜𝑚𝑝𝑎𝑟𝑒
16: 𝐺𝐴 → 𝐸𝐶 : {𝐴𝑝𝑝𝑟𝑜𝑣𝑒𝑇𝑊 𝐶}𝑆𝑚𝑎𝑟𝑡𝐶𝑜𝑛𝑡𝑟𝑎𝑐𝑡
17: step 5: Selection of a TWC seller
18: Define the set of TWC traders  .
19: 𝑥𝑡: a binary variable, 1 if TWC trader 𝑡 is selected
20: Formulate the objective function: min

∑

𝑡∈𝑇 𝑝𝑡𝑥𝑡
21: Formulate the constraints as in Eqn (4), (5), (6), (7), (8)
22: Solve the optimization problem using PuLP/CPLEX
23: step 6: Buy TWC certificate through smart contract.
24: 𝑇𝑊 𝐶𝑏𝑢𝑦𝑒𝑟 → 𝑇𝑊 𝐶𝑠𝑒𝑙𝑙𝑒𝑟 : {𝑇 𝑜𝑘𝑒𝑛𝑠}𝑆𝐶
25: 𝑇𝑊 𝐶𝑆𝑒𝑙𝑙𝑒𝑟 → 𝑇𝑊 𝐶𝑏𝑢𝑦𝑒𝑟 : {𝑂𝑤𝑛𝑒𝑟𝑠ℎ𝑖𝑝}𝑆𝐶

This formulation assumes that each TWC trader has a unique source
of energy efficiency, and that the reputation of each TWC trader is
known. The Eq. (5) constraint ensures that the correct number of 𝑛
TWC certificates are purchased. The Eq. (6) constraint ensures that only
one TWC trader is selected per source of energy efficiency. The Eq. (7)
constraint sets a minimum reputation requirement for the selected TWC
traders. Finally, Eq. (8) constraint ensures only 1 TWC trader is selected
among all.

Discussion: It should be noted that the formulated optimization prob-
lem needs to be solved off-chain by each TWC trader. This can be done
via a web or mobile application. This can also be done on a blockchain
network in a smart contract, however this will incur significant storage
and transaction gas cost. Once this optimization problem is solved, the
TWC trader can trade the certificate with other parties using smart
contract. The ownership of the certificate will be transferred to the
selected party and tokens will be transferred to the trader’s account.

The decision variable in our optimization problem is binary. More-
over, the constraint in the optimization problem are equality con-
straints and integer variables therefore, the formulated problem in Eq.
(3) is an Integer Linear Program (ILP). As the optimization problem
does not have a lower bound, it is trivially solvable. The direct in-
vocation of an available optimization solver, such as PulP (Mitchell
et al., 2011) or CPLEX (Bliek1ú et al., 2014), is proposed to solve this
optimization problem.

Deployment cost: Considering the proposed blockchain-based system’s
deployment in real world will require a combination of multiple re-
sources in terms of public blockchain crypto-currency, servers, and
databases. Since, all the projects and TWCs trading activities will
go through the smart contract, the gas fee needs to be paid by the
utilities to deploy and make smart contract transactions. Moreover, a
server either deployed on dedicated resources or cloud is needed to
allow utilities, companies and government to interact with the smart
contracts on the blockchain network. Therefore, the deployment cost
will be the smart contract deployment, smart contract transactions fee
as well as underlying web servers.
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Fig. 3. Optimization problem computation time.

Fig. 4. End-to-end latency.

5. Evaluation and results

This section evaluates the proposed TWC system in terms of price
and performance. The first step is to solve the optimization problem
using PuLP solver and analyze the computation time to solve the
optimization problem. The proposed protocol is then price-analyzed
and compared with the random selection strategy. Furthermore, we
compare different blockchain solutions and analyze blockchain storage
and transaction overhead. The final step is to estimate the gas cost
associated with smart contract functions, i.e., the cost of calling smart
contract functions.

System Setup: In our experiments, we run our prototype design in
Python programming language using PuLP optimization solver, which
allows us to evaluate the feasibility and effectiveness of the proposed
protocol on eight generations of Intel core i7-8650U processors with
8 GB of RAM. Using Ethersjs (Hardhat framework), a javascript library

to interact with EVM-based blockchains, we implement blockchain
functionality on a backend server. Additionally, we implement smart
contracts using the Solidity programming language.

5.0.1. Computation time
We first investigate the computation time of the TWC selection

problem in Fig. 3. We use a python PuLP library to implement the TWC
selection optimization problem formulated in Eq. (3). In order to get
the average of the computation time values, we run these experiments
several times. It can be seen in Fig. 3 that the computation time to solve
the optimization problem increases with the increase in the number
of traders and suddenly goes significantly high when the number of
traders are approximately 900. This is because for the small number
of TWC certificates offered by traders, the search space is smaller how-
ever, it takes longer to generate a solution with an increasing number of
TWC traders. Through the use of powerful computing servers and opti-
mized programming, one can further reduce the computation run times.
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Fig. 5. Gas cost.

Fig. 6. Price comparison.

In addition, in Fig. 4, To analyze the end-to-end latency of the TWC
buyer buying the certificates from the seller, we calculate the time
when the buyer extracts the seller’s information, solves the optimiza-
tion problem, and sends the transaction to the blockchain network.
Our experiment uses Python-flask framework to create an API. In order
to simulate the experiment in real-time environment, we use AWS
dynamoDB to store the data in the cloud and retrieve it with the help
of API. It can be seen in Fig. 4 that as the number of TWC traders
increase, the overall end-to-end latency increases. It should be noted
that we have used energy web chain, a public blockchain network to
calculate the end-to-end latency. This latency values will be changed
for different types of blockchain with different confirmation time.

5.1. Gas cost analysis

In this work, we have used EVM-based blockchain to perform the
experiments. We have written a smart contract in solidity and ana-
lyzed the functions in terms of gas cost, an amount of computational

efforts in crypto-currency to run the smart contract functions on the
blockchain network. In our smart contract, we have three main func-
tions, i.e., baseline energy storage, TWC creation and TWC approval by
the government. First, the government writes the baseline energy for
a certain energy efficiency project using the baseline energy function.
Then, the energy company calls the TWC creation function by providing
the actual energy consumption to the smart contract, which is then
compared with the baseline energy and is converted to the TWC.
Finally, the government approves the TWC for an energy supplier using
the TWC approval function.

The gas cost has been calculated using the ethers.js library, which is
used to make remote procedure calls (RPC) to the blockchain network.
Since each function in the smart contract can be represented as a
blockchain transaction, the contract class can be initiated using the
ethers.js library, and the corresponding estimateGas() function can be
used to calculate the gas cost associated with the specific function.
The gas cost associated with each smart contract function is shown in
Fig. 5.
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Table 1
Blockchain price comparison.

Function Energy web chain Polygon Matic Iotex

Contract deployment $0.00874 $0.00249 $0.01999
Baseline() $0.000410 $0.000117 $0.000860
CertificateCreation() $0.00112 $0.000321 $0.00289
Approval() $0.000435 $0.000124 $0.000914

5.2. Blockchain comparison

We now compare the price of deploying and executing the smart
contract functions associated with the TWC mechanism. We consider
three different types of blockchain network, i.e., Energy web chain
(layer 1), Iotex (layer 1), and Polygon Matic (layer 2). The layer
1 blockchain solution signifies that they have their own underlying
blockchain, while layer 2 blockchain solutions increases the scalability
of Ethereum network by employing off-chain computations. The pricing
comparison analysis of different blockchain network with the same
smart contract is shown in Fig. 6. It can be seen that the Polygon
Matic has significantly low transaction fee to execute a smart contract
compared to other blockchain solutions. However, Polygon is a layer-2
solution, which is not as secure as layer 1 solutions. Comparing Energy
web and IoTex, we see Energy Web has less transcation fee compared
to IoTex. At the time of writing this paper, the prices of Energy Web
token, Matic token, and Iotex token are $3.75, $0.02376, and $1.07,
respectively. We also provide these values in Table 1 for more clarity.

Limitations and Future Work: While this study introduced a
blockchain-based framework for TWCs, it is essential to acknowledge
certain limitations that necessitate further investigation. Initially, we
assumed that data recorded by smart meters on the blockchain net-
work would always be accurate and honest. However, there exists
a possibility of incorrect data being entered, potentially leading to
inaccurate TWC calculations. Hence, a promising future research di-
rection involves implementing mechanisms to ensure the integrity of
energy data added to the blockchain by smart meters. Another concern
is that all TWC traders are represented solely by their blockchain
addresses, which offer only pseudo-anonymity. If someone were to link
these addresses to physical identities, it could compromise the security
and privacy of TWC transactions. Consequently, there is a pressing
need to bolster the security and privacy of TWC traders. Lastly, as
baseline energy values originate from energy companies within the
smart contract, verifying these values becomes crucial in preventing
fraudulent TWCs from infiltrating the smart contract system.

6. Conclusions

TWCs allow organizations to reduce their energy consumption to
generate energy saving certificates. However, there are several chal-
lenges associated with their implementation in terms of centralized and
costly verification and auditing of the energy savings along with the
non-transparent verification process, which could lead to fraud or ma-
nipulation of the implemented scheme. To address these challenges, our
research paper introduces a blockchain-based TWC system. This system
automates the creation, verification, and auditing of TWC certificates,
eliminating the need for third-party audits or manual calculations.
The specifications for energy efficiency projects can be directly input
into the blockchain, and it will automatically calculate the energy
efficiency percentage. Additionally, we have integrated a TWC trading
mechanism into smart contracts on the blockchain, enabling TWC
traders to exchange their certificates while safeguarding their private
information. Our evaluations indicate that this TWC framework is both
scalable and cost-effective. Looking ahead, we intend to explore the use
of trusted execution environments in smart meters to ensure secure data
recording in smart contracts.
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