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Computing Trust as a form of Presumptive Reasonin

Pierpaolo Dondio

School of Computing
Dublin Institute of Technology, Dublin, Ireland
pierpaolo.dondio@dit.ie

Abstract— This study describes and evaluates a novel trust
model for a range of collaborative applications. Th model
assumes that humans routinely chose to trust theipeers by
relying on few recurrent presumptions, which are dmain
independent and that form a recognisableérust expertise We refer
to these presumptions asrust schemesthe specialised version of
Walton’s argumentation schemes Experimental evidence is
provided about trust schemes efficacy with a detad experiment
over an online community of 80.000 members. Resulshow how
proposed trust schemes are more effective in trustomputation
when they are combined together and when their plaibility in
the selected context is considered.

Keywords—computational trust, online communities, fiyzlogics

. INTRODUCTION

Computational Models of Trust have emerged in tt |
decade with the aim of exploiting the human notbétrust into

Luca Longo

School of Computing
Dublin Institute of Technology, Dublin, Ireland
luca.longo@dit.ie

understanding key factors impacting the perceived

trustworthiness of virtual identities.

Our solution is a knowledge-based system, and utxess
depends on the ability to match trust schemesgafiplication
domain under investigation. The use of trust sclehwp to
decouple the above matching problem by requiringegise
only in the application domain and not in the cahtef trust
computations.

Moreover, the instantiation of trust schemes shesuirent
pattern across a large class of web 2.0 applicatidror
instance, the results of this paper are genericugindo be
applicable to any forum-like online application.

The remaining of the paper is organised as foll@®extion
2 describes the starting assumptions on the natiotrust
followed by, in section 3, a list of trust presuiops believed
to be useful for trust assessment. Section 4 descthe central

open digital worldsTrust as intended by the computational Notions behind trust schemes while section 5 isedinat

trust community, is aredictionthat the trustee entity will fulfill
the expectations of a trustier in the context specific task.

designing a computational framework for trust cotagian
based upon trust schemes. Section 6 describe exgres and
the evaluation of the proposed solution followed hy

A trust computationquantifies the level of trustworthiness description of related works in section 7. A cosabm

of a digital entity, called arust value This computation
requires the identification of the appropriate ingata, therust

evidence These data are in general domain specific and the 1.

result of an analysis conducted over the applinaitnvolved.
The selection of evidence and the subsequentdamputation
are informed by a computatiortalist model

This paper describes a novel trust model applicabla
range of Web applications. The main idea is theiagsion
that humans trust their peers by relying on fewurnemt
presumptions which are domain independent andftinats a

summarises the paper and highlight future works.

ASSUMPTIONS ON THENOTION OF TRUST

One of the most comprehensive definitions of tisisbund
in Romano [15]. According to Romantrust is a subjective
assessment of trustee’s influence about the signifie of
trustee’s impact over trustier’'s (potential) outoesnin a given
situation, such that trustier's expectation and liimation
toward such influence provide a sense of contratrothe
potential outcomes of the situatiohhe definition stresses the

recognizabldrust expertiseWe refer to these presumptions ashotion of trust as a complex evaluation involvingistee,

trust schemes the specialised version ofrgumentation

trustier and context. Compatible with this defimitj we made

schemesnotion proposed by Walton [19]. Example of trustfour basic assumptions underlying our trust system:

schemes applicable to virtual identities ameputation, past-
outcomes, degree of activity, degree of connegtikggularity,
stability and accountability The goal is to provide
experimental evidence to answer the following regea
question:‘are trust schemes effective in computing trust?”

Answering this question requires (1) defining a niegful
list of trust schemes, (2) showing a way to comgh&n, and
(3) experimentally evaluating them. This work addes these
three issues: it provides a list of trust scherhag although not
exhaustive, is adequate to support meaningful tmedrics; it
provides a framework to compute such schemes basdtie
notion of critical questions and fuzzy inferencegl é provide a
detailed experimental analysis based on a largdaneonl
community. In particular, our evaluation shows hawsmall
subset of easily computable metrics, suchPassistencyand
Activity, are an accurate proxy for a multi-faced concaphas
Trust. Our experimental evidence could help sos@éntists

1) Assessing Trust is a reasoning process

Saying that trust is a form of reasoning seemdashcwith
intuition. Often humans take trust decision withoesoning,
following a instinct, intuition, unconscious actfoas described
by Lagerspetz [13]. Anyway, when it comes to ragioagents,
trust must be a rational decision grounded on exiee

2) Trustis a form of defeasible reasoning

Trust is a form of defeasible reasoning becausenitade up
of assertions that are presumptions not deductivalid, but
whose validity can be attacked or supported by aeidence.
Trust computation could therefore benefit from &adin
defeasible argumentation, such as Walton [19].

3) Trustis a distinct expertise with proper patser

Trust is a distinct form of knowledge per se, apegiise
that humans adopted in their decisions. As a form o
knowledge, it can be modeled by recognizing recipatterns,
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mechanisms and rules. This third assumption plddsspaper Trust is a question of time. This class of scheimeitds
in the line of work commenced by Marsh [14], Cdsaeichi  trust arguments using only information about tinuspally
and Falcone [11], where trust is a cognitive humartemporal intervals between interactions or intéoast
phenomenurnwith proper ingredients and rules timestamp. They do not considerhat was done during an
interaction and — more importantlyhewit has been done. The

4)  Trust can be approximated analysing footprietsdy focus is orwhenit happened

entities in a certain domain

We presume that entities leave footprints in thenaio The time-based trust schemes doagevity, regularity,
they interact that are enough to perform a trustssment. persistency, stabilityThe importance of time-based information
for assessing trust has been acknowledge by daiterongo
[ll.  THEINGREDIENTS OFTRUST [8] and by the common sense. The schemes augment th

perceived accountability and experience of the tdmus

Previous section stresses how trust is an expertasie of - o
generating a positive argument to trust.

recurrent presumptions. This section provides tdfssuch

presumptions useful to assess trust. This list dogsim to be Trust schemes based on information sharing
comprehensive, but large enough to support a mgauitrust . ) )
computation. We refer to these presumptionsrast schemes This class encompasses the classical recommendatitn

to maintain the analogy with the notion of arguration reputation systems and all the solutions basedhod-party

scheme found in argumentation theory [19]. Tabkhdws a information. Trust is derived by thindirect experienceof

Trust schemes linked to social role

TABLE I. TRUST SCHEMES
T p— Schemes in this class suggest that a trustee slheuttbt
Ime-Based judged in isolation but for the links and rolesdhe has in the
Trust Scheme Trustee’s presumption . he/she is i . . Oth "
Longevity Trust entities with high longevity environment he/she is interacting in. Others eitimay
Persistency Trust entities acting persistently guarantee for him/her, or its public role may gassurance
Regularity Trust entities acting regularly that the entity idor real. The core evidence we believe should
Stability Trust stable entities be collected is: trustee’s acquaintance, to whaomlinked and
' Information-Sharing interacts, if it has specific roles in the enviremt how easy it
Indirect Trust entities according to other's people is to access and contact the entity and how traespahe
Experience recommendations __ : information he provided is. In the current landseay trust
Reputation Trust entities with high reputation .
Social-Role models, th&ocmgr.amof Sabater [10], the approaches based
Authority Trust entities with high authority on network analysis and some trust factor propdseGarter
Connectivity Trust entities that are well-connedtethe [9] strongly informs the def|_n|t|0n of this clas_f; schemes. As
environment Carter [9] wrote“the reputation of an agent is based on the
Popularity Trust popular entities degree of fulfillment of roles ascribed to it by thociety” The
xiSib”ityt/)'l't Trust entities that are visible and easily accéssib trust schemes proposed in this section aserthority,
ccessibility o !
Transitivity Trust what your trusted entities trust '(I;'?}g?reg(t)“rgtyd tgf[)igw?}?;y, fé?ceosrflglél':\)//v/glskl Zg?if;annselttg:}zh
Information Trust entities that provide /share information . p . y y y
Provisioning as various centrality measures as employed by Gbl[33.
Activity-Based i ;
Pluralism Trust entities or objects that are tleilts of many Trust schemes based on activity analySlS
points of view This group of trust schemes focuses on the actofityach
ﬁgtr't‘i’:]tgnce T?ritséti(g;\:ﬁiggt\zﬁ;e e entity in the environment, i.avhat an entity did rather than
domain yisp when or how. It focuses mainly on quantitative aspects, not
Outcome-based considering the outcomes of an action but rathee th
Past-Outcomes | _ Trust entities that did well in tastp guantification of the activity of an entity in tlvironment.
Prejudge- and Grouping-based Trust schemes proposed in this area pligalism andactivity.
Similarity Trust entities similar to the trustee _ The former refers to whether the information praztlics the
Categorization Trust an entity on the base of ttegory it results of many opinions or actions. The latteraisclear
Sndard _?f'os?gf] tgm.t e e ingredient of trust: it increases accountabilitiperience,
Compliance . d St familiarity with the environment.
Similarity to Trust Trugt wha_trir: is si?_qilaltr to whthe trustee trusted Trust schemes based on (past) outcomes
ame- I heoretical
Common Goal, Trust an entity that shares similar goals, risks o This class contains the classical past-outcomest tru
Risk or Situation | situations , predictions. The scheme is usually implemented bingu
Cost/Benefits r;{gigf{‘hgnsti'g’;ﬁg:asafa"oueabé”em/COS‘ Bayesian models to update trust beliefs in thetligh new
Fulfillment Trust entities that are committed tdfifuhe task |nteract|on_outco_mes. Recently Dampster-Schafteieh;ohave
assigned also been investigated (see [1] for an up-to-dateew).
Risk Profile Trust entities with a compatible riglofile

Trust schemes based on statistics and grouping

Time-based trust schemes
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These set of trust schemes ground their assumptionise
statistical significance of some properties of thestee
compared to other entities or group of entitiese $hciological
motivation behind this class is the socio-psychimlalgstudies
of Kahneman and Tversky [13], the usecategorizationin
Castelfranchi and Falcone [12] and the concegrejudicein
computational trust as used by Sabater [10]. Estitiust other
entities on the basis of the categories they betongr on the
basis of similarities/dissimilarities with the ttigs entity. The
common idea behind these mechanisms is that taustbe

respectively decrease or increase the scheme pi#ysi
Therefore the strength of a scheme conclusionadpgrtional
to the strength of the evidence used (how fulhis $hop) and
the plausibility of the scheme in the context (pplarity a
sign of trust here?).

The above observation suggests implementing a shem

based computation into a three-stage processelfirtt stage,
each trust scheme, representing a defeasible isulmatched
over the available elements of the application dam&his

stage is referred to as evidence selection. Amet¢ can be
instantiated by more than one trust scheme and-wicsa.
Elements of the domain could be directly used irrust

scheme or more complex intermediate computatioms ke
performed to match the scheme. In the second stidge,
identified trust schemes are tested against theitica

hquestions to estimate their plausibility. This stagay require
information coming from the application. In therthstage, the
Bested schemes are aggregated into a final trust.va

transferred among similar entities/situations arapprties can
be assigned to an individual based on signs tleattiy that
individual as a member of a given group [16]. Tbiass of
trust schemes encompass8anilarity, Similarity to Trust,
Categorizationand the Standard compliancdrust scheme.
They are all based the concept of similarity quaation.
Similarity analyses the similarity between the trustee amed t
trustier, therefore it reflects a local point oéwi. Similarity to
trust analyses the similarity between the trustee and
stereotype of the trustworthy entity that the trrsbuild in its As an example of trust scheme, we consider fthst
mind. Categorization assesses the similarity between theperformancetrust scheme, the most used in literature and
trustier and a group of entities. Finally th8tandard regarded as th@ost objective

compliancetrust scheme assesses the similarity between the

trustee and aacceptedstandard present in the environment. Defeasible PresumptionEntities that did well in past

interactions will presumably do so in the future, since they

Trust schemes based on Game theory and Cognitidelsno  showed the ability to fulfill expectations.

The trust schemes in this class consider oppottanis
motivations that the trustier and the trustee mayehin a
situation, modeled as a game among rational playEng
assumptions behind these trust schemes is thatustee and
the trustier are both rational entities that ayenty to maximize
their satisfaction and minimizing the effort spedherefore,
the understanding the cost and benefit of the odmdities
produces an argument in favour or against trust.

Computation: how to quantify itPh computational trust
literature, the scheme is usually (but not exclelsiy
implemented by counting good interactiomd énd bad past
interactions f). The value of trust is usually represented with a
beta distribution whose two characteristics vaklres andp.

Critical Questions.Each trust scheme has a set of critical
guestions aimed at testing its validity. Tpast- performance
scheme is indeed a presumption. Its critical qorstinclude
checking whether the interactions are out of ditéhey are
relevant to the current context; if the trustee samehow
changed; if the trustee is motivated; if externahstraints
outside of trustee’s control affected its past geniance; the
difficulty of each past interaction. It is importato note how
the investigation, started by the critical queasdiosuggests
also ways to improve a scheme computation.

IV. THE STRUCTURE OFTRUSTSCHEMES

Argumentation schemes were described, among tlespth
most notably by Walton [19]. Walton defines arguitation
schemes in the context of his analysis of preswapgasoning
of which a trust-based decision is an instance.nblies how
presumptions are rarely ad-hoc constructs thatuaesl in a
dialogue. More often, presumptions are instancegeaferic
patterns of reasoning defined as the glue that shold

argumentation together and makes it reasonablenges of TABLE II. CRITICAL QUESTIONS FROM OTHER TRUST SCHEMES
his argument schemes includggument from popularity, | Trust Schem | Critical Question Descriptior _ _
expert opinion, ad ignorantian set of critical questions tests| Longevity Is x active' In absen_cde of afCt'V'tyv longevitis
the assumptions on which a scheme bases its piitysibhey _ __ not an evidence for trust

. . . Stability Is x active In absence of activity, x can
are inherent to the argumentation scheme and thkgris to stable since out of business
rebut or make ;r_]e argument generated by gach schemsewility Is x persisten As abowi
stronger. Both critical questions and argumentasochemes | Past Is x Persister? Is x | Past peformance are a weak
have to be matched to some evidence/fact of theadom performance | Active? Isx Stable? evidence if the entity changed, is njot

Is x Pertinent? very active and persistent

The trust schemes proposed in this study are dadjged | Reputatio Is x Persistent? Is | As abowv
version of argumentation schemes. They can be seen_____ ﬁCt"’e? 'stéab'e'-" R T T
defeasible rules supporting either trust or distnfsan entity. P pifor’r‘nangC%O? pas regarded Euperior than  indirekt
They are indeed defeasible, since they have exueptand experienc

they are based on assumptions. For instahtist this baker
shop since it has been always full of custénielan instance
of the popularity trust scheme. It is a defeasitdaclusion
whose plausibility varies based on the context. “Yte¢ shop is
the only one in town”or “the shop next door is empty

Trust schemes are not isolated rules, but ratheretls
strong mutual dependency among them. One of ounthgpes
is that a trust assessment is stronger if theisaktamong trust
schemes are taken into account. These mutualoetatire no
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more than additional critical questions. For ins@nthe trust membership functions for the terrasv, mediumandhigh (for
schemepast performancenentioned above is affected by the simplicity we work with triangular functions). Theembership
value of the trust schenfetability Table 2 presents a list of functions return the degree of truth of each eldnoériJ. For

critical questions among trust schemes.

V. COMPUTING SCHEMES

This section presents how to computewst valueusing trust

schemes equipped with critical questions. The apfllows

the recent work of Prakken on the nature and reptaton of

argumentation schemes [20].

Each trust scheme represent a defeasible modusipoule of

the kind(A,A - T) — T. The conclusio meangrust entity x

and it can be replaced byT (distrust entity x A is the

premise of the scheme, based on evidence colldotate

context under consideration. The second premise T

contains the defeasible assumption encoded incthense, that

links a piece of evidence usedArto the conclusiotrust x

Let us provide an example using again gast performance

mechanism. The scheme is: A Mdrk has high past

performane” and A — T:“high past performance implies
trust” and therefore we conclude that Mark deserve ast.tr

The implicationA - T is clearly a presumption not valid in

presence of other pieces of evidence (suchadisthe past

performances refer to an irrelevant contg¢xihese pieces of
evidence are exactly the critical questions, whibarefore
result as evidence invalidating the trust schensuraption.

More precisely, following [20], a scheme of the ki, A —

T) - T can be attacked in the following ways:

1. by undercutting the reasoning lintk— T, that means by
finding exceptions or situations in which that asption
is not valid. An undercutting attack leaves unclehthe
premiseA, but it just invalidates the reasoning link.

2. by contradicting the conclusion§, for instance using
another argument that suggestB.

It is important to note how, in our settings, tltheme cannot

be attacked by statingA, since we assume to be a verified

fact (not an assumption) based on evidence fromctimext
domain where a trust metrics has to be computed.

Trust scheme as fuzzy inference rules

If we look at the above scheme, it is obvious h@smis
involved are indeed vague and experienced at diffedegree.
For instance, an entity &ctive stableor reputableto a degree.
The plausibility of the assumptioh— T encoded in each trust
scheme is also perceived at different degrees axisibility.
We therefore propose to treat trust scheme aszy fuference
rule. A fuzzy variable, such dight weight is a quantity that
can take linguistic terms, such agh, low, medium Each
fuzzy term is described by a fuzzy set. A fuzzyisea pair
(U,m) whereU is a set andn: U — [0,1] is the membership
function that assigns to each element & U a degree of truth
m(x), quantifying to which degreeis an element of the fuzzy
set.U is called the universe of discourse.

Each of the evidence used in our model — servingremises

instance, a user with 1000 messages could be perceived to be
highly active with a degree of 0.8, while usgrwith 700
messages iigh to a lower degree 0.5 and it is alsmadium
active user to a degree 0.2.

Activity

w MEDUIM HIGH

S di

U = # messages

m()
LO
Phign (%)

Phign(¥)

Honedium¥)

y=700 x=1000

Figure 1 — The fuzzy variable activity and its term

The universe of discourse of the variatfle- T (the trust
scheme assumption) is an index of plausibilityGri] derived
from the critical questions analysis described later in this
section. Finallyfrust/distrustare also fuzzy variables and their
universe of discourse is the interval [0..1], refdrto as a trust
level. Employing this terminology a trust schemen dae
expresses as in the following form:

If A: reputation of Mark is high an@A- > T): the validity of
reputation is medium theh trust for Mark is medium

In order to work with fuzzy inference systems, wavé to
quantify the degree of trut, andy, .. of the two premises\
and A - T. The quantification of such premises require an
investigation of the application context where trbas to be
computed.

For instance, a degree a€tivity of a user in an online forum
application is quantified considering number of tpps
discussions opened, attachments and so forth. dakhgre is
to quantify only the activity level, not trust. Bhiask requires
knowledge of the application domain only, while ttreist
schemes are aimed at computing trust. Regardindetred of
plausibility of each scheme, a value is set acogrdo how
well the critical questions are answered. Eaclicatijuestion

is given a score onlakert scale from 1 to 5, and subsequently
the results of all the answer€€@)s are aggregated. Since each
CQ is a reason that can undermine a trust schemdityakeven

a single fully satisfied critical question can aadnvalidate the
scheme. Therefore(Q do not accrue and théQ with the
highest value is considered. The degree of pldigitf a
schemel“sj is therefore obtained by:

Ts;
p(rs;)=1- max <CQSi > (1)

Ts: - .
where we scaled the scof®), %1 of the ith critical questions
for trust schemé‘sj. In case none of théQ; can be answered
— not enough evidence available — a default valti€d.b

for trust schemes or theiiQs — are fuzzy variables, such as corresponding to a medium plausibility is used.

activity, reputation, stability, validity, trust/trust and they
can take the linguistic valudggh, medium, lowThe universe

Computing a trust value using the Mandami Inference

of discourseU of each linguistic variable depends on its ONce it is known how to compufg andy, ., for all the trust
domain. For instance, the universe of discoursehefterm Schemes applicable and for all the trustee entitiespropose
activity in the context of an online Web forum could be theto use the Mandami inference system to derive azaéfed

number of messages posted by a user. Figure 1 stmvs value for the conclusioris and—T. In figure 2 an example of
trust computation in the context of an online auttivebsite is
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depicted. In the example, three rules (represerttinge trust
schemes) have been found to be applicable to aigesadierx.
The rules conflict: two rules suggestst x and one rule
suggestgslistrustx. Activity (rule 1) andeputation(rule 2) are
positive evidence, while’ low past performancérule 3) is a
negative evidence. The universe of discourseftivity is the
number of items sold by, for reputationis a reputation score
found in the forum and fompast performancewe use a
percentage of positive feedback received by

In order to compute a final trust value from these of rules
we follow the Mandami inference system (a comprehen
description can be found here [19]). The Mandarférence
(in figure 2) usesmax as conjunction (more precisely as T-
norm operator) anchin as disjunction (T-conorm) operators to
combine fuzzy terms and rules.

[ Activity is high ] anp [ Plausibility is high | == [ Trust is high |

A
T

u Y u \
[ evidence: 300itemssold | [ caanalysis |

[ Reputation is high | AND [ Plausibilty i high | == [ Trust s high |
=
|

“—wcwo-

| |
U [ v
[ Evidence: 150 reputation score ] [ caanalysis ]

Rule3 | [ pperfislow | AND [ Prausibility s high | = [ Distrust is very high |

“—wcxm—A0n-0

Figure 2 - Fuzzy inference to compute trust

In our context, for each rule and each entjtghe degree of
truth of the conjunction of the two premiskandA—> T has
total degreeh; = min(uAi,MAﬁT). This value is used as an

upper limit for uy;, the membership function associated to the

conclusion, that resulta;, = min(ur, h;). The procedure is

repeated for the other rules supporting trust tegulin n
membership functions. Thesemembership functions are then
aggregated with the T-conorm operator to produee fihal

aggregated membership functiep, ., = max(fay, -\ Ha,),

that isdefuzzyfiedo generate a trust value in its universe of

discourse[0..1]. There is a set of popular defuzzyfication
method in literature. In our evaluation we use thean of
maxima[19] method, that is the average of all the valdida

U twhereuTglobal(d) has a global maximum.

The procedure described above is repeated for thst t
schemes supporting distrust as well, but the twoofeules
(supporting trust or distrust) are kept divided ahdy are
accrued separately. In fact, two schemes concluttingt is

high andtrust is mediunboth support the same fuzzy term and

they do accrue (as they do arguments whose cooohisi
contains both the fuzzy variabtéstrus), while trust is high
conflicts with distrust is mediunand they require a different
treatment.

We call T(x) andT(x) the final defuzzified values for trust

requireT (x) to be high but als@(x) to be null (or below a
threshold), while a credulous trustier will onlyolo at T (x).
We introduce a trust evaluation functigp to join the values
of T(x) andT(x), useful to compare two trustee entities. The
function requires that both the difference betw&&w) and
T(x) be high (representing low conflicts) and the vahfe
T(x) low. The finalfunction of trust evaluatiofi. proposed is:

fr) = (1-T@)(Tx) - T(x)) 2
VI.  EVALUATION

We evaluated the efficacy of our trust model ober large
online communityFinanzaOnline.it with a dataset of about
80.000 registered users and about 9 million messagen of
the experiment is the computation of a level o$tiworthiness
for each forum member. We quantify the efficacyof model
against an explicit poll, asking forum members dentify
trustworthy entities. The anonymous poll receivddaost
1.500 answers from 298 users. The results of tHespowed a
clear consensus about the most trustworthy entitiesording
to the votes received, we divided users in ordeies. The
first tier contains the 10 most trustworthinessites, the
second contains the members from 11 to 50 positiértsust
computation is successful if it recognizes tier rid dier 2
members as the most trustworthy. We evaluate tberacy of
our metric using the following mean squared erretrio:

n
Em == | ol - T @)
x=1
where n is the number of members included in the metric,
Cranx(x) is the rank of member according to the community
survey,T,..x (x) is the rank according to our trust computation.
Therefore E(n) measures the average error generated
considering the set of tapmembers only.

Trust Schemes Engineering

FinanzaOnlineis a typical online forum where users can
post, attach, open polls and have a public profile forum is
divided into a stock market-related zone aricea chatzone.

TABLE Ill. AVAILABLE APPLICATION ELEMENTS

Ny, Noges Npous N3p Number of posts, attachments, poll open
and threads started

Number of messages in the -zone, numbe
of trading messages

Time of last pos, time of registration, prese
time

Average length of pos

Number of attachments containing ne
graphs or other

Centrality, closeness anc-between centralit
of user u in the network build using use
citations

the presence contacts information (en
skype), pictures, biographical information
Reputation level of use

Nfree Ntrading

tlast' tOl tnow

Ly

Anewsv Agraphv Aother

Ce(u),Cl(uw),Ib(uw)

Askype' Apicv Abio

Ta

Using the available application elements, we matched
engineered a set of trust schemes and we assigoladsbility

and distrust for entitg. T(x) quantifies the reasons to trust an g e. Table 3 presents the set of evidence usedubytrust
entity whileT(x) the reasons not to trust it. A final decision is schemes, deducted by the underlying set of domaiments
then made comparing the two values. A skepticatéeiwould  present in the fourm. The majority of the evidensed, except
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Agrapn Anews, has direct mapping with element available inposts about trading and not something else. Thensehhas
Finanzaonline.it Apeys, Agrapn Were manually sampled to high plausibility. We consider a user pertinent if:

discriminate between attachments not related tanfir, news

or graphsN,,qqing is the number of messages related to finance

written in the stock market section of the forum.

We adopted a percentile-rank method to quantify the

strength of the evidence collected. This means wWeatrank
users by each piece of evidence selected (fomostaumber of
messages) and we consider a percentile scdi@Tip for each
user. The percentile score is also used as theersavof
discourse for all the schemes.

Longevity

1) it has a high number of trading messages or a low
percentage of messages in the free-chat sectidn, an

2) it has high number of news attachments and gragpit.a
low number of non-trading attachments

Connectivity

The scheme relies on network metrics to quantifg th
prestige of users ifkinanzaonline We build a directed graph
network where nodes represent members of the famda
link from A to B means that useB cited a posp written by
userA. Links are weighted by the number of times useites
user B. Connectivity aggregates the rank of each users

Longevityis the interval between the time of last post andaccording to theiin-degree centralitmeasuring the number

the time of first post. The plausibility, as it emges from
critical questions analysis is high, since the mmnent is
selective; with a decreasing population of userindperiod of
stock market crisis.

Persistency/Regularity

The scheme divides the timeline into intervalsaia size,
equal to 1 day, 1 week or 1 month and computepéheentage
of intervals in which the entity is active. As ivesy online

of quotes received by a user; self-citations arguebed),in-
beetwness centralityquantifying how the user is crucial in
connecting different sub-group of users) amtbseness
centrality (measuring how close a member is to all the other
members). The critical questions analysis setspthasibility

of the scheme to high.

Reputation

An internal reputation system is available. Howewvez do

community, Persistencyis a strong argument and the critical not use this information as trust evidence sinceemaluation

questions analysis assigns to it a high level atigibility. The
presence of cycle of activity (5 days a week fatamce) has
been adopted in our experiment. The data availabke
complete and certain. The action chosen for deigcctivity

is the action of posting a message. Passive acBonk as
login are not considered. The same plausibilityugalis

assigned to the complementary trust schd®egularity An

entity is regular if the time interval between twonsecutive
interactions is relatively constant and not subjexthigh

variance.

Activity

is already based on explicit user feedback and wWeikave to
avoid a circular argument. Moreover, our analysfs thee
internal reputation systems shows its lack of plality,

revealed by the fact that the produced values aghlyh
positively biased, and by the low acceptance ofsiystem by
the users. As a test, we include recommendatioroun
evaluation to study its effectiveness, that we ekpeor.

Accessibility

Accessibility was mapped over the profile of eacmber.
A Boolean score is given to the presence of 3 elss
evidenceAype, Apic, Apio- These are considered all ingredients

Activity was mapped considering the following indicators:of the projections of a person into the online camity, and

posting a message (M), opening a discussion ¢}, opening

a poll (N,on) and adding attachments to messageg)(Nhe

critical question analysis set the plausibilitytioé scheme high
— in any online community contribution is seen & t
cornerstone of trustworthiness, see [8.9]. Regardthe

plausibility of the computation, the problem is dboose the
appropriateaccrual functionfor the 4 indicators of activity.
Our analysis of the forum suggests that the aabibposting

message is the basic compulsory action (better atadpalso

considering the size of the messages instead ofcthde

number). Entities that do not post messages carfmot
considered active. The action of attaching a filghte post is
optional; its value is only used to increase thergjth of an

entity but not decrease it.
discussion/pool is an advanced action that is agational,
and therefore it is used as an positive evidencstrengthen
certain entities.

Pertinence

Pertinence requires quantifying the extent to whibk
activity of a user is pertinent to the domainarfline trading
(theme of the selected forum). It does not try tmlarstand
whether an entity is a skilled trader, but rathéether he/she

they are seen by a strong majority of sociologisis
fundamental aspects of trust. However, since tfegnmation is
not verifiable, often malicious and incomplete, theerall
plausibility of the scheme is poor and we expedtebeesults
by excluding it.

Results evaluation

We computed each trust scheme and a global trust Ye&r
each member of the community. The scope of ouryarsals
(1) to identify which trust schemes are more effectin
assessing trust of online members, (2) to undetstamether
the consideration of the plausibility value of treshemes has
an effect on our results and, (3) to understanditimact of

The action of opening alifferent aggregation strategies.

Table 4 and table 5 show the results of our expamts)
globally (table 4), and for each trust scheme &a&f)l The best
case shows a value f&i(10) of 3.4 using a set of 5015 users,
meaning that the difference between our trust cdatjoun and
users opinion is extremely narrow. Table 4 presth@overall
results with or without the critical questions ayséd, and with
a credulous attitude (only positive evidence topsuptrust are
considered) and skeptical (both negative and pesdvidence
are used and aggregated into the funcfignThe introduction
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of critical questions makes the results more effiti If we
consider the computation without them — that meahsrust
schemes considered the same in terms of plaugib#itthe
overall results have, in the best case, an average of more
than 80 positions foE(10) and more than 100 fdg(50) The
main reason is the usage of two implausible trabemes in
the context, such as reputation and accessibilitye-based
and activity-based schemes were very effectiveviddally.

TABLE IV. GLOBAL RESULTS
Without CQs With CQs
E(10) E(50) E(10) E(50)
Credulous 112.8 171.4] 4.1 65.3
Skeptical 88.7 143.2 3.4 39.7
TABLE V. RSMEFOR EACH TRUST SCHEME
Trust Scheme E(10) E(50) Pla
Time-Based Longevity 112 400 0.7
Persistency 31 120 0.9
Regularity 48 109 0.9
Activity-Based | Activity 19.6 91.8 0.7
Competence 75 211 0.8
Social-Based Authority 104 398 0.9
Accessibility 2147 1863 0.7
Others Past-Outcomes N.A. N.A. 0.9
Recommendation 923 1803 0.4

Considering both positive and negative evidencesibbn
improves the results. In tableE350) is now reduced by 35%
using a skeptical approach. A benefit is achievad EH(10),
reduced drastically down to 3.4 positions. From arenm
detailed analysing of the results, it is possibladte how CQs
give more consistency by

1. reducing the impact of entities with high but negular
activity (it is common to find entities that in onear
wrote what normal entities write in 5-6 years anentthey
disappear), applied to 267 members;

2. by reducing the ranking of entities with high aittivbut
low pertinence (applied to 197 members);

3. by excluding old but quite inactive entities, tisitl have
good aggregated scores due to high longevity, rpatie
or connectivity (applied to 1447 members).

Time-based SchemeRhe 50 most trustworthy entities are
all “old” ones. The forum of FinanzaOnline.it wapemed in
1999, and the youngest of the top 50 entities texgd in
February 2004, while the average age is about Gt70b12
years of forum life. 13 entities are more than Harg old.
Anyway, many other old entities are not trustworteyg the
scheme has only a one-way validity. Entities amesigtent, the
top 50 entities’ average time of non-interactiotess than one
week (5.3 days), and only three entities in the %6phad an
idle time longer than two months in their life.

usually start conversations, and this makes the sigsificant
difference withordinary entities.

Competence.The top entities have good signs of
competence. Anyway, 5 of the top 50 entities do mote a
very high score. These entities show a good numbtading
messages, but are also keen to chat and give loatidrs to
other sections of the forum not related to tradifidhe
community does not regard this as bad action, asidathey
keep writing messages of high competence as well.

Connectivity. Surprisingly, the top 50 entities show a
variable behavior in this factor. The top 10 easitiperform
well and are usually well quoted by a high numbdr o
members, but among the top 50, 5 of them have w peor
scoring. Despite of this, the community judged tteamong the
more trustworthy. These entities have a good sicotiee other
factors, but it seems they do not interact witreo#ntities.

In conclusion, some of the schemes were effectivethie
computation, but high results were gained by combithem
and by assessing its plausibility.

VII.

Computational Trust.The trust model proposed in this
study is in line with the research of Marsh [14js&Ifranchi
and Falcone [11] and the computational trust comtpu@®ur
solution is an example of a non-reductionist apgino@ trust
with some unique features. It is multidisciplinagnbracing
argumentation, fuzzy logics and, despite it makss wof
previously tested techniques for trust computatignalso
incorporates the notion of trust schemes and itpades and
evaluates new trust mechanisms. In this respeirtyéistigates
some trust scheme not previously adopted in thest tru
community such as temporal-based schemes, the fise o
pertinence, visibility, and connectivity. The prged solution
is also a meta-model that considers a broader adewrust.
While reputation systems or past-outcomes anafygisndeed
widely used mechanisms to compute trust, this wodposes
complementary techniques. It is a framework thdowa
different pieces of evidence to coexist and it &l
probabilistic and reputation-based approaches fbe t
computation of trust. Its main features are:

RELATED WORKS

3. the focus on the defeasible nature of each trusham@sm

4. the consideration of a method to check the plalitsiluf a
mechanism in the selected context

5. the interaction of various techniques.

Our model falls in a category, non-necessarilyppasition to
the probabilistic models, that includes few cogmitimodels
that consider trust as a mental process with proges and
content. These models provided a set of piecesidérce and
techniques that inspired the definition of our trsshemes and
the design of our framework.

The cognitive trust model of Castelfranchi [11]r fostance,
considers trust as a distinct expertise composetbilny basic
beliefs: competence, fulfilment, dependeraed disposition
These beliefs inspired the design of some trusterses.
Similarly, the work of Carter on information shagin
communities [9] considers trust as an aggregatfdive basic

Activity. The top 50 entities are very active. They hold theroles: social information provider, content providengevity

top five positions for the scheme. Also they usualbut not
always - attach files to their forum messages. fpe50 users

role, administrative feedback role, interactivitta. Although
these roles have a computational counterpart, ey not
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systematically embedded into a trust computatiohesg
influenced the design of our model as an extendiblmework
able to incorporate different roles into a trustnpaitation. The

and able to suits various Web 2.0 application sashNikis
and Online fora. The method extends the trust caatiom in
several ways. It introduces a broader set of ewdeerit

sociogramby Sabater [10], based upon canonical reputatiomepresents by novel trust schemes, along with #fimition of

and past-outcome mechanisms,
sociological pieces of evidence relevant to trushputation
that inspires our trust schemes based on socisg.rol

includes a set of nethhe mutual relationships among the trust schemesuré&
works will be in the direction of collecting a langset of
pieces of evidence and case studies to furtherrstaat@ the

strengths and weaknesses of our model.

Trust modeling as an argumentative process[23] the
author was the first to propose the use of arguatiemt
schemes in trust modeling. Here, a limited lisscfiemes was
proposed and a preliminary evaluation on the Witlipe
project performed. In the last few years there hasn a
growing mutual attention between the argumentatad
computational trust community. For example, the \&Y- 3]
COST group [17] investigated agreement technologieé
including trust as a key topic. A decision aboustris indeed 4
an argumentative process, where conflicting piedes/idence
has to be reconciled. In this field we cite the kvby Matt
[18]. Stranders [5] and Villata [24] investigateettuse of
argumentation for trust computation from a formainp of
view. The goal of these researches is the studytb&oretical
argumentation model to suit the notion of trustfeding from
our solution where trust metrics are computed. dlg work
that proposed (5 years after our proposal) a sintka of trust
schemes is [22]. Here authors pursuit the ideasofguWalton-
style argumentation schemes for trust analysisirimerk is
experimental and the list of schemes and criticsstjons is
rather descriptive to inform a computational modrRegarding
the actual tools used in the trust computatiomoaigh fuzzy

(1]

(2

(5]
(6]
(7]
(8]
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inference and the use of critical questions wergtat, these [10]
were separately applied and no effort was madeotwider
them into a unified framework [22]. Similarly, fuzzets have 1y
been used in trust representation, but fuzzy infezehas not.
Fuzzy logic has been also adopted in [4] to compuist and  [12]
applied over a real dataset. However, the proptsisti model
is based on the past-performance mechanism whery &ets  [13]
are used to grab the uncertainty of input data rastdin the
inference process as we suggest in our work. (14]

Finally, the closest work at present, to the best of ouE
knowledge, remains our previous research [26]. Hewethis ]
previous study did not clarify how plausibility et of each

trust scheme were set, and it did rely on hard-dgdausibility (el
values. It used simple algebraic operators to aggeetrust [17]
schemes. The solution presented in this paper ede®p[26]:  [1g
it corrects its major flaws, changing and extendiitg
computational abilities and it provides a new ekpental [19]
evaluation of the computational model.

[20]

VIIl. CONCLUSIONS ANDFUTURE WORKS

In this paper we presented a knowledge-based sysiem
compute trustworthiness of digital entities. Stagtfrom a set
of presumptions humans routinely use for assedsusf, we

[21]

describe a model to deploy a trust metric aroundseh [22]
presumptions, called trust schemes, in a targeticapipn 23]
domain. We provided an implementation of the moaed
reported about experimental evidence collected #ie,d [24]
showing how trust schemes could efficiently appmate the
human judgment about trust in the context of adaogline  [25]

Web community. Our computation is application-camed
and non-invasive, since it uses only domain elemjesttrutable
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