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Patient generated health data and electronic health record integration, 
governance and socio-technical issues: A narrative review 
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A B S T R A C T   

Patients’ health records have the potential to include patient generated health data (PGHD), which can aid in the 
provision of personalized care. Access to these data can allow healthcare professionals to receive additional 
information that will assist in decision-making and the provision of additional support. Given the diverse sources 
of PGHD, this review aims to provide evidence on PGHD integration with electronic health records (EHR), 
models and standards for PGHD exchange with EHR, and PGHD-EHR policy design and development. The review 
also addresses governance and socio-technical considerations in PGHD management. Databases used for the 
review include PubMed, Scopus, ScienceDirect, IEEE Xplore, SpringerLink and ACM Digital Library. The review 
reveals the significance, but current deficiency, of provenance, trust and contextual information as part of PGHD 
integration with EHR. Also, we find that there is limited work on data quality, and on new data sources and 
associated data elements, within the design of existing standards developed for PGHD integration. New data 
sources from emerging technologies like mixed reality, virtual reality, interactive voice response system, and 
social media are rarely considered. The review recommends the need for well-developed designs and policies for 
PGHD-EHR integration that promote data quality, patient autonomy, privacy, and enhanced trust.   

Statement of significance  

Problem or Issue: What is Already 
Known: 

What this Paper Adds: 

With increasing sources of 
Patient Generated Health 
Data (PGHD), it is 
important to understand 
the scope of PGHD, models 
and standards for 
representing PGHD and 
integrating it with 
Electronic Health Records 
(EHRs) and how models 
and standards can be 
leveraged to develop 
frameworks and systems 
that accommodate these 
new data sources. In 
addition, understanding 

Integration of PGHD 
with EHRs has been 
explored in previous 
studies. 

This review provides 
further insight into the 
state of PGHD integration 
with EHRs, including 
information about existing 
models, standards and 
policies for integration. It 
highlights current 
limitations in integrating 
PGHD with EHRs, 
identifying opportunities 
for enhancing the current 
models and standards, for 
example with metadata 
about trust, quality and 
provenance. The review 

(continued on next column)  

(continued ) 

Problem or Issue: What is Already 
Known: 

What this Paper Adds: 

the supporting governance 
and socio-technical 
environment can be 
helpful to adoption of 
PGHD in clinical care. 

also addresses governance 
and socio-technical 
considerations in PGHD 
management.  

1. Introduction 

Modern patient care requires clinical practitioners to have access to 
detailed data about their patients, to enable them to provide a safe and 
effective patient-centered healthcare service. There has been a rise in 
consumer-based devices that collect, store and use significant amounts 
of patient generated health data (PGHD). Patients’ health records at the 
point of care have the opportunity to include PGHD, which can 
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potentially aid in personalized patient care. PGHD otherwise known as 
Patient Generated Data (PGD), has been commonly defined as health- 
related data that people keep to assist them in better understanding of 
their own health [1]. PGHD can consist of clinical measurements such as 
heart rate, temperature, height, weight, and blood pressure [2] taken by 
patients themselves or their authorized care givers. However, more 
recently, this has also included information such as observations of the 
daily living, for example, mood and sleep patterns [3,4]. PGHD have 
historically been shared with clinicians in different forms, for example 
paper diaries to record symptoms or email messages to share health 
related images and/or text-based data [4]. However, in the last decade, 
PGHD has also been communicated through patient portals (otherwise 
referred to as Patient Health Records – PHR) usually provided by 
healthcare providers [5]. 

The proliferation of Internet of Things (IoT) consumer devices (smart 
watches, smart speakers and bespoke trackers) which collect enormous 
amounts of PGHD has generated significant interest among health care 
providers (HCP), researchers and the general public. While manufac
turers have stressed the personal wellbeing benefits of these devices as 
standalone non-clinical products, PGHD captured through these devices 
can play a significant role in improving quality of care in clinical set
tings. In order to do this, PGHD devices will need to be able to share data 
securely and appropriately with the health care system, through Elec
tronic Health Records (EHR). Due to held beliefs or privacy concerns, 
Lim et al. [6] have found that patients with chronic conditions often 
withhold information from clinicians when communicating about what 
they deem important to their health and well-being, in spite of clinicians 
need to understand what is important in the lives of these patients. 
Furthermore, it is increasingly common for patients to require inter
disciplinary services and PGHD can potentially augment the health in
formation gathered during clinic visits. However, this will require novel 
interoperable systems, and active information sharing between patients 
and clinicians. While sharing more information with clinicians is 
demonstrated in some situations to be good, there are significant con
flicts and tensions that can arise as a result. Sanger et al. [7] examine 
these tensions and report patients’ preference to include more flexibility 
in data input, text-based data exchange, timely and reliable provider 
responses, and definite diagnoses. There is also significant concern from 
clinicians around how the ‘tsunami’ of data emerging from patients will 
be handled [8,9] and the reliability of PGHD [10]. In addition, secure 
sharing of health-related data has continued to pose significant chal
lenges because of the difficulty in enforcing security on such data while 
also making it readily available and simultaneously complying with 
local and international regulations. Health data including PGHD creates 
the paradox – “difficult to share” given that it is sensitive data and re
quires a significant amount of privacy and security, yet the difficulty in 
accessing it when it is needed can potentially cause significant harm 
[11]. 

Apart from paper-based reports, the main way that integration in 
health care has been managed up until now has been through custom 
sets of electronic messages which provides some architecture for rep
resenting the communicable, longitudinal, and multi-enterprise record 
for any patient, that meets clinical, ethical and legal requirements [12]. 
These architectures are designed to allow clinical information systems 
and components communicate with EHR systems, to exchange health 
record entries. Interoperability is critical to satisfying the aim of better 
care for patients, better health for populations, and lowered cost due to 
improved delivery of care. A lack of interoperability leads to limited 
understanding of a patient or population’s health needs, and this leads to 
higher costs and poor health outcomes [11]. To address this, several 
studies have discussed and/or applied standards such as Clinical Care 
Document (CCD), Clinical Care Record (CCR), Health Level 7 (HL7) 
Clinical Document Architecture (CDA) and Fast Healthcare Interoper
able Resources (FHIR) to support interoperability [3,13,14]. These 
standards use semantic ontologies such as Logical Observation Identi
fiers Names and Codes (LOINC), SNOMED CT (Systematized 

Nomenclature of Medicine-Clinical Terms), and other ontologies in 
OntoPortals that are consistent and enable interoperability [15]. There 
are also studies that report PGHD integration from mobile applications 
and wearables to EHRs [16–18]. However, little is known about the 
extent of use of standards, distinctions between these standards and how 
new and emerging PGHD sources [19] including mixed reality (MR), 
Interactive Voice Response System (IVR), IoT and social media data or 
data elements (such as oxygen saturation, heart variability, breathing 
rate [20]) are accounted for or transmitted using these standards. In 
addition, there are human factors and usability issues that surround the 
development, deployment and integration of PGHD in clinical care. Poor 
system design, which has led to usability issues, has been recognized as a 
barrier to PGHD integration [21]. Similarly, a lack of understanding and 
assessment of lay users’ workflow as well as their health literacy has 
impacted on the development of such systems resulting in difficulty to 
use and a lack of context sufficient to comprehend such datasets [22]. 

Systematic reviews have been conducted on how PGHD is used in 
clinical practice [23] and how it affects clinicians’ relationships with 
patients [24]. However, neither of these studies had a specific focus on 
PGHD integration. Tiase et al. [15] recently undertook a scoping review 
to reveal the state of PGHD integration with EHR and key technical is
sues considered at each state of integration based on the data flow 
proposed by Shapiro et al. [4], however, we find limited information on 
models and standards for the integration, socio-technical and gover
nance considerations in PGHD integration in their work. Hence, this 
review aims to provide further insight into PGHD integration with EHR, 
models and standards for PGHD exchange with EHR, PGHD-EHR policy 
design and development, governance and socio-technical factors in 
PGHD management within care networks. To guide the review, the 
following research questions were analyzed: 

RQ1: How has Patient Generated Health Data been defined? 
RQ2: How have dataflows for PGHD been defined for clinical 
settings? 
RQ3: What are the interoperability standards for PGHD exchange 
with EHR? 
RQ4: What are the socio-technical factors in PGHD-EHR Integration? 
RQ5: What are the governance and policy issues around PGHD-EHR 
integration? 

2. Methodology 

This study employs a narrative review approach [21,25], which 
enables researchers to provide a comprehensive overview of evidence on 
their chosen research topic. As recommended in Simpson [21], the re
view was prepared by one author (AAK) and evaluated by the other two 
authors (DOS and LH) for quality, using the SANRA framework [25]. 

3. Search strategy 

The literature search for the review was conducted on PubMed, 
Scopus, ScienceDirect, IEEE Xplore, SpringerLink and ACM Digital Li
brary databases. Google Scholar was also used to account for relevant 
grey literature. The main keywords used were “patient generated health 
data”, “exchange”, “electronic health record”. Other related terms or 
synonyms of each of these keywords were added to the search string in 
order not to miss key associated literature. Boolean operators were used 
for searching. The search matrix, information about database search 
results, and the ultimate search strings are included in Appendix 1. Due 
to limitations imposed on some databases (for instance Science Direct 
and Scopus databases do not allow queries with * and more than 8 
logical operators), we used a variant of the search string to accommo
date for these. 
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4. Inclusion and exclusion criteria 

A total of 1572 studies were identified and exported to a reference 
management tool (Zotero) after duplicate records were expunged. 
Thereafter, papers were reviewed by title and abstract to determine 
eligibility and relevance. Only articles that had direct relevance to the 
study objectives and are within the scope of 12yrs (2010–2021) were 
selected. Studies that were not within the scope of this review or not 
directly relevant to the outcome of this review were excluded (see 
Table 1). At the end of the process, 79 papers were selected for this 
analysis, having met the outlined criteria (Fig. 1). 

5. Data extraction 

The full text of the 79 papers were uploaded to the Nvivo Software 
for qualitative data analysis. Each paper was read by one of the authors 
and relevant details were extracted based on a coding scheme. The 
coding scheme was used to help identify aspects relevant to the study 
objectives and to understand the research area. The coding scheme 
included the title, author, methods, limitations or gaps, data exchange, 
key findings, key arguments, standards, barriers, context, data prove
nance, data dimension, data quality, data stewardship, frameworks, 
meaning of data, study scales or measures, models, PGHD practice, 
PGHD value, governance. These codes are described in Appendix II. 

The review focused on answering a range of research questions about 
PGHD, including its definition, PGHD dataflow, models and standards 
for PGHD exchange with EHR, socio-technical issues in PGHD man
agement to include PGHD workflow, perceived value of PGHD in clinical 
settings (provider/patient perspective) and PGHD-EHR governance 
(organizational policies and national legislations). Below we discuss our 
findings relative to our research questions. For each question, we pre
sent a synthesis of what we learned from the literature including what 
helped us answer these questions, and what questions require more 
investigation. 

6. Findings 

6.1. Study characteristics 

This review of the literature suggests a growing body of work, with 
significant interest in the design, standardization, and use cases of PGHD 
in clinical settings. An overview of the research papers consulted for the 
study, and findings based on the coding scheme, are given in Appendix 
III. The review showed that the focus of the selected studies was varied 
and, as such, different research methods were used. While some studies 
were exploratory and focused on design considerations of EHR systems 
that accommodate PGHD [1,27–29], others provided feasibility studies 
of the use of PGHD for clinical care [30,31]. There are a number of case 
studies that reported the use of PGHD integration with EHR for 
non-communicable diseases (NCDs) such as diabetes, asthma, cancer [1, 

30,32–34]. Some studies also discuss the use of PGHD to assess infec
tious disease - COVID-19 [35] and identification of health interest [36, 
37]. A significant number of studies have also reported models used to 
exchange data among PGHD sources and electronic health systems [4,8, 
16,17]. The sections that follow examine the findings with respect to the 
review’s research questions. 

RQ1: How has Patient Generated Health Data been defined? 
Patient generated health data (PGHD), otherwise known as Patient 

Generated Data (PGD), has been defined as health-related data that 
people create or record to help them better understand their own health 
[1]. Woods et al. [38] extend this definition stating that PGHD captures 
personal, contextual information that can enrich clinical data and 
improve self-care of patients. However, these definitions do not account 
for the data generation, diversity and context of PGHD in real-life 
especially in relation to clinical practice and population health needs. 
An elaborate definition of PGHD is given by Shapiro et al. [4] as 
“health-related data—including health history, symptoms, biometric 
data, treatment history, lifestyle choices, and other information—
created, recorded, gathered, or inferred by or from patients or their 
designees (i.e., care partners or those who assist them) to help address a 
health concern”. A significant distinction between the definitions is the 
emphasis on how PGHD is made sense of by trusted care partners in the 
latter definition. Also, the reality of distributed data collection re
sponsibility which can vary from patient to patient [39], to include 
partners or family members who can assist them. Most studies had re
ported PGHD data collected through mHealth apps (mobile and web) 
and wearables, with some studies [12,40] including social media posts 
as a PGHD source. 

A closely related term to PGHD is the Patient Reported Outcome 
(PRO) or Patient Reported Outcome Measures (PROM). Some studies 
have categorized PROM as a sub-type of PGHD [41]. PGHD has been 
distinctly separated from patient-reported outcome (PRO) data in that 
PGHD is patient driven, not practitioner (service providers) or 
researcher driven [1]. PGHD tools and sources (mobile apps, trackers, 
wearables, PHRs, etc.) let patients gather diverse and granular health 
related data that promote self-management behaviors including healthy 
food and exercise, which are vital for illness prevention and manage
ment. PRO/PROMs are focused on a record of patients’ health 
improvement status following a clinical episode or intervention, and so 
are usually linked to clinician or researchers’ pre-defined and structured 
tool – with data collection and sharing being provider-initiated [42]. 
Hence, patient ownership is a distinguishing feature of PGHD, which 
sets it apart from other forms of patient generated data like PRO/M. 
Maintaining patient ownership of PGHD shifts the role of health care 
providers to one in which they decide on the “prescription” for data 
gathering with patients [1]. Example of standardized PROM tools 
include Patient-Reported Outcomes Measurement Information System 
(PROMIS), Supportive Care Needs Survey-Short Form (SCNS-SF), and 
International Physical Activity Questionnaires (IPAQ) [43]. Jointly or 
separately, PGHD and PRO/M can be useful for patient care. Murthy, H. 
S. and Wood, W.A [44]. demonstrate that a combination of PGHD and 
PROM can improve long-term health-related quality of life (HRQOL). 
PROM can take different forms, but as mentioned, most PROMs are in 
standardized questionnaire, checklist or item-bank formats – and are 
usually prescribed by the provider [44,45]. PROM allows for a better 
knowledge of population health [4,46–49]. PGHD on the other hand, 
can include but is not limited to these formats. In practice and in recent 
times, PGHD have focused on structured data collected through mHealth 
apps (mobile and web) and wearables, which can give granular data 
such as temperature, numeric internal device or sensor readings like 
accelerometer readings, sleep score, etc. That are not usually collected 
with PRO/Ms [50]. However, deferring to Shapiro et al. [4] definition of 
PGHD, the future of PGHD is a combination of these and much more that 
will include very unstructured data and new data sources (such as from 
mixed reality, social media, interactive voice response and SMS) as 
depicted in Fig. 2. 

Table 1 
Inclusion and exclusion criteria.  

Inclusion 

Literature dated between 2010 and 2021 
Studies that discuss patient generated health data sources with/out new data sources 

(IoT, mobile patient health record (mPHR), wearables) 
Include Electronic health record data exchange 
Discuss design and/or use cases of PGHD data integration with EHR 
Address patient and/or provider needs within PGHD data communication 
Studies on PGHD exchange models with EHR  

Exclusion 

Does not provide a clear methodology 
Not related to Patient Generated Health Data 
Generic legal literature on PGHD  

A.A. Kawu et al.                                                                                                                                                                                                                                
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From our review, more attention have been paid to integration of 
data with EHRs from sensors, wearables, mhealth apps and PROM, than 
other data sources (Fig. 2). PGD is interchangeably used in literature to 
mean PGHD [21]. However, studies [1,4] have carefully distinguished 
between PROM and PGHD. Sayeed et al. [41] have combined PROM 
with PGHD, in their proposed framework. 

RQ2: How have dataflows for PGHD been defined for clinical 
settings? 

Dataflow is the path and stages that data goes through from the time 
it is generated or captured until it is archived and/or deleted. Like most 
electronic data created as part of a system, PGHD does not exist in a 
vacuum; there is a dataflow for PGHD that accounts for the state and 
flow of data within the multi-stakeholder environment that PGHD per
sists within, and in relation to a clinical setting. While past studies [4, 
46–48,51] have attempted to describe PGHD dataflow, most studies [47, 
48] combine dataflow description as part of workflows (which we 
discuss in the later part of this review). Codella et al. [51] gives a 
wide-ranging insight into the potential paths a PGHD can navigate 
through (see Fig. 3). 

In describing flow of data among entities interacting with PGHD, 
Codella, et al. [51] identified stakeholders who directly or indirectly 
interact with PGHD [Fig. 3]. Stakeholders include the patient who 
generates the data through a manufactured device; providers (clini
cians) who make sense of the PGHD towards a health decision; the de
vice company who may also work with providers and payers directly to 
provide data visualization and insight data as may be permissible within 
their terms of service; and the payers (government) who may incentivize 
the providers and patients to make meaningful use of such data [51]. 

Fig. 1. The flow diagram describing how articles were identified and screened. Using the Preferred Reporting Items for Systematic Reviews and Meta-Analyses 
(PRIMSA) framework [26]. 

Fig. 2. Existing and Emerging PGHD sources.  
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Sometimes, a third-party (analysts) gives insights to the patients, pro
viders, device companies and researchers, for example, the work fitabase 
do with wearables [52]. Among all entities, the patients and providers 
are the two most important stakeholders that interact with PGHD data, 
hence a closer look into how data flows between them becomes critical. 
Essentially, we find two studies [4,46] that demonstrate a clearer 
depiction of PGHD data flow between patient and providers - see Fig. 4a 
and b. 

From the dataflow diagram (4a) above, Shapiro et al. [4] gave a view 
of the various PGHD sources that can be used to obtain PGHD, and how 
these data flow between the patient and the health service provider. 
They identified three phases of data flow which includes capturing 
(collection), transfer and data review/documentation (see Fig. 4a). In a 
similar vein, Kim et al. [46] describe a case study of Continuous Glucose 
Monitor (CGM) – (a PGHD source), and how that data travels or flows 
between different medium within a care workflow (see Fig. 4b). Similar 
to Shapiro et al. [4], they identified data capture and review (analysis 
and communication) as stages in the data flow. However, in contrast to 
Shapiro et al. [4], Kim et al. [46] considered a data “staging” phase they 
refer to as data consolidation phase (in between data capture and 
review/analysis), where data is first put-together before transmission or 
sharing with third-party applications. The data staging (or consolida
tion) phase in Fig. 4b may have been assumed by Shapiro et al. [4] as 
part of the data collection phase in Fig. 4a. This is very likely since by the 
design of Apple mobile application (which was used in Fig. 4b case 
study), health related sensor data are only available through the Apple 

Health Kit application, where data is then staged (“consolidated”) as 
described in Fig. 4b before it gets transferred to a third-party application 
(EHR system). However, this is not the case for Android-based appli
cations, as Android is an open-source system. This situation provides an 
opportunity to highlight the impact of closed systems (like Apple and 
Fitbit products), in the smooth flow of data among systems. In general, 
we can deduce that there are four (4) identified phases in the data flow 
of PGHDs i.e. data capture/collection, data consolidation (staging), data 
transfer, and data analysis/review/documentation. 

Also, some commercial closed system applications have additional 
layers that differentiate them from open systems. Genes et al. [47] report 
that they had to use the ResearchKit in addition to the Apple Health kit 
to access aggregated data from Apple Smart Watch, and this requirement 
created hurdles in their study; the interaction between three systems 
created complexity requiring more effort in training for the research 
team and participating patients during the integration of PGHD with 
EHR. They thus suggest that for clinical use of data, a direct workflow 
should be developed between HealthKit and the MyChart app (the EHR) 
without involving ResearchKit. In addition [4], note that in some in
stances, some EHR architectures are modified to support the flow of 
PGHD. For instance, additional or separate databases or data layers – a 
staging area, of sorts is provided – to receive and store PGHD before the 
review process by clinicians. In the description of dataflow from 
included studies, we find that this has been limited to three main data 
sources viz; sensors or IoT systems, patient portal (provider controlled – 
e. g patientMpower, OpenEMR patient portal; or patient controlled e.g. 

Fig. 3. Pghd data flow [51].  

Fig. 4a. PGHD Data Flow Diagram– adapted from Shapiro et al. [4].  
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Microsoft Health Vault, Apple Health Research Kit) [3,16–18] and 
application (web or mobile based) [3,4]. 

RQ3: What are the interoperability standards and models for PGHD 
exchange with EHR? 

Interoperability in healthcare refers to the safe access, integration, 
and use of electronic health data to improve individual and community 
health outcomes [11]. Interoperability is essential for achieving the 
goals of better care for patients, improved population health, and lower 
costs via improved care systems. PGHD can be made interoperable with 
electronic medical records (EMR) and/or electronic health records 
(EHR) [5,53]. The terms electronic medical records (EMR) and elec
tronic health records (EHR) are commonly interchanged in the 
literature. 

In most cases, integration is made through standardized document 
exchange formats such as Clinical Care Document (CCD), Clinical Care 
Record (CCR) and Health Level 7 (HL7) Clinical Document Architecture 
(CDA) [ [2,3,3–14]. These document formats also make use of semantic 
and syntactic interoperability standards. Some of the widely used se
mantic standards include LOINC, SNOMED CT and ICD (International 
Classification of Disease) [54]. LOINC is the semantic standard for 
recording laboratory data, ICD is the standard for general epidemio
logical issues, and it has a wide range of clinical applications. 
SNOMED-CT on the other hand, is a set of core terms that encode the 
meanings of health-related terms in order to improve clinical data 
recording and patient care in EHRs [54]. 

While many studies have reported clinic-based data that have been 
integrated with EHRs including genome data [55], there are studies that 
attempt to integrate PGHD into EHRs [5,16–18]. In their study, Jung, 
et al. [5] integrated PGHD (lifelogs) from Samsung S-Health and Apple 
Health apps into EMR-tethered PHRs. There are also studies that report 
PGHD integration from mobile applications and wearables [16–18] to 
EHRs, to support management of diseases including diabetes and hy
pertension. In developing their ontology [56], incorporate the FHIR 
standard as part of the standardization of PGHD medical data; however 
their approach focused on sensor data, which is only one source of 
PGHD. Similarly, Sayeed, et al. [41] have employed FHIR standards on 
PROs as part of integration with EHRs, however, it is not known if this 

can be made generalizable to other PGHD sources. In addition, infor
mation models that facilitate and extend the capabilities of these stan
dard data exchanges are being studied [3,54], [56, p.], [57]. For 
instance, Plastiras et al. [3] designed an information model that facili
tates exchange of PGHD and observations of daily living (ODL) data 
between PHRs and EHRs. Similarly, Alamri, A [54]. proposed a mid
dleware for integration of IoT data into EHRs. 

Despite these efforts at integration and enhanced capabilities, the 
lack of a common ontology for PGHD limits the syntactic and semantic 
interoperability of measurements between institutions, limiting the 
generalizability of measurements [41]. Similarly, capturing contextual 
information is not well developed in existing standards, and imposing 
same standards for normal clinical data to PGHD can sometimes be 
misleading, especially if such contextual data have clinical relevance. 
The right kinds of PGHD elements and metadata are essential for 
different clinical situations. For instance, similar to a recorded labora
tory results (say., cholesterol = 120 mg/dl) which can come with data 
such as a date/time, sample type, reference range, sample collection 
time, etc., PGHD (e.g., blood pressure of 120 systolic and 85 diastolic 
from a wearable) interpretation and flow into clinical systems will 
require several pieces of contextual information. These could include the 
data source (e.g., Omicron BP, model 143), reliability data (e.g., cali
bration of the device) metadata (point of action: e.g. left arm, position: e. 
g standing), and other such data that will aid to verify the device 
identity, user context, identity and so forth [4]. Sachdeva, S. and Bhalla 
[57], represented what a contextually fit blood pressure concept in an 
EHR might look like (Fig. 5). 

Evidence suggests that some existing health IT standards have been 
leveraged to document and communicate PGHD to clinicians [16–18]. 
Similarly, extending the capabilities of these standards and ontologies is 
being explored [3,56]. However, given the breadth of data items, de
vices, communication methods, and workflows covered by PGHD, new 
and emerging PGHD sources or data elements, metadata, and contextual 
information are rarely accounted for or transmitted using these stan
dards. Thus, Woods [38] suggests that there is a need to develop in
dustry wide PGHD standards that will include data provenance and 
context. They argue that PGHD data sources require metadata which 

Fig. 4b. Example PGHD (CGM data) dataflow – adapted from Kim et al. [46].  
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allows clinicians to distinguish patient-sourced data from other data in 
EHR [38,58]. Data provenance, a form of metadata refers to the history 
of a data element starting from its original sources through to its current 
state, and this includes information about its transformations, lineage 
and processes [59]. Provenance is useful for audit trailing, attribution, 
and replication. A technique for recording provenance is the use of 
phantom lineage, defined as lineage information that remains con
cerning data even after it has been erased or lineage that traces the 
reason a data was deleted (as opposed to how it was created) [59]. This 
keeps track of a data’s existence from the time it is created until it is 
deleted and is used in applications like auditing. Data provenance could 
also refer to how PGHD is differentiated from clinically generated data, 
hence [59], suggest a visual differentiation in the EHR is necessary, to 
clarify which data has been submitted by the patient and which has been 
entered by clinical staff. Given that different methods could be used to 
generate similar PGHD, it is increasingly becoming expedient to docu
ment the algorithms (or scale used) behind the data generation [60]. 

RQ4: What are the socio-technical considerations in PGHD-EHR 
Integration? 

Whetton [61] refers to the connections between technology and the 
social, professional, and cultural context in which it is employed as the 
sociotechnical considerations of an information system. As with most 
technological systems, there are social aspects to their design, use and 
adoption. A socio-technical approach to designing and managing the use 
of PGHD will help balance the technology with human aspects [62,63]. 

Poor system design of EHRs may cause information overload [8]. Trust, 
Identity, Privacy and Security (TIPS) are important socio-technical 
concerns in sharing PGHD [21,64]. In the following section, effort is 
made to understand the socio-technical issues in PGHD management 
and integration with EHRs from the reviewed literature. We examine 
how existing health care practices and systems are socially affected by 
PGHD, and how these may have changed or need to change social norms 
to maximally realize the benefits of PGHD-EHR integration. 

6.1.1. Understanding patient-provider workflow 
In this section, we explore two workflows (Figs. 6 and 7), and 

compare them, to understand patient-provider workflow practices. In 
Fig. 6, Gene et al. [47] depicted the actions that a patient and provider 
undertake to collect, process and use PGHD. In this patient-provider 
scenario case study, the patient will usually download and enroll on 
an mHealth app (a PGHD source), record the data, and then share the 
data following provider request. The provider request is made via the 
EHR (which will usually specify the frequency and threshold for noti
fications for the PGHD). However, data is only shared when the patient 
enables sharing (therefore the patient has initial control of data). 
Thereafter, the provider can view and act on the shared data and/or 
alert notifications. This workflow case study is similar to Sayeed et al. 
[41] in Fig. 7 and Kim et al. [46] workflow described in Fig. 4b. 

However, in the case of Kim et al. [46], the primary PGHD source is 
the CGM sensor data, which is later consolidated over a mobile health 

Fig. 5. Blood pressure as a concept in EHR – [57].  

Fig. 6. Patient - provider workflow I – [47].  
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application (SHARE2 app), and later transmitted to the EHR (Epic). 
However, given that in this instance, the patient is a child, data is also 
shared with the parent through another app (FOLLOW). This demon
strates the role of third party (family members or network of care) in 
managing PGHD. Patients can often do, choose to share PGHD with 
trusted third parties (family or caregivers) where this is deemed expe
dient to providing care. 

6.1.2. New patient and provider role in PGHD collection, demand and use 
Data change the condition of work [30], thus PGHD impacts on the 

work of clinicians and other actors in PGHD management. Lordon et al. 
[24] provide examples of the impact of PGHD on the workflow of cli
nicians and the value of PGHD to other stakeholders. Islind et al. [39] 
elucidate this by explaining the new way of work (role) that this new 
healthcare data source brings to include the new distributed role of data 
collection (that now includes patients taking a large role in data 
collection) which then leads to a shift in the kinds of questions clinicians 
ask during clinic visits following receipt of PGHD. There is also the new 
ad-hoc role patients take in the decision-making – of ‘self translating’ or 
interpreting data [35,39]. When patients can view the trend in the 
PGHD collected, they develop some competency in making sense of the 
status of their health, whether or not it has improved. However, most 
times, patients will not be able to confidently relate or confirm which 
factors are the most significant in the improvement, and what they will 
need to do going forward or differently to achieve their health goals, 
hence the revised role of the clinician in the PGHD-EHR interactions – 
which is to further expound on the factors during patient-clinician in
teractions. This is a modification from how patients and clinicians would 
engage with patients during clinical episodes, where clinicians 
completely take up the responsibility of data collection, translation, and 
most often decision making. 

6.1.3. Perceived value of PGHD in clinical settings 
Value is a measure of benefit derivable from a service or product. The 

value of PGHD varies among stakeholders. Most practitioners value the 
information provided by patients and would advise them to keep such 
records [65]. The value of using patient-generated health data in the 
day-to-day management of chronic conditions (like diabetes, cancer 
care, hematologic malignancies, cardiac arrhythmias, cirrchotic ascites 
etc.) has been explored in previous studies [44,66–70]. Ancker et al. 
[66] describes how PGHD uploads were associated with improvements 
in blood glucose control and BMI. Purswani et al. [68] reveal that PGHD 
can support routine patient monitoring, personalized medicine and in
formation sharing in cancer care and diabetes. Patients with type 1 
diabetes need exogenous insulin and blood glucose monitoring multiple 
times per day to keep the glucose levels under control [56]. This will 

require checking blood glucose levels several times a day. Based on these 
monitoring data, as well as other factors (e.g. exercise and food intake), 
clinicians can decide what types of insulin patients will need, when to 
inject it, and how much; types of food to consider, and in what quanti
ties; what intensities and types of exercise to engage in. However, 
because there are limited resources available for such monitoring, PGHD 
can play a critical role in overcoming the inconveniences associated with 
clinical visits. A continuous glucose monitoring (CGM) device (a PGHD 
source) can monitor a diabetes patient’s glucose level in real time (every 
5 min, for example), generating and injecting insulin as needed [46], in 
addition to keeping a record of this. 

Some of the key benefits of PGHD in clinical environments include 
better insight into a patient’s condition especially between clinic visits, 
facilitating review of care plans for improved health goal achievement, 
and avoiding unnecessary clinic visits [1]. PGHD has also been consid
ered helpful in providing more accurate patient information, particu
larly when it is of clinical relevance [29,44,71]. PGHD also promote 
patient health awareness and communication with clinicians [24]. Cli
nicians identified PGHD use to include patient empowerment and op
portunities to evaluate and reinforce therapeutic improvement through 
collective data review and interpretation [72]. Despite these identified 
benefits, a study [67] has however found the effect of PGHD in
terventions on health outcomes for obesity and hypertension unclear 
[73]. Also, clinicians are slow in embracing the use of PGHD unless the 
process is incentivized, reimbursed or promoted through targeted 
implementation efforts [66]. This seems to be because PGHD can result 
in time pressure or technostress, and eventual burnout for clinicians 
[74]. However, seeing the need and cost benefit to healthcare, the US 
national government has introduced the meaningful use policy to 
incentivize patient’s use of PGHD for self-management [75]. 

6.1.4. Trust, security and privacy in PGHD integration 
The lack of PGHD-EHR integration can be further explained by many 

other non-technical challenges, including trust, privacy and security 
concerns. Research on trust suggests that most patients are happy to 
share health-related information with clinicians where this is done only 
to aid in decision making [76]. Alaqra and Kane [77] reports that pa
tients are willing to share measured stress data with employers for the 
common good, however data protection measures will need to be in 
place. Trust is often shaped by perception, previous experiences or 
knowledge; a perceived decline in trust can deter patients from sharing 
their information [21]. Patients do not like their data shared with 
third-parties such as insurance companies or marketing agencies [78]. 
Similarly, the protection of personal privacy and the capacity to offer 
secure storage of personal data and information are also considered 
significant. Security while PGHD is transferred, and perception of 

Fig. 7. Patient – Provider Workflow [41].  
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control over the data, account for some concerns around the security of 
PGHD integration [21]. In the wake of data leaks experienced by com
mercial organizations, governance and privacy regulations that espouse 
transparency, accountability and above all dignity to the patient be
comes desirable in a PGHD-EHR integrated system. 

6.1.5. Design of PGHD-EHR systems 
Understanding the relationship between the design of technology 

and stakeholder behavior can help designers/developers realize the 
challenges of incorporating PGHD into patient and provider workflows 
[28]. For instance, in a study of diabetes patients [18], 77% of patients 
had complete PGHD data available at 2-week follow-up and only 59% at 
6-week follow-up. This was due to noncompliance with the use of the 
wearable devices issued over time. It is not known if the wearable design 
influenced this; however, participants preferred wrist-based sensors 
compared to belt-sensors [18]. Similarly, out of seventeen (17) partici
pants who participated in a 6-month study in generating PGHD for 
managing chronic conditions – Hypertension or Type II Diabetes Mel
litus (DM2) [28], only two (2) participants produced daily responses for 
the duration of their study. In this case, no reason was given for this low 
participation. Both studies however indicate a problem of attrition that 
will require further investigation over short- and long-term scenarios. 
Austin et al. [79] reported strong engagement of participants in their 
4-month study using a mobile health application as a PGHD source for 
rheumatoid arthritis, however, they acknowledge that it is not known 
how much longer participants would do this willingly, given the effect of 
long-term daily tracking and increased screen time. Research has iden
tified key design considerations in the design and development of 
PGHD-EHR systems. Sanger et al. [7] identified four areas of agreement 
(between patients and providers) for the design: provision of contextual 
metadata, actionable and accessible data presentation, leveraging 
existing socio-technical systems, and process transparency. On action
able data representation [80], indicate that changes rather than absolute 
values may provide more benefit in objectively assessing some health 
conditions like pre- and post-operative arthroplasty. Making PGHD 
easily accessible within the EHR minimizes workload [24]. In practice, 
PGHD is used in different ways by different clinicians or service pro
viders based on treatment plans, Cohen, et al. [1] suggest groupware 
development, which identifies steps for developing products to benefit 
different types of group members. 

6.1.6. EHR readiness 
Austin et al. [48] find that up to seventy percent (70%) of the PGHD 

cases examined in their study had no integration capabilities with the 
electronic health record (EHR), and only 12% reported full EHR inte
gration. Uploading data from the collecting device to an associated web 
site was the most common method for getting PGHD from the patient. 
Users were likely to store PGHD in several locations after receiving it, 
including research portals and manual EHR uploads. However, before 
PGHDs are integrated to existing EHRs, Shapiro et al. [4] suggest that an 
EHR readiness assessment needs to be conducted. They suggest that EHR 
readiness for adding PGHD should be evaluated in terms of data defi
nition consistency (being able to record PGHD accurately and without 
altering meaning) and workflow support (including being able to record 
“status” information such as “not reviewed” or “reviewed”) [4]. Studies 
that will evaluate EHR readiness for PGHD integration will be valuable 
in providing the needed foundation for seamless data exchange, demand 
and use. 

RQ5: What are the governance and policy issues around PGHD-EHR 
integration? 

To promote the integration of PGHD into health information systems, 
health organizations require good governance, policies, and data stew
ardship [38]. The future of digitally enabled healthcare will be guided 
and determined by good policies. Establishing policies and procedures 
for dealing with PGHD and ensuring transparency regarding the use of 
the patient’s information can help to reduce or mitigate potential 

liability [23]. Based on the findings from this review, policy develop
ment and adoption in numerous areas is still necessary to further provide 
direction for the use of PGHD in health care settings. Policy areas 
include, but are not limited to, data use, data protection, data quality 
assessment, device and system compatibility, defining standards for 
monitoring, liability and privacy issues, and assisting in the develop
ment of reimbursement structures [23,60,81]. Acceptance of PGHD, 
expectations of physician review, and copying of PGHD into existing 
EHR systems are all policies that must be determined in order to facil
itate the flow and use of PGHD by clinicians [4]. Patients and their 
providers can make informed decisions about when and how to develop 
and share PGHD using data use policies. Similarly, determining the 
frequency or intervals of tracking and analysis, measurement method
ologies, and how providers should maintain the data are all examples of 
tracking modality [23,46]. Determining who is liable for analyzing the 
data – the provider or the vendor of the digital tool – and to whom the 
data analysis be delegated, are all liability problems that require policy 
statements. Delegation of responsibilities for reviewing specific types of 
PGHD, for example, to designees such as nurse or other personnel, as 
well as protocols for responding to emergency notification or abnormal 
data, will be critical areas for which policies will be needed. 

Adler-Milstein [82] state that uncertainty around the value of PGHD, 
from both patients and providers can limit policy adoption; however, the 
transparency that policies bring, which include discussions about pa
tient expectations and physician concerns, can help build trust, allowing 
both sides to benefit maximally from the use of PGHD [12]. Shapiro 
et al. [4] posit that some provider organizations have well-defined 
informal practices for what can/should be documented in an EHR, by 
whom, with what approvals and notification policies, etc., however they 
also maintain that there is a need that these policies (both formal and 
informal) be compared such that any variations and best practices are 
observed, documented and eventually used to develop model policies [1, 
62]. At the national level, legal and quality standards are being devel
oped and enforced by state regulatory agencies; some common examples 
are the HIPAA regulations in the USA, and HIQA in Ireland [83,84]. 

6.1.7. PGHD data ownership and control 
Data ownership and privacy are common issues whenever data 

storage and exchange through information systems are considered [19, 
85]. Patient records from patient visits at the facility is kept by the 
service provider – because the service providers document it; it is 
however unclear who owns PGHD shared with the service provider – i.e. 
whether such should be subjected to similar ownership framework as 
other clinical data recorded within the clinical facilities. Questions such 
as who owns PGHD when it is stored in an EHR, and whether it can be 
used without patient consent for good reasons such as population health 
or for provider/device manufacture self-serving reasons such as adver
tisement? What level of autonomy does the patient have and what 
policies can be in place for them that restore patient agency and au
tonomy if they are deliberately or inadvertently taken away by the 
service provision and/or profit generation? Does the patient have the 
right for PGHD to be forgotten as a fundamental human right as pre
scribed in extant law like the GDPR? As suggested by Woods [38], other 
options, such as keeping these data as part of a patient-owned record, 
may make it easier to avoid privacy concerns. While this simplistic 
approach would keep ownership of these data with patient and leave it 
to their discretion, it begs the question of how and when should these 
data should be shared with health care professionals in a way that gives 
maximum value. 

6.1.8. Improving PGHD value through FAIR 
FAIR (Findability, Accessibility, Interoperability, Reusability) prin

ciples provide humans and machines easy means to discover data and 
metadata in a secure manner. FAIR data enable meaningful inquiries and 
analysis that are typically needed to address research problems. By 
making PGHD FAIR, patients will be able to extract some research value 
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from them, including saving time and cost [86]. Muzooraa et al. [87] 
have proposed to employ FAIR on PROs, however little is known about 
employing FAIR on PGHD. 

7. Discussion 

This review followed a narrative review approach [25], and it looked 
at past studies on PGHD including its integration with EHR, with a view 
to understanding its scope, dataflows, governance and socio-technical 
challenges. Most of the literature reviewed has discussed the role of 
PGHD in improving healthcare, and there is a strong interest to integrate 
it into EHR for improved patient care [79,80,85]. We find that the scope 
of PGHD has evolved significantly, from data collected through mHealth 
apps (mobile and web) [18,77] and wearables [30], to data collected 
from social media. It has also been differentiated from PRO/M data in 
that PGHD is patient driven and can be very unstructured [87]. How
ever, the definition of PGHD is still emerging and may include a com
bination of PRO and PROM, and other unstructured data and new data 
sources (such as from MR, IVR and IoT) as depicted in Fig. 2. PGHD 
sources suitable for integration are not limited to sensors or IoT systems, 
patient portals, web or mobile applications; however, research has 
focused more on these sources than others. PGHD data can emerge from 
low-end legacy technologies (SMS, IVR) that are widely used in con
strained settings or network limited areas [88]. While the most widely 
considered PGHD sources require Internet connection to communicate 
with EHR or an application that interface directly with the EHR, legacy 
technologies may not require this. Similarly, standardized integration of 
these new data sources is not captured in the literature. Also, although, 
PGHD has been interchanged with PGD in literature [21], it will be 
preferred and more sustainable that PGHD is taken as the standard 
terminology for describing patient captured data because in the future, 
PGD may include other data that are patient related, but not describing 
their health condition, for example socio-economic data. 

Towards developing standard formats for integrating new PGHD 
sources, it is also important to understand existing standards with a view 
to identifying their limitations and developing enhanced standards that 
will be future proof. PGHD in EHRs will require metadata which allows 
clinicians to differentiate patient-sourced data from other data in an 
EHR. Given that different methods could be used to generate similar 
PGHD, it is important to document the algorithms (or scale used) behind 
the data generation [60]. The creation and adoption of data represen
tation and transmission standards is a critical component in establishing 
the secure environment required for PGHD to thrive [12]. Hence, in 
addition to standards such as SNOMED-CT and/or LOINC, an 
industry-grade PGHD ontology needs to be developed which addresses 
PGHD complexities. Similarly, the capabilities of document exchange 
formats need to accommodate recent PGHD sources in the EHR system. 
Past studies have proposed an ontology-based middleware that in
tegrates IoT data with EHR systems. However, this can be improved 
upon to account for more PGHD data sources (e.g patient portal, mobile 
health app, SMS, IVR and PHRs). Furthermore, it is pertinent to inves
tigate which PGHD are most useful to be integrated to EHRs from a 
clinician’s perspective and how those data should be represented in an 
EHR to provide a view of health status relevant to a clinician [3,4]. In 
our review, we find that there is emerging work on PGHD data sources 
integration that employ HL7 FHIR standards [89]. The HL7 FHIR format 
can be exploited to incorporate new data formats and elements using 
extensions. 

Also, while staging was considered as data consolidation by Kim 
et al. [46] as in Fig. 4b, data consolidation in a PGHD flow can connote 
many things depending on the phase in the data flow. For instance, at 
the data capture phase, data consolidation could either mean any or all 
of data aggregation i. e raw sensor data that is transformed into a score 
(e.g. sleep data score), data staging i. e data collected together or data 
visualization (e.g. charts, figures or trend analysis). Similarly, at the data 
document/review phase, data can be consolidated by re-staging, and/or 

visualizing. This imply that a standardize way to define stages in PGHD 
dataflow will be require as part of metadata, to enable proper under
standing of context. 

Our review also reveals that there are limited studies done on data 
quality in the PGHD-EHR context which include accuracy, completeness 
of records, consistency of information, correctness of data entered and 
provenance [90]. There will be the need to develop and exert data 
quality control measures for PGHD exchange with EHR in a way that it is 
not prohibitive, detested by any of the stakeholders or creates usability 
issues. As an example, a phantom lineage technique [59] could be 
explored for data provenance. 

Data sovereignty is also a profound governance issue identified in 
literature [19,86]. Most commercial applications limit access to raw 
data from sensing devices (Fitbit or Apple products) providing only 
aggregated data, or information about scales and algorithms used, 
usually due to proprietary benefit rather than patient benefit. These 
situations are very prohibitive and disempowering and can create sig
nificant hurdles in integration with systems. A framework or standard 
for the minimum information that device manufacturers must provide 
(including scales used) and regulated access to raw data by patients will 
be necessary to promote PGHD-EHR integration. 

Data lifecycle can be analogous to the lifecycle of a living thing, it can 
be “birthed” i.e. created, can be “rested” i.e. stored, “in motion” – 
shared, “or “dead” i.e. destroyed. The notion that data can be at “rest” 
and “in motion” presents an opportunity to understand and manage 
security and privacy concerns of PGHD flow within the system. Also, 
how PGHD is archived or destroyed - “rested” in a clinical setting require 
further investigation. In our review, attention on the data flow had 
stopped at the point where it is used (reviewed and/or documented) in 
the system. It will be worthwhile to understand how and in what cir
cumstances will data be made “dead” or forgotten, for instance where 
highly granular data from wearables might be deleted when it has been 
analyzed or when a patient so desires at any given point in time. 

The review showed that patients are willing to share their PGHD with 
trusted entities under a governance and privacy framework that 
demonstrate accountability and transparency. Policies on data demand, 
use, protection, liability, privacy are invaluable to the success of PGHD- 
EHR. Current organizational policies require standardization. Current 
state of the art research on access control is yet to enable patients to 
choose who has access to their PGHD within EHRs [19,53]. Further
more, present EHR systems do not consider consent revocation to be a 
necessary feature. To provide the highest level of safety and trans
parency, a solution to authenticate, authorize, and validate that patients 
have control over their PGHD within the EHR is required [19]. PGHD 
can change the nature of work for clinicians, providing a new workflow 
that gives distributed roles to patients and clinicians; with the patient 
also playing an active role in data collection and data interpretation. 
Nevertheless, clinicians request that the PGHD-EHR be incentivized to 
enable them to make use of PGHD in clinical care. It is not known how 
much PGHD should be collected, but the design of the PGHD source can 
also influence the success or otherwise of integration efforts. The choice 
of PGHD source, type and amount of data should be influenced by 
co-design considerations as suggested by Refs. [7,18,24]. Given that 
some PGHD sources have no integration capabilities with EHRs, an EHR 
readiness assessment was suggested by Shapiro et al. [4]. In a 
multi-institution and multi-provider patient world, there is also an op
portunity to develop PGHD-EHR systems to comply with the concept of 
FAIR data [91]. However, our review reveals limited use of FAIR for 
PGHD. Employing FAIR for PGHD can promote the application of data to 
research, creating both individual and population-level value, by 
generating new insights into the nature of health and disease. Even then, 
it needs to be understood how patient privacy concerns will be respected 
while doing so. 
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8. Conclusion 

PGHD has become a contemporary concept in modern healthcare 
management. Studies have been undertaken to explore various aspects 
of this new data format. This review attempts to understand the state of 
PGHD-EHR integration. Our findings reveal the importance of doc
umenting contextual data that accounts for PGHD peculiarities but also 
provenance, in such a way that it provides maximal value and confi
dence to the clinician and patient. There is limited work on standardized 
PGHD integration that account for new data sources, new data elements, 
context, data quality, and provenance; it is proposed that a PGHD- 
ontology and interface that accounts for these be developed. Trust and 
privacy are cardinal to PGHD sharing, hence, to provide the highest level 
of trust and transparency in a PGHD-EHR environment, systems that 
ensure that patients have control over their PGHD within the EHR is 
required. The review also identifies the need for well-developed policies 
to govern PGHD integration; there is a current lack of formal organi
zational policies for PGHD-EHR integration. Studies that will evaluate 
other socio-technical aspects such as EHR readiness for PGHD integra
tion, and how PGHD is used in decision-making will be valuable in 
providing the needed foundation for seamless but secured PGHD ex
change, demand and use. 
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