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Abstract
The COVID-19 pandemic requires robust risk control strategies; these should be multi-layered,
science-based and subjected to effectiveness checks and formal reviews, to identify any
unintended consequences. They should be supported by communications informed by an
understanding of biases and risk perception. While developing such strategies for COVID-19 is
difficult, given the scale of the problem and the diversity of stakeholders, the approach to
Quality Risk Management (QRM) used by the pharmaceutical industry provides governments
and public health officials with a ready-made framework to arrive at such control strategies.
This approach is set out in the ICH Guideline on Quality Risk Management (ICH Q9). This
globally adopted guideline provides a structured QRM framework based on four key process
elements - Risk Assessment, Risk Control, Risk Communication and Risk Review. This paper
demonstrates how each of these elements can be used when developing robust and sciencebased risk control strategies for COVID-19.

Key words: COVID-19; SARS-CoV-2; Quality Risk Management/QRM; ICH Q9; Swiss cheese
model; Risk Control Strategies
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Introduction
The COVID-19 pandemic has presented the world with very significant challenges from a riskbased decision-making perspective - what is the best strategy to adopt, what are the key risk
control measures, where and when should the various risk controls such as physical distancing,
the wearing of masks, the shutting down of transportation systems, and the closing of schools
be implemented, and in what order of priority? What data are needed to best track the
pandemic, how much testing should be performed, and which groups in our societies should be
prioritized for that testing, given the lack of testing kits and their related supplies in certain
areas? When and how can regions reopen? These and a multitude of other COVID-19 questions
require a science-based approach to tackle them.
But finding solutions is made complex due to the large and diverse number of stakeholders
involved, such as national and local governments, public health experts, healthcare providers,
business groups, not to mention patients, their families, and laypeople. Each has a vested
interest in how those questions are answered.
Is there a common framework that might be adopted to assist with the risk-based decision
making required for COVID-19? What characterizes an optimum process that will help arrive at
scientifically sound risk-based decisions when dealing with a problem as complex as this one?
Whatever process for risk-based and risk-informed decision making is utilized, it is important
that it be science-based and preferably well recognized, as that can help achieve broad
stakeholder agreement on its outputs.
In 2005, health authorities regulating pharmaceutical and biopharmaceutical firms and
products, together with industry representatives, developed an approach for Quality Risk
Management, as published in the ICH guideline ICH-Q9. Since then, the QRM approach to riskbased decision making in the pharmaceutical and biopharmaceutical industry has been adopted
globally (1). ICH-Q9 presents guidance on the management of risks related to the quality of
pharmaceutical products; it provides a structured QRM process so that decisions concerning
such risks can be based on the principles of scientific knowledge and patient protection. It sets
out four key process elements that underpin the management of such risks - risk assessment,

2
https://arrow.tudublin.ie/level3/vol15/iss2/14
DOI: https://doi.org/10.21427/f5hn-9436

2

Kartoglu et al.: Covid 19
Level3

Issue 17, December 2020

Technological University Dublin

risk control, risk communication, and risk review - and it provides an overview of the tools that
can be used when performing risk assessments and other QRM activities (see Figure 1).

The following sections discuss how the ICH-Q9 model for QRM can be useful for governments
and public health policymakers when dealing with the multi-faceted risk-based decision making
required for COVID-19 with a special focus on re-openings. It emphasizes the need for a
structured approach to Risk Control, it discusses the importance of understanding hazard and
risk perception issues when developing Risk Communication strategies for COVID-19, and it
explains the role of Risk Review in assuring the ongoing performance of the risk control
strategy.
3
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1. Risk assessment and COVID-19
In the Risk Assessment component of QRM, hazards are identified and the risks associated with
those hazards are analyzed and assessed. When answering the ICH-Q9 questions of “What
might go wrong?”, “What is the likelihood (probability) it will go wrong?” and “What are the
consequences (severity)?”, the risk assessment considers factors including the nature and
magnitude of hazards, any time-related factors that may exist, and their volatility. It will be
influenced by the different perceptions of risk and the judgments of different stakeholders, and
answering these questions needs to be done in a managed way because various stakeholders
can have differences in how they perceive and make judgments on the risks.
Concerning consequences, recent experience has shown that the clinical consequences of
acquiring the virus range from very minor to severe, from there being no discernible symptoms
in some people, to death for others. But at the very early stages of the pandemic, with SARSCoV-2 being a novel virus, there were many unknowns from a risk assessment perspective, such
as the likely infection rate, the probability of harm occurring from virus transmission, and the
general seriousness of the disease relative to other infections.
ICH-Q9 promotes the estimation of risk associated with identified hazards by combining the
likelihood of occurrence and the severity of harms, to arrive at an estimate of the risk which is
often expressed in terms of risk levels (high/medium/low) or numerical scores. The ability to
detect the harm may also be taken into account in the estimation of risk. A key feature of the
ICH-Q9 approach is the application of the science when arriving at risk estimates, and here, the
strength of evidence that underpins all risk estimates is a key consideration, taking into account
assumptions and reasonable sources of uncertainty.
1.1. Risk control and COVID-19 risk mitigation strategies
ICH-Q9 indicates that the purpose of risk control is to reduce risks to an acceptable level, where
the amount of effort used should be proportional to the significance of the risk. It also indicates
that one may accept risks, without any risk mitigation. It indicates that decision-makers might
use different processes, including benefit-cost analysis, to understand the optimal level of risk
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control that is needed. The guideline suggests that the following questions should be asked
during Risk Control activities:
•

Is the risk above an acceptable level? What can be done to reduce or eliminate risks?

•

What is the appropriate balance among benefits, risks, and resources?

•

Are new risks introduced as a result of the identified risks being controlled?

As described by the ISO 31000:2018 Risk Management standard, Table 1 summarizes the typical
approaches to risk control include avoiding, reducing, optimizing, transferring, or retaining risk
(2).
Table 1. Risk treatment options and their applicability in controlling COVID-19

Risk treatment options as defined
by ISO 31000:2018
Avoiding the risk by deciding not to
start or continue with the activity
that gives rise to the risk. (This is
often characterised as ‘risk
avoidance’ and it can reduce the
probability of occurrence to zero.)
Taking or increase the risk in order
to pursue an opportunity.
Removing the risk source (This is
often characterized as ‘risk
elimination’ and it can reduce the
probability of occurrence to zero)

Applicability to controlling COVID-19
Not applicable – the virus leading to the COVID-19
pandemic had already entered the population.

Not appropriate
Not possible at a macro level, as the virus is so widespread and easily transmitted, but at a micro-level,
removing the risk source is an option and is being used.
For example, isolating individuals who have tested
positive or who may have acquired the virus are
manifestations of this control option.

Changing the likelihood

Reducing the possibility of virus transmission and
acquisition through a set of measures, such as closing
down borders, cancellation of travel, physical
distancing, closing down certain businesses, schools,
cancellation of public events, meetings, personal
hygiene, use of personal protective equipment, etc.
5
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Isolation of confirmed cases and quarantining of
contacts also reduces the likelihood of transmission.
Changing the consequences

Reducing the severity of the consequences of infection
through a set of measures, such as increased
availability of health professionals, hospital beds,
intensive care units, respirators and ventilators, as well
as via medication.

Sharing the risk (e.g. through
contracts, buying insurance)
Retaining the risk by informed
decision

Additional risk reducing actions
Communication: Informing people
about hazards and risks leads to
awareness raising and it can be a
powerful type of risk control.
Building in new and improved
detection mechanisms for hazards,
their causes and effects.
Taking measures to interrupt how
the risk propagates from its
initiating event or cause(s) to its
consequences being experienced.

Not applicable
Some countries adopted a herd-immunity approach,
which is a form of retaining the risk. Unless the risk is
fully avoided or eliminated, it will remain at certain
levels despite all efforts to change the likelihood and
consequences. Countries implementing plans to reopen
businesses accept the retained risks.
Applicability to controlling COVID-19
Communications about COVID-19 are at the forefront
of the risk control measures that have been adopted, as
they can lead to behavioural changes.
Testing individuals for the virus is of course a control
based on detection, but it is not the only one –
temperature checks at airports and other ports is
another detection control.
This is especially relevant to COVID-19, where
widespread efforts are being taken to interrupt
transmission of the virus (person-to-person, and
person-to-surface-to-person)

The concepts of risk reduction and maintaining risks at or below acceptable levels are central to
any risk control strategy. In this regard, it is useful to consider actions that mitigate the severity
and probability of hazards and harm, as well as actions that improve their detectability.
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But for such an approach to be successful, one must also consider the likely effectiveness of the
various controls, and the timing of their implementation. Studies have shown a higher impact
when interventions (control measures) were introduced early (3-5).
The following selected risk mitigation actions have been implemented for COVID-19 to varying
degrees in different countries:
1. Advising the public to use proper etiquette when sneezing and coughing (6)
2. Advising the public to not touch their mouths/nose/eyes (6)
3. Advising the public to wash their hands regularly (6-8)
4. Advising or mandating the wearing of face masks when outside the home (9)
5. Mandating various measures that lead to isolation – closing schools, closing certain
types of workplaces, working from home, cancelling public events, curfews, general
stay-at-home policies, staying off public transportation (3-5)
6. Screening arriving passengers at airports and other entry ports for signs of infection (10)
7. Requiring individuals to self-quarantine for 14 days after traveling from high-risk areas
(11, 12)
8. Testing individuals for the virus after developing symptoms (13)
9. Performing contact tracing activities (14)
10. Proactively testing certain groups of people in society with no symptoms (e.g. doctors,
nurses, and other health care workers) (15)
11. Wearing of personal protective equipment by healthcare workers in healthcare settings
(16)
12. Medicating patients who develop symptoms of COVID-19 infection with antiviral
medicines (17)
The first three controls have been almost universally adopted and can be considered to have a
high impact against COVID-19, but they do require a high level of buy-in by individuals; wearing
of masks has also had a high implementation level in many countries. The remaining controls
are executed directly by the authorities, and/or responsible sectors in society (e.g. closing
schools, curfews, testing, and contact tracing).

7
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Analyzing the likely effectiveness of these risk controls is useful because it can inform public
health officials and governments of where the gaps may be in their risk mitigation strategy. For
example, the analysis may indicate an overreliance upon detection measures, at the expense of
preventative controls to limit the acquisition/transmission of the virus and new infections. Such
analyses can also help identify a lack of attention to reducing the severity of the effects of a
SARS-CoV-2 infection (from minor to serious) when one has occurred.
Take, for example, prohibiting large sporting events, such as soccer matches in football
stadiums. Some countries took this measure, but it proved problematic, due to unintended
consequences - many people started congregating in friends’ houses to watch the matches,
leading to increased virus transmission risks. The issue was that the timing of the stadium
restriction had not aligned well with the timing of other social distancing measures like
restricting other social gatherings. Several other risk controls for COVID-19 had unintended
consequences too – examples include quarantining and stay-at-home policies, which have been
associated with increased rates of domestic violence and use of alcohol.
ICH-Q9 not only highlights the need to ask three key questions at the outset of the risk
assessment process, it also indicates the importance of considering whether new risks are
introduced as a result of the identified risks being controlled. It explains how the
implementation of risk reduction measures can introduce new risks, or increase the significance
of existing ones. It promotes reviewing risk assessments to identify and evaluate changes in
risks after implementing a risk reduction process.
The aforementioned prohibition of attending large sporting events in football stadiums, and the
resulting increases in soccer gatherings in homes, is an example of not taking a holistic and
analytical approach to one’s risk control strategy – the three ICH-Q9 questions were probably
not given adequate attention. There may not also have been an in-depth analysis of each
proposed control measure to identify any unintended problems it might give rise to.
For a long period, when and how to use masks had quite diverse recommendations, and this
has been confusing for many in society. With infection rate increases, many countries
introduced mask use in community settings, but the World Health Organization (WHO), in its
interim guidance, underlined the following risks (9):
8
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The use of nonmedical masks in the community setting has not been well evaluated and
there is no current evidence to make a recommendation for or against their use in
community settings. (This also brings the issue of many countries having big quality
variations in masks – where lower quality masks may create a false sense of security).

§

Also, for any type of mask, appropriate use and disposal are essential to ensure that
they are effective and to avoid any increase in transmission (touching the mask while
wearing it, not replacing the masks as soon as they become damp, re-use of single-use
masks and inappropriate discard).

Similarly, recommendations to stay at home and/or curfews introduced unintended
consequences (i.e. new risks) concerning mental health issues, and in many countries strategies
still need to be put in place to cope with those – e.g. practical things to reduce stress, not only
for adults but also for children (18, 19).
It seems that many countries introduced control measures in a piece-meal, reactive fashion,
one after the other, without sufficient consideration being given to the overall risk control
strategy that was needed and the possible inadequacies (or holes) in their approaches.
1.2. The Swiss Cheese Model approach to COVID-19 risk control strategies
A useful approach to holistically assessing the likely effectiveness of a control strategy is
the Swiss Cheese model developed by James Reason (20). In this model, risk controls are
represented as slices of Swiss cheese, lined up against each other. The holes in the slices (or, as
cheese aficionados call them, “eyes”) represent deficiencies or inadequacies in particular
controls, but multiple layers of control, operating on different principles, can overcome those
inadequacies, leading to a more robust risk control solution. These layers are sometimes
called redundant controls – they aim to prevent an unwanted outcome. The system can
produce failures when a hole in one slice momentarily aligns with one in the next, permitting “a
trajectory of accident opportunity”, so that a hazard passes through holes in all of the slices,
leading to a failure (see Figure 2).

9
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In the context of COVID-19, assessing control strategies using the Swiss Cheese model, as it
prompts an assessment of what redundancy may be needed to prevent failures. When one
applies the ICH-Q9 concept of asking “what might go wrong?” when putting new controls in
place, a more robust control strategy can be the result.
Consider the mandatory wearing of masks when using public transport in some countries. For
this control to be truly effective, only those passengers with masks might be allowed to board –
others would be refused transit. The risk that this control measure address is virus transmission
via droplets, due to the proximity of passengers to each other. But relying only on the wearing
of masks and refusing entry to passengers without masks is likely to be an ineffective control, as
it is heavily reliant on the correct use and handling of masks, and it is difficult to enforce.
Applying the Swiss Cheese model can lead to additional (redundant) controls being identified,
without having to refuse some passengers' entry. The additional measures might involve
offering free masks to people before they board the bus, making hand sanitizers available at
the entrance of busses, applying floor markings for appropriate physical distancing, displaying
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posters that remind passengers of good sneezing and coughing etiquette, regular sanitization of
surfaces on public transport systems, and limiting how many passengers may board the bus.
Using multiple layers of risk control allows for a more comprehensive control strategy that
answers the “what might go wrong?” question including weaknesses that might be present in a
single control.
For example, concerning the wearing of masks as risk control, it will be important that any
problems of poor mask quality, unavailability, distribution delays, too few pick-up locations,
etc., are identified and resolved. All of this can deliver a high level of assurance that the risk
control strategy is robust, and studies have shown increased impact/effectiveness with the
introduction of multi-layered control measures (21-27).
Event Tree Analysis is another method that can be used at different points in the QRM process
including assessing the effectiveness of proposed control strategies. When planning a risk
reduction strategy for COVID-19, event trees can help determine the adequacy of the risk
controls and the best- and worst-case outcomes, along with other possible outcomes. Figure 3
shows an event tree centred on the resumption of widespread air travel after the pandemic. It
begins with an initiating event, shown on the left side of the diagram. Along the top, the
different controls (analogous to slices of Swiss cheese, as described by Reason) that are
intended to be put into place are listed, in the sequence in which they would be invoked. From
the initiating event, each control is “tested” to determine what would happen if it works as
intended (as indicated by an upward move of the line towards the top of the page, and green
marking) or if it fails (indicated by a downward line, and red marking). If probabilities are
known, these can be used to establish the likelihood of the different potential outcomes. When
reviewing the results of the completed event tree, one can determine risk if the currently
planned controls are adequate, or whether additional controls are needed.
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1.3. Risk review and its importance for the success of COVID-19 risk control strategies
Risk Review not only lets us review the effectiveness of selected risk controls, but it also
provides an opportunity to identify new hazards, and risks that may have arisen as a result of
risk control strategies. Risk Review should be an ongoing process, where any important
assumptions that were made earlier can be reassessed if they are no longer valid, and in this
regard, the Risk Review process must take account of new information and experience.
Risk Review processes have been utilized throughout the SARS-CoV-2 pandemic to date.
Countries have created scientific committees to advise their governments, where new
information can be considered to make any necessary adjustments in their control measures.
For example, the Federal Office of Public Health (FOPH) in Switzerland banned meetings of over
1,000 participants at the very early stages of the pandemic; this was reduced to 500, then to
100, and finally to 5 as new cases continued to increase (28). There is evidence that this
approach has helped avert deaths - via a study on the impact of non-pharmaceutical
interventions in eleven European countries (5). Based on its findings, the researchers reported
12
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that “It is therefore critical that the current interventions remain in place and trends in cases
and deaths are closely monitored in the coming days and weeks to provide reassurance that
transmission of SARS-CoV-2 is slowing”. The same study documented the impact of those
interventions on the time-varying effective reproductive number (Rt) in various countries
(Flaxman et al., 2020). This is a clear example of a Risk Review process in operation.
Another example of Risk Review in operation was an ongoing Swiss study which continuously
provided emerging data on the pandemic to the FOPH in Switzerland. The basic reproduction
number was found to be 2·78 (95% confidence interval, CI: 2·51–3·11), and it was found that
the virus transmission rate decreased by 89% (95% CI: 83%-94%) with a subsequent
strengthening of physical distancing measures. This resulted in an effective reproduction
number (Re) of 0.32 (95% CI: 0·2 – 0·47), and this and other information was the main basis for
the FOPH in Switzerland recommending the easing of control measures in three phases, starting
on 27 April 2020 (25). Figure 4 illustrates the impact of such non-pharmaceutical interventions
in Switzerland.
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2. Risk communication and the COVID-19 Pandemic
Risk Communication is performed throughout the ICH-Q9 process. The guideline defines risk
communication as the “sharing of information about risk and risk management between the
decision-maker and other stakeholders” to provide “guidance … that can enable more effective
and consistent risk-based decisions” (1). The desired outcomes of such communication are
decisions, actions, and behaviours that are aligned with the level of risk present.
Risk communications can be significantly impacted by issues related to risk perception. There is
a wealth of research that demonstrates that the perception of hazards and risks is strongly
related to various cognitive biases that affect laypersons as well as subject matter experts (30,
31).
This research can shape robust risk communication strategies to achieve behaviours that are
needed to control the SARS-CoV-2 pandemic.
Foundational research concerning the theory of communication, focused on telephonic
communication identified three particular issues (32):
§

Technical problems – the accuracy achieved in transmitting the signal between the
transmitter and the receiver

§

Semantic problems – issues in the interpretation of the information by the receiver
compared against the sender’s intended meaning

§

Effectiveness problems – the success of the intended result of the information that has
the desired outcome or result

While the research was centred on problems with one type of communication medium, it can
be used as organizing principles for communication problems concerning COVID-19.
Regarding technology-related issues, we can see that the use of digital social network platforms
such as Facebook and Twitter facilitate communication from sources that are not qualified to
provide accurate, valid information (33). This has contributed to what the WHO’s DirectorGeneral has identified as an infodemic – “an over-abundance of information, some accurate and
some not, that makes it hard for people to find trustworthy sources and reliable guidance when
they need it” (34, 35). Repeatedly providing people with links to credible, relevant sources of
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health information and resources reinforces messages that can contribute to risk-reducing
behaviours.
Semantic problems when communicating risks can affect the meaning of the risk message, and
its uptake. With COVID-19, they may impact the listener’s ability to differentiate a low risk from
high risk, and their understanding of how social distancing and wearing facemasks can lower
the risk of transmitting/acquiring the virus. Contributing to this is the lack of health literacy –
the ability to acquire, understand, and apply information – in the general population that can
support community and individual preparedness (36). It is known that ‘explaining the why’ and
providing in simple language the scientific rationales that underlie the risk control
recommendations promotes compliance, for example with handwashing (37).
Another semantic problem in risk communication is the lack/inadequacy of the message for
different audiences or specific groups within a society (38). While certain key messages
concerning ways to reduce risks, such as handwashing, physical distancing and wearing
facemasks, are important for everyone, groups that are marginalized or have vulnerabilities and
challenges (e.g. people with small children at home, limited economic resources, substance
abuse, and unstable living conditions) need more targeted communications, and messages that
are meaningful to them (39). The results of risk review activities – new risks that are observed
or risk-reducing behaviours that may need to be enhanced – may also be points to
communicate.
Communication effectiveness problems, however, are where the biggest challenges exist. This
is because of the numerous factors that lead to decisions, actions, and behaviours that are
inconsistent with the level of risk that is present. Research has shown that what influences
individual and group behaviours is more related to how people perceive risk and not the actual
danger that is present (40).
ICH-Q9 acknowledges that achieving a shared understanding risk management among
stakeholders is difficult, because of how different stakeholders might perceive the potential
harms, the probability of them occurring, and their severity.
One particular bias worth noting is confirmation bias – how people sometimes choose data or
selectively interpret data to support a premise or position, or ignore or explain away data that
15
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does not support the premise is ignored or explained away (41). This bias can be observed, in
the tendency of people to get their news and information from sources they find compatible
with their beliefs and ideology; opinion polls in the U.S. show that the polarization of news
outlets significantly contributes to where people of different political viewpoints put their trust
for news (42).
Two risk perceptions that can contribute to biases are the political worldview of the individual
and the perceived trust that the listener has in the source of the information (43). Research has
shown that those whose worldview is more rooted in conspiracy theories are much more likely
to think that COVID-19 originated in a laboratory, or they associate the virus with 5G wireless
technology (44-46).
Trust, which relates to the expertise and competence, motives, honesty, and empathy of the
speaker, is one of the most important factors in whether people accept the communicated
message (47, 48).
Overcoming biases and perceptions is probably the most complex problem in any risk
communication strategy. It is interesting to note that a majority of US adults (66% to 84%) rated
healthcare professionals as high or very high in terms of trustworthiness, with nurses being
rated the highest (49). Since healthcare professionals may be among the most trustworthy
source of health-related information, they should be among the risk communicators for COVID19, their voices providing information and advice about risk and required risk controls while
also countering the spread of misinformation (50). They need to present a fair and balanced
perspective, including what is known and not known, in a language and with examples that can
be understood by the audiences (51).
Such spokespersons should understand what can influence how risks are perceived by the
listeners and the measures that can be taken to counteract the effects of those factors (52). On
a practical level, knowing and practicing the ‘dos and don’ts’ of interviews, presentations, and
press conferences will be an advantage to the communicator (53). It is also important that such
a person model what is being asked of others, that is, that they “walk the talk”.
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3. Conclusion: Integration of ICH-Q9 Quality Risk Management processes into
PANDEMIC response management operations
Each of the four elements making up the ICH-Q9 QRM process - Risk Assessment, Risk Control,
Risk Review, and Risk Communication - has direct applicability to COVID-19. The structured and
science-based approach outlined in ICH-Q9 can provide governments and public health officials
with a means to arrive at robust risk control strategies for COVID-19, which have been
scientifically evaluated, subjected to formal reviews, and which are supported by reliable risk
communications.
The actions that are taken to reduce the most important risks can be thought of as layers of
control that, when considered together, form a robust risk treatment. Before implementing the
control solutions, thought must be given to the level of residual risks that remain and what new
unintended consequences might arise. For example, what are the impacts on health care
providers and facilities if non-essential treatments and surgeries are discontinued? Or, if our
hospital emergency departments are focused on COVID-19 patients, what could that mean to
people experiencing other problems, such as heart disease or strokes? Or, with isolation
measures, at least 13·5 million people may be missing out on their vaccinations due to
postponements of campaigns and interruptions in routine immunization programmes, and
what are chances of a global resurgence of other killer diseases such as measles and polio?
As new information comes in about the virus and the preventive and treatment measures that
are and are not effective, we need to step back, review what we are learning and determine
how this affects our current trajectories – do they still make sense? Learning as we move
forward, based on what we have experienced and the data we are amassing contributes to
knowledge and understanding.
Throughout the QRM process, risk communication is essential. This is not pushing information
into the media; it should involve listening and watching the effects that the message, and those
providing it, is having. Problems presented by cognitive biases and risk perception when
communicating about risk are important for governments and public health officials to
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consider, especially when communicating to the public about the risk control strategy that is
required for the COVID-19 pandemic in their country.
With a problem as difficult, complex and high risk as COVID-19, it is necessary to have risk
control strategies that are science-based, holistic and rigorous, supported by formal
effectiveness checks, review activities and well devised risk communications. The approach we
have presented in this paper reflects this. It draws not only upon the QRM process as
presented by ICH-Q9, which is a useful framework to adopt, it also reflects the principles of
QRM as set out in ICH-Q9, which are that the evaluation of risk should be based on scientific
knowledge, where the level of effort, formality and documentation of the quality risk
management process is commensurate with the level of risk.

Disclosure of interest
None declared.
Funding
This work did not receive any specific grant from funding agencies in the public, commercial, or
not-for-profit sectors.
Disclaimer
The views expressed in this article are those of the authors and are not necessarily those of
Extensio et Progressio, the Health Products Regulatory Authority, or Valsource LLC.

Acknowledgment
Authors would like to thank Kadir Abbas (Istanbul, Turkey) for redrawing all figures.

1 ICH. (2005). ICH Harmonised Tripartite Guideline: Quality Risk Management Q9.
November 2005. (accessed on 28 April 2020
https://database.ich.org/sites/default/files/Q9%20Guideline.pdf)
2 ISO. (2018). ISO 31000:2018 Risk management – Guidelines. ISO. (accessed on 27 April
2020 https://www.iso.org/obp/ui#iso:std:iso:31000:ed-2:v1:en)
3 Davies NG, Kucharski AJ, Eggo RM, et al. (2020). The effect of non-pharmaceutical
interventions on COVID-19 cases, deaths and demand for hospital services in the UK: a
modelling study. medRxiv preprint https://doi.org/10.1101/2020.04.01.20049908.
4 Kucharski A, Klepac P, Conlan A, et al. (2020). Effectiveness of isolation, contact tracing
and physical distancing on reducing transmission of SARS-CoV-2 in different settings.

18
https://arrow.tudublin.ie/level3/vol15/iss2/14
DOI: https://doi.org/10.21427/f5hn-9436

18

Kartoglu et al.: Covid 19
Level3

5

6
7

8

9

10

11

12

13

Issue 17, December 2020

Technological University Dublin

CCMID Repository. (accessed on 30 April
https://cmmid.github.io/topics/covid19/tracing-bbc.html)
Flaxman S, Mishra S, Gandy, A. et al. (2020). Report 13: Estimating the number of
infections and the impact of non-pharmaceutical interventions on COVID-19 in 11
European countries. Imperial College London. 30 March 2020
https://doi.org/10.25561/77731
WHO. (2020). Coronavirus disease (COVID-19) advice for public. (accessed on 6 May at
https://www.who.int/emergencies/diseases/novel-coronavirus-2019/advice-for-public)
WHO. (2020). Infection prevention and control during health care when COVID-19 is
suspected. Interim Guidance 19 March 2020. WHO/2019-nCoV/IPC/2020.3. Geneva:
World Health Organization. (accessed on 6 May 2020 at
https://www.who.int/publications-detail/infection-prevention-and-control-duringhealth-care-when-novel-coronavirus-(ncov)-infection-is-suspected-20200125)
WHO. (2009). WHO guidelines on hand hygiene in health care. Geneva: World Health
Organization (accessed on 6 May 2020 at
https://apps.who.int/iris/bitstream/handle/10665/44102/9789241597906_eng.pdf?seq
uence=1)
WHO. (2020). Advice on the use of masks in the context of COVID-19. Interim guidance,
6 April 2020. World Health Organization, Geneva, (accessed on 28 April 2020 at
https://www.who.int/publications-detail/advice-on-the-use-of-masks-in-thecommunity-during-home-care-and-in-healthcare-settings-in-the-context-of-the-novelcoronavirus-(2019-ncov)-outbreak)
Quilty BJ, Clifford S, CCMID nCoV Working group, et al. (2020). Effectiveness of airport
screening at detecting travelers infected with novel coronavirus (2019-nCoV). Euro
Surveill. 25(5):ppi=2000080. https://doi.org/10.2807/1560-7917.ES.2020.25.5.2000080
WHO. (2020). Considerations for quarantine of individuals in the context of containment
for coronavirus disease (COVID-19). Interim Guidance 19 March 2020. WHO/2019nCoV/IHR_Quarantine/2020.2. Geneva: World Health Organization (accessed on 7 May
2020 at https://www.who.int/publications-detail/considerations-for-quarantine-ofindividuals-in-the-context-of-containment-for-coronavirus-disease-(covid-19))
Jiang X, Niu Y, Li X, et al. (2020). Is a 14-day quarantine period optimal for effectively
controlling coronavirus disease 2019 (COVID-19)? medRxiv preprint
https://doi.org/10.1101/2020.03.15.20036533
WHO. (2020). Laboratory testing for coronavirus disease (COVID-19) in suspected
human cases. Interim Guidelines 2 March 2020. WHO/COVID-19/laboratory/2020.5
(accessed on 7 May 2020 at https://www.who.int/publications-detail/laboratorytesting-for-2019-novel-coronavirus-in-suspected-human-cases-20200117)

19
Published by ARROW@TU Dublin, 2020

19

Level 3, Vol. 15, Iss. 2 [2020], Art. 14
Level3

Issue 17, December 2020

Technological University Dublin

14 WHO. (2020). The First few X (FFX) cases and contact investigation protocol 2019-novel
coronavirus (2019-nCoV) infection. WHO/2019-nCoV/FFXprotocol/2020.2. Geneva:
World Health Organization (accessed on 7 May 2020 at
https://www.who.int/publications-detail/the-first-few-x-(ffx)-cases-and-contactinvestigation-protocol-for-2019-novel-coronavirus-(2019-ncov)-infection)
15 WHO. (2020). Laboratory testing strategy recommendations for COVID-19. Interim
guidance 21 March 2020. WHO/2019-nCoV/lab_testing/2020.1. Geneva: World Health
Organization (accessed on 7 May 2020 at https://www.who.int/publicationsdetail/laboratory-testing-strategy-recommendations-for-covid-19-interim-guidance_
16 WHO. (2020). Rational use of personal protective equipment (PPE) for coronavirus
disease (COVID-19). Interim guidance 189 March 2020. Geneva: World Health
Organization (accessed on 7 May 2020 at
https://apps.who.int/iris/bitstream/handle/10665/331498/WHO-2019-nCoVIPCPPE_use-2020.2-eng.pdf)
17 USFDA. (2020). Coronavirus (COVID-19) Update: FDA issues emergency use
authorization or potential COVID-19 treatment (News release 1 May 2020 at
https://www.fda.gov/news-events/press-announcements/coronavirus-covid-19-updatefda-issues-emergency-use-authorization-potential-covid-19-treatment
18 WHO. (2020). Mental health and psychosocial considerations during the COVID-19
outbreak, 18 March 2020. World Health Organization, Geneva, (accessed on 28 April
2020 https://www.who.int/docs/default-source/coronaviruse/mental-healthconsiderations.pdf)
19 Vesper J. (2020). Making decisions in a COVID-19 world: How to combat stress with
quality risk management. Pharmaceutical Online, 22 April 2020 (accessed on 28 April
2020 https://www.pharmaceuticalonline.com/doc/making-decisions-in-a-covid-worldhow-to-combat-stress-with-quality-risk-management-0001)
20 Reason J. (2000). Human error: models and management. BMJ, 320:768-770
https://doi.org/10.1136/bmj.320.7237.768
21 Shim E, Mizumoto K, Choi W, et al. (2020). Estimating the risk of COVID-19 death during
the course of outbreak in Kotrea, February-March 2020. medRxiv preprint
https://doi.org/10.1101/2020.03.30.20048264
22 Zang J, Litvinova M, Wang W, et al. (2020). Evolving epidemiology and transmission
dynamics of coronavirus disease 2019 outside Hubei province, China: descriptive and
modelling study. Lancet Infect Dis (April 2) https://doi.org/10.1016/S14733099(20)30230-9
23 Hellewell J, Abbott S, Giumma A, et al. (2020). Feasibility of controlling COVID-19
outbreaks by isolation of cases and contacts. Lancet Glob Health 2020;8:e488-496
https://doi.org/10.1016/S2214-109X(20)30074-7
20
https://arrow.tudublin.ie/level3/vol15/iss2/14
DOI: https://doi.org/10.21427/f5hn-9436

20

Kartoglu et al.: Covid 19
Level3

Issue 17, December 2020

Technological University Dublin

24 Leung CC, Lam TH, Cheng KK. (2020). Mass masking in the COVID-19 epidemic: people
need guidance. The Lancet (March 21) 395:945 https://doi.org/10.1016/S01406736(20)30520-1
25 Althaus CL. (2020) Real-time modeling and projections of the COVID-19 epidemic in
Switzerland. ISPM, University of Bern. (accessed on 30 April
https://ispmbern.github.io/covid-19/swiss-epidemic-model/)
26 Lai S, Ruktanonchai NW, Zhou L, et al. (2020). Effect of non-pharmaceutical
interventions for containing the COVID-19 outbreak: an observational and modelling
study. medRxiv preprint https://doi.org/10.1101/2020.03.03.20029843
27 Nussbaumer-Streit B, Mayr V, Dobrescu AI, Chapman A, Persad E, et al. (2020).
Quarantine alone or in combination with other public health measures to control
COVID-19: a rapid review. Cochrane Database of Systematic Reviews 2020, Issue 4. Art.
No.: CD013574. https://doi.org/10.1002/14651858.CD013574.
28 Office fédéral de la santé publique. (2020). Nouveau coronavirus : mesures, ordonnance
et rapport explicatif, OFSP (accessed on 1 May
https://www.bag.admin.ch/bag/fr/home/krankheiten/ausbrueche-epidemienpandemien/aktuelle-ausbrueche-epidemien/novel-cov/massnahmen-desbundes.html#-1613991706)
29 Qifang B, Yongsheng W, Shujiang M, Chenfei Y, Xuan Z, et al. (2020). Epidemiology and
transmission of COVID-19 in 391 cases and 1286 of their close contacts in Shenzen,
China: a retrospective cohort study, Lancet Infect Dis, April 27, 2020.
https://doi.org/10.1016/S1473-3099(20)30287-5
30 Slovic P. (1987). Perception of risk. Science 236 (17 April): 280-285.
https://doi.org/10.1126/science.3563507
31 Slovic P, Weber EU. (2002). Perception of risk posed by extreme events (conference
background paper) “Risk Management strategies in an Uncertain World,” Palisades,
New York, April 12-13
32 Shannon CE, and Weaver W. (1949). The Mathematical Theory of Communication.
University of Illinois Press
33 Limaye RL, Sauer M, Ali J, Bernstein J, Wahl B, et al. (2020). Building trust while
influencing online COVID-19 content in the social media world. Lancet Digital Health.
https://doi.org/10.1016/S2589-7500(20)30084-4
34 UN News. “This is a time for facts, not fear,” says WHO chief as COVID-19 virus spreads.
15 February 2020 at https://news.un.org/en/story/2020/02/1057481
35 WHO. Coronavirus disease 2019 (COVID-19) Situation Report – 85, (accessed on 7 May
2020 at https://www.who.int/docs/default-source/coronaviruse/situationreports/20200415-sitrep-86-covid-19.pdf?sfvrsn=c615ea20_4)

21
Published by ARROW@TU Dublin, 2020

21

Level 3, Vol. 15, Iss. 2 [2020], Art. 14
Level3

Issue 17, December 2020

Technological University Dublin

36 Paakkari L, Okan O. (2020). COVID-19: health literacy is an underestimated problem. The
Lancet Public Health 14 April 2020. https://doi.org/10.1016/S2468-2667(20)30086-4
37 The Guardian. (2020). Covid-19: Why is handwashing so effective?
https://www.theguardian.com/science/audio/2020/apr/01/covid-19-soap-or-handsanitiser. 1 Apr 2020.
38 Karamouzian M, Johnson C, Kerr T. (2020). Public health messaging and harm reduction
in the time of COVID-19. The Lancet Psychiatry. 1 May 2020.
https://doi.org/10.1016/S2215-0366(20)30144-9.
39 Le Roux, G., Sinno-Tellier, S., Descatha, A. (2020). COVID-19: home poisoning throughout
the containment period. The Lancet Public Health. 24 April 2020.
https://doi.org/10.1016/S2468-2667(20)30095-5
40 van der Pligt J. (1996). Risk perception and self-protective behavior. European
Psychologist, 1(1), 34–43. https://doi.org/10.1027/1016-9040.1.1.34
41 Garcia-Alamino J. (2020). Human biases and the SARS-CoV-2 pandemic. Intensive Crit
Care Nurs. 2020 Apr 9 : 102861. Https://doi.org/10.1016/j.iccn.2020.102861
42 Jurkowitz M, Mitchell A, Shearer E, Walker M. (2020). U.S. Media Polarization and the
2020 Election: A Nation Divided. (accessed on 7 May 2020 at
https://www.journalism.org/wpcontent/uploads/sites/8/2020/01/PJ_2020.01.24_Media-Polarization_FINAL.pdf
43 Slovic, P. (1997). "Trust, Emotion, Sex, Politics, and Science: Surveying the Risk
Assessment Battlefield," University of Chicago Legal Forum 1997(1): Article 4. Available
at: http://chicagounbound.uchicago.edu/uclf/vol1997/iss1/4
44 Noor P. (2020). A third of Americans believe Covid-19 laboratory conspiracy theory –
study. The Guardian, 13 April 2020. https://www.theguardian.com/usnews/2020/apr/13/coronavirus-conspiracy-theory-laboratory-report.
45 UN News. (2020). 5G broadband conspiracy ‘a hoax with no technical basis’, UN
telecoms agency. 22 April 2020. https://news.un.org/en/story/2020/04/1062362
46 Lee BY. (2020). 5G networks and COVID-19 coronavirus: Here are the latest conspiracy
theories. 9 April 2020. https://www.forbes.com/sites/brucelee/2020/04/09/5gnetworks-and-covid-19-coronavirus-here-are-the-latest-conspiracytheories/#1eaeee4f6d41
47 Drevensek M. (2004). Effective risk communication - The driving force of responsible
environmental behaviour. Paper for the ECPR Joint Sessions, Uppsala 2004. Workshop
5:Citizenship and the Environment
48 Twyman M, Harvey N, and Harries C. (2008). Trust in Motives, Trust in Competence:
Separate Factors Determining the Effectiveness of Risk Communication. Judgment and
Decision Making, 3(1):111–120 (accessed on 6 May 2020 at
http://journal.sjdm.org/bb10.pdf)
22
https://arrow.tudublin.ie/level3/vol15/iss2/14
DOI: https://doi.org/10.21427/f5hn-9436

22

Kartoglu et al.: Covid 19
Level3

Issue 17, December 2020

Technological University Dublin

49 Brenam M. (2018). Nurses Again Outpace Other Professions for Honesty, Ethics. Gallup
News. https://news.gallup.com/poll/245597/nurses-again-outpace-professionshonesty-ethics.aspx
50 Earnshaw V, Katz I. (2020). Educate, Amplify, and Focus to Address COVID-19
Misinformation. JAMA Health Forum. https://jamanetwork.com/channels/healthforum/fullarticle/2764847
51 Vesper JL.(2006). Risk Assessment and Risk Management in the Pharmaceutical
Industry, Davis Healthcare International Publishing.
52 O’Donnell K. (2010). Strategies for Addressing the Problems of Subjectivity and
Uncertainty in Quality Risk Management Exercises Part II: Risk Communication and
Perception Issues. Journal of Validation Technology. Autumn, 2010.
https://www.ivtnetwork.com/sites/default/files/Strategies%20for%20Addressing%20th
e%20Problems%20of%20Subjectivity.pdf
53 CDC .(2014). Crisis Emergency Communication: Spokesperson. U.S. Centers for Disease
Control. https://emergency.cdc.gov/cerc/ppt/CERC_Spokesperson.pdf

23
Published by ARROW@TU Dublin, 2020

23

