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Abstract

Video streaming over the Internet requires an optimized delivery system given the advances
in network architecture, for example, Software Defined Networks. Machine Learning (ML)
models have been deployed in an attempt to predict the quality of the video streams. Some of
these efforts have considered the prediction of Quality of Delivery (QoD) metrics of the video
stream in an effort to measure the quality of the video stream from the network perspective.
In most cases, these models have either treated the ML algorithms as black-boxes or failed to
capture the network dynamics of the associated video streams.

This PhD investigates the effects of network dynamics in QoD prediction using ML
techniques. The hypothesis that this thesis investigates is that ML techniques that model
the underlying network dynamics achieve accurate QoD and video quality predictions and
measurements. The thesis results demonstrate that the proposed techniques offer performance
gains over approaches that fail to consider network dynamics. This thesis results highlight that
adopting the correct model by modelling the dynamics of the network infrastructure is crucial
to the accuracy of the ML predictions. These results are significant as they demonstrate that
improved performance is achieved at no additional computational or storage cost. These
techniques can help the network manager, data center operatives and video service providers

take proactive and corrective actions for improved network efficiency and effectiveness.
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Chapter 1

Introduction

ACHINE Learning (ML) applications are being incorporated by an increasing
M number of video streaming networks. Network and video content providers are
under tremendous pressure from the expansion of video streaming services to proactively
maintain high levels of video quality. In response, numerous studies have applied ML
techniques for the prediction of the quality of the video streams and monitoring of the
network infrastructure. In most cases, these studies have either applied the ML techniques
blindly or have treated the models as black-boxes. A consequence of this is that these
applications fail to model the network dynamics in the network infrastructure. This leads to
inaccuracies in the ML predictions and failure of the models to generalize well in settings
different from the experimental setup.

This thesis considers the problem of video quality predictions and monitoring of video
application using ML. A differentiating factor in the contributions proposed in this thesis is
that the thesis contributions model the network dynamics present in the systems considered.
The thesis contributions focus on Quality-of-Delivery (QoD) metrics, which are independent
of the type of video streaming service. These QoD measurements capture the end-to-

end performances of network services. Examples of QoD metrics include jitter, packet



2 Introduction

count, delay, throughput, rebuffering, frame rate. This chapter provides some overview and
motivation for this research followed by a hypothesis statement and a list of contributions to

the field. An outline of the contents of the rest of the thesis is also given.

1.1 Research Motivation

Advances in network technologies and modes of delivery, proliferation of smart phones
and hand-held devices have all contributed to the growth of video traffic as can be inferred
from the Cisco Visual Networking Index (VNI) [1]. Paradigm shifts in remote work culture
are driving the enormous use of video conferencing applications such as Zoom, Google
Meet, Skype [2]. This trend presents new challenges in guaranteeing the quality of the video
content delivered over today’s Internet. This is because video delivery deployed over the
best-effort IP networks is highly dynamic in nature. Bandwidth fluctuations and time-varying
delays make it a challenge to consistently guarantee the QoD of video content over such
networks. When it comes to the new remote work structures, businesses have had to deal
with disruptions as the performance of these video conferencing applications are closely
tied to the state of the network. It is expected that as video traffic continues to dominate,
that network performance requirements will increase in tandem. The reason being that the
dominance of video traffic will also bring about a strain on the capacity to deliver quality
video to satisfy users, devices and services requirements who regularly seek better QoD.
The growth of video streaming over the last decade has generated a lot of interest from
both academia and industry. Various studies have considered problems in different aspects of
the video delivery pipeline. The popularity of this area has also seen many investigations due

to the deployment of popular video streaming services such as Netflix, YouTube and Twitch.
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1.2 Problem Statement

A typical delivery pipeline for Over-The-Top (OTT) delivery media companies is shown in
Fig. 1.1. Video content Service Providers (SP), for instance, Netflix provide paid content
to their customers via third party IP networks which they have little or no control over.
The video source files may start from storage devices like AWS S3 buckets. To stream the
video over the Internet, the video data gets compressed and may be pushed to CDNs in
order to deliver the content quickly and efficiently to the client devices. For these content
providers, their level of control over the video delivery ecosystem may be limited to their
own infrastructure. As a result, they are not in a position to accurately guarantee the QoD for
video content relayed to client devices. More so, video delivery over third-party IP networks
may introduce various impairments in the form of packet loss, delay and/or jitter which may
deteriorate the audio-visual quality and expected QoD being received by the end-users.

To satisfy Service Level Agreements (SLAs), network operators must ensure that they
are in a position to provide service guarantees to the video content SPs. As the volume of
video traffic continues to grow, there is a call for some proactive prediction and monitoring
of video QoD metrics to preserve the video quality delivered to clients. This is a major
concern for the network operator and will be a differentiating factor for consumers when
choosing a video delivery service. Also, today’s highly competitive environment with similar
pricing schemes, the SP and the network operators cannot afford to rely on profit generation
based solely on service provision, but must also take into account different factors which
may lead to customer churn [3]. They must strive to meet up with the dynamicity challenge
in order to remain competitive. Improving learning algorithms without increasing their
computational cost is important for cloud services and the video application community

because responsivity to poor QoD is a differentiating factor for consumers.



4 Introduction

@
| nj
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Fig. 1.1 Typical Pipeline for OTT Media Delivery: (1) Video input files can start from
a variety of sources such as Google Cloud Storage, AWS S3, etc.; (2) These source files
are then delivered to an encoder where an adaptive streaming package is generated; (3) The
encoded files are then again stored in Google Cloud Storage, AWS S3, Akamai, Level 3,
etc.; (4) For efficient global delivery, video SPs may choose to deliver the video content
via Content Delivery Networks (CDNs) to provide the best possible quality; (5) The video
content is now received at the client devices. The user may choose to initiate video playback
in a browser, hand-held devices, workstations, etc.

The field of ML has continued to attract a lot of interest for many practitioners who
deploy ML in applications that provide solutions and enable automation in various domains.
ML involves building models that can learn to arrive at decisions directly from data without
following preset rules. ML empowers a system with the ability to scrutinize data and infer
knowledge. This learning process extends beyond knowledge extraction, to utilization and
improvement of the inferred knowledge over time and with experience. The networking
community is not left out as there are many researchers interested in applying ML in diverse

networking problems [4] as evidenced in this survey [5]. In recent years, there has been a
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rapid adoption of ML to solve practical problems in computer networks. One reason for
the widespread adoption, stems from the recent advances in ML leading to more flexibility
and applicability to diverse areas. Furthermore, the success of ML in networks can also be
attributed to the colossal amount of data in todays’ networks. One of those key areas, is the
application of ML in video streaming services and applications.

The need for some cognitive control in network operation and management presents a
unique set of challenges for ML [6]. Networks are continually evolving and the dynamics
prevent the application of ML solutions blindly in network operation and management [5].
In addition, the heterogeneity of networks also makes it impracticable for ML algorithms to
be treated entirely as black boxes in QoD prediction. Studies have confirmed that in order to
improve network service performance for QoD optimization, ML approaches can be used to
support significantly more control rules and complicated models [7]. However, these network
dynamics must be incorporated into the ML solutions for accurate prediction of QoD metrics.
This is the premise for this study.

The objective of the thesis is to design ML predictors and network state monitoring
techniques that model the underlying network dynamics. Studies in the area in which the
underlying effects of the network are ignored and not incorporated in the ML techniques fall
short of accurate predictions of video quality and QoD metrics. The solutions treat these
ML algorithms as black-boxes. The aim of this research is to demonstrate that adopting the

correct models for the right problem is crucial in designing ML techniques.

1.3 Research Hypothesis

The hypothesis that this thesis investigates is that by learning in the presence of network
dynamics, it is possible to develop ML techniques that achieve accurate prediction of QoD
metrics and the monitoring of the network infrastructure. Formally, the thesis hypothesis is

as follows:
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Hypothesis. Machine learning models that explicitly model network dynamics whilst devel-
oping predictors and monitoring agents for QoD metrics in video delivery networks offer

more accurate predictions than those that do not.

In simple terms, the thesis hypothesizes that to achieve correct and accurate QoD predic-
tions for video streaming services, ML techniques must model and incorporate the underlying
network dynamics. ML techniques that do not consider the network dynamics will fail to
achieve accurate QoD predictions. This is because ML techniques that do not consider the

dynamicity of networks adopt incorrect models which may yield inaccurate results.

1.4 Contributions

This section outlines the contributions of this research to the field.

1.4.1 Load-Adjusted Learning

The authors of [8] hypothesized that by collecting kernel variables from a cloud-hosted video
server, they could learn and predict the behaviour of the client system. They made their data
publicly available. This thesis utilizes the dataset in this work. The work in [9] proposed the
Load-Adjusted (LA) technique as a means to learn the mapping between the kernel metrics
of a machine in a server cluster and service quality metrics on the client machines. This LA
technique, unlike the approach taken by the authors in [8], incorporates the effect of the load
(i.e. the number of concurrent users accessing the video service) by training the ML models
conditional on the load in the system.

This thesis extends the scope of the LA technique, in a novel approach, to methods which
enable automation of choice of the regression parameter through the use of the Elastic Net
(EN) model. This is the first work that addresses this problem in this way. The thesis conducts

simulations that examine the performance of different learning functions using a range of
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ML algorithms for the prediction of the video QoD for a cloud-hosted server. The thesis
investigates the efficacy of the LA learning for different video QoD metrics, and examine the
performance of these learning functions for different QoD metrics under varying network
conditions.

This thesis also addresses the problem of resource provisioning for cloud hosted services.
It extends the scope of the LA technique to proactive resource management and video server
demand profiling. This study formulates the problem of estimating cloud computational
requirements as an integrated framework comprising of a learning and an action stage. In the
learning stage, the thesis proposes using ML to predict the video QoD metric for cloud-hosted
servers and then use the knowledge gained from the process to make resource management
decisions during the action stage. The thesis also contributes an LA approach for predicting
the load on the cloud video server. The results demonstrate that it is possible to accurately
predict different number of users on the system using the LA method. The ability to predict
future server demand profiles could help a network manager to proactively manage the

dynamicity of cloud provisioned resources.

1.4.2 Learning in the Presence of Congestion and Adaptive Codecs

The fundamental structure of the architecture of video streaming systems comprises of a
codec to encode the video stream, and a transport protocol to convey the video content from
the source to the destination. Typically, the transport protocol is responsible for estimating
the network capacity by looking at congestion, Round Trip Time (RTT) [10]. The codec then
uses the network capacity to infer what levels of compression to apply to the video, so that it
can adaptively relay the video stream to the destination [11]. Despite the advancements made
in compression technologies, the fundamentals barely changed at all. What has changed is
that new codecs are equipped with added tools and complexity. Modern video streaming

services are codec-agnostic shifting the focus from codecs to how to enable the codec do a
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better job. One way this is achieved is by modelling the feedback loop between the adaptive
codecs and the network.

A second contribution of this thesis is a new model for estimating jitter, the Codec-aware
Network Adaptation Agent (CNAA). The CNAA model is a lightweight data learning engine
that achieves accurate predictions of a QoD metric, namely jitter, for video services. This
model for estimating jitter is suited to the case where the delivery system uses an adaptive
video codec. The CNAA model achieves this prediction accuracy by leveraging the available
network information in the presence of congestion and adaptive codecs. By modelling the
behaviour of the video codec, the CNAA technique achieves responsive, in-network learning.
The performance of CNAA technique is compared with some ML algorithms such as the
Exponentially Weighted Moving Average and Autoregressive Moving Average model. The
thesis highlights the short-comings of these ML techniques that fail to capture the network
dynamics and demonstrate their poor prediction performance in comparison with CNAA
model.

The thesis extends the scope of the CNAA model to address the problem of estimating the
state of the network for a video delivery system within a shared network infrastructure. The
results demonstrate that by using the parameters obtained from the CNAA predictor model,
it is possible to achieve network state congestion classifications. This can serve as a network
monitoring scheme. These results show that by incorporating the new jitter estimation model
for off-the-shelf tree-based supervised ML algorithms (namely Decision Trees and Random
Forests), one can achieve accurate network monitoring classification based on congestion
levels. The results from these experiments record network state classification accuracies of
approximately 80% to 97%. These results outperform traditional ML classifiers which are
based on the running average of the jitter statistics. The CNAA classifiers achieve service
change-point detection with an accuracy of 80% to 95% and a network responsivity of 89%

and above when the congestion levels are changing from 7% to 1.7% per second. The service
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change-point is estimated on how effective the ML classifier is able to detect a change in the
background congestion. The system responsivity refers to the time lag between a service
change-point occurrence and the time the classifiers are able to detect the change in network

state.

1.4.3 Automatic Labelling of Machine Learning Data

The third thesis contribution considers the problem of labelling ML data for predicting video
quality in the presence of interfering services and applications. In a traditional Human-In-
The-Loop (HITL) ML setting [12], the network engineer is involved in a repetitive cycle
during which he is tasked with training, tuning, and testing the ML models. This process
works like this: (1) first, the network engineer labels the training data. The labelled data is
then presented to the ML model for the learning process; (2) the model may require tuning.
This can be achieved in a variety of ways, but the most typical is for the network engineer to
assess the data to correct for overfitting; (3) a final step in this process is to test and validate
the model performance.

This thesis proposes an automatic network-enabled process that eliminates the require-
ment for the first step, i.e. the process of labelling the ML data. This data labelling process
during which the raw data is annotated can be an expensive and a time-intensive process.
This contribution poses the problem of automatic data labelling as the problem of estimating
the parameters of the network queueing delays in the presence of interfering background
traffic. This way, the thesis models the network as a queue and use estimates of the model
to label jitter, a video QoD metric. The thesis demonstrates the feasibility of the automatic
labelling process using device-level measurements captured from a video client machine in a
real-world Software-Defined Network (SDN) topology. Using the automatic labelled data and
by training some off-the-shelf ML classifiers, this work achieves network state congestion

levels detection. Numerical results from the experiments demonstrate considerable gains of
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the automatic labelling process and network congestion detection and classification for all

scenarios evaluated.

1.5 Organisation of the Thesis

This thesis is organised as follows. In Chapter 2, a background review of the literature on
recent trends in the application of ML algorithms in the prediction of video streaming quality
using QoD-derived metrics is provided. This review chapter focuses on contributions that
deployed ML techniques using QoD statistics for video quality prediction and monitoring.
Chapter 3 extends the scope of the LA technique. This chapter presents techniques that
model the dynamic effects of the time-varying workloads present in a video delivery system,
along with methods for adjusting the regularization penalties for ML regression models in
an adaptive manner. Chapter 4 introduces a new learning framework for adaptive codec
sessions, the Codec-Aware Network Adaptation Agent (CNAA). This CNAA model serves
as a QoD predictor and a network state classifier. The CNAA model achieves accurate
predictions of jitter, a QoD metric, for adaptive video services. This it does by modelling
the feedback loop between adaptive video codecs and the network congestion. An empirical
evaluation is presented demonstrating the feasibility of the model and the performance of
the new approach. In Chapter 5, a novel approach for automatic labelling of ML data is
proposed and implemented demonstrating the feasibility of the technique. In Chapter 6,
the study conclusions are presented. This chapter also highlights some limitations of the
thesis. It addresses some possible future directions for further research in order to advance

the research in this field.



Chapter 2

Background and Related Work

T HIS chapter provides an overview of ML applications in networking and a back-
ground overview of video streaming. A review of literature that leverage ML algo-

rithms for video quality predictions from QoD measurements is also presented.

Introduction

Machine Learning is a subset of Artificial Intelligence (Al) that enables computers to learn on
their own to deliver predictions or solutions based on previous experiences. Deep Learning
(DL) is a subset of ML, which basically entails a neural network with multiple layers that
attempts to mimic the human brain, enabling it to learn from massive amounts of data
[13, 14]. DL automates most of the steps involved in the feature extraction process. ML
delivers insights to a wide range of disciplines, including computer vision [15], speech
recognition [16, 17], SDNs [18], communication networks [19], and Internet of Things (IoT)
[20]. In recent years, there has been a rapid adoption of ML techniques to solve practical

problems in computer networks [21]. This chapter provides a review of recent applications
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of ML techniques that use QoD measurements for the prediction of video quality. QoD
measurements capture the end-to-end performances of network services [22].

Video traffic makes up the largest portion of all IP traffic [23], which puts pressure on
network operators to manage their resources efficiently while meeting customer expecta-
tions. Traditionally, Video Quality Assessments (VQA) and predictions have been conducted
through subjective [24] and objective [25] means. The subjective approach relies on quantify-
ing the experience of the end users. This Quality of Experience (QoE)-driven network traffic
management relies on monitoring and predicting application-level or QoD performance in
terms of video Key Performance Indicators (KPIs), as they affect the end users’ experience.
The International Telecommunication Union (ITU) defines QoE as the overall acceptability of
an application or service, as perceived subjectively by the end user [26]. A major challenge
with video streaming is that there is no unified way to measure the QoE [27]. This has
given rise to research efforts that investigate QoE models based on network statistics. In
fact, QoE modeling can assist in identifying different KPIs for different categories of user.
For instance, a network provider may be interested in rebuffering, quality switches, and
how these artifacts impact the video stream. This will help quantify the effect on the user’s
QoE, and how these in turn may be related to network parameters such as delay or jitter.
According to the authors of [28], subjective user studies provide reliable evaluations, but
are costly, time consuming, and are not suitable for real-world applications. Objective VQA
approaches place an emphasis on mathematical modeling aimed at providing a quality score
that closely resembles the perceived image/video quality. Although objective VQA metrics
such as Peak Signal to Noise Ratio (PSNR) [29] and Structural Similarity Index (SSIM) [30]
are fast and relatively easy to implement, these measurements do not always reflect the end
user’s experience [31, 30]. Unlike those methods, the focus in this chapter is on network

performance, as opposed to user experience.
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Due to the inherent drawbacks in subjective and objective VQA approaches, researchers
have turned their focus to ML-based video quality prediction. This shift has led to numerous
studies that leveraged ML models for mapping network measurements to the streamed video
quality. Some studies considered Quality of Service (QoS) metrics in video quality prediction.
An application or service’s QoS is a set of technology employed on a network to make sure
it can operate reliably, even when the network’s resources are limited [32]. According
to the ITU-T Rec. E.800 [33], QoS can be defined as the "totality of characteristics of a
telecommunications service that bear on its ability to satisfy stated and implied needs of
the user of the service." From the network perspective, the European Telecommunications
Standards Institute (ETSI) in its technical report, defined QoS as, "The ability to segment
traffic or differentiate between traffic types in order for the network to treat certain traffic
differently from others" [34]. Essentially, QoS refers to a group of technology that operates
together on a network to ensure that it can reliably run high-priority applications and traffic
even when network capacity is constrained. This technology achieves this by providing
differentiated handling and capacity allocation to certain network traffic flows. These traffic
flows correspond to service types, as QoS measurements are biased by the service under
consideration. This offers the network administrator the capability to manage the order in
which packets are processed and an ability to throttle the bandwidth available to the service.
These QoS mechanisms in IP routers and monitoring protocols take a service view. They are
affected by the services considered. QoS measurements for one service may not be relevant
for another one. It is important to note that network monitoring and measurements are not
always aimed at determining the quality of a particular service or application. In some cases,
the aim is to determine the network’s overall health. These QoS measurements are normally
taken far away from the end users. As a result, they do not provide information that can be

easily translated to another service.
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QoD is concerned with the quality of the data delivery process [35]. It relates to the ability
of the network and transport stacks to ensure quality data delivery. The authors of [36] make
the case that QoD is correlated with the network stack’s inability to deliver data in a reliable
manner. Unlike QoS, QoD is service agnostic. It captures the end-to-end performance of
the data delivery process of a network. For video applications, QoD measurements capture
the capability of ensuring reliable delivery of the video frames. Some common measures of
QoD include packet delivery delays from the source to the destination, i.e., transport delays
and queuing delays, packet loss, jitter, and throughput. For video applications, limited QoD
may result in frames being delayed, which could lead to non-smooth playback for the client.
Some examples of video artifacts introduced as a result of limited QoD include jitter, stalls
or freezing, and jerkiness. Fig. 2.1 illustrates the scope and differences between QoD, QoS,
and QoE.

With the widespread adoption of end-to-end encryption for privacy and digital rights
management reasons, operators lack insights into video quality metrics, such as startup
delays, resolution, and stalling events, which are needed to accurately predict the video
quality and drive optimum resource management. HTTP Adaptive Streaming (HAS) is
becoming the de facto method for video streaming. This introduces some extra dynamics
that pose a challenge for network operators attempting to predict the performances of their
applications. The situation is further exacerbated by the different design approaches used in
Adaptive Bitrate (ABR) algorithms employed in HAS platforms. A range of solutions have
been proposed and validated that can predict a video application’s stream quality in terms
of KPIs or overall QoE, from the QoD measurements. Based on the data collected, these
solutions propose models that map QoD measurements to QoE and/or video quality KPIs
using ML techniques. This chapter provides a review of research efforts that utilized QoD

measurements in ML-enabled video quality prediction.
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Fig. 2.1 QoD measurements capture the end-to-end performance of the data delivery process
from the core network to access networks and client devices. QoS settings are applied at the
core IP routers to provide differentiated handling and capacity allocation to certain network
traffic flows. QoE evaluations are conducted on a subjective basis. The Mean Opinion Score
(MOS) or Perceptual Evaluation of Speech Quality (PESQ), for example is then calculated
for these evaluations.

Survey Methodology

Relevant literature in the field published between 2016 and 2021 is reviewed in this chapter.
The review focused mainly on papers from databases and publishers such as IEEE Xplore,
Elsevier, MDPI, Nature, ACM, Springer, and ArXiv. This review considered more than
200 papers on various ML applications in QoD prediction for video streaming services. This
highlights that this is a very active area of research given the growth of video-related IP
traffic. The selected papers for analysis and review were based on (1) recent contributions

in the area, (2) ML applications for QoD predictions, (3) the actively researched family of
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ML used for video services, (4) challenges in applying ML and DL techniques in video
streaming and suggested resolutions, and (5) the computational requirements and feasibility

of the approaches.

2.1 Scope

The rapid advances in network-level operations, such as SDNs, adaptive codec development,
resource allocation, and slicing of networks, highlight the need for a new assessment on how
to measure QoD. A review of the most promising future directions in this area is therefore
needed. In response, this survey chapter provides a systematic review on recent breakthroughs
in video quality prediction that leverage QoD measurements—from task formulation, QoD
measurements utilized, ML algorithms to datasets, to future research directions. The review
includes aspects such as video quality KPIs, model assumptions, research key findings, and
the ML learning paradigms employed.

Fig. 2.2 shows the scope of this review chapter. The chapter provides a review of the
recent trends in the application of ML algorithms in the prediction of video streaming quality
using QoD-derived metrics from 2016 to 2021. In recent years, there has been an emphasis
on end-to-end encryption, HAS streaming applications, video streaming with SDNs, and
technological advancements in broadband and wireless networks. This survey focuses on
contributions in these areas that deployed ML models using QoD statistics for video quality
prediction. This survey also reviews contributions that predicted video quality under QoD
impairments or in limited QoD settings and in WebRTC applications. A large number
of publications on video quality prediction using ML exist. The survey focused on the
research objectives, ML learning algorithms used, and datasets. The review also provides
crucial insights into the methodologies used, their benefits, limitations, and applicability to

real-world networking scenarios. The contributions of this chapter are outlined as follows:
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Video quality prediction under QoD
impairments

Prediction of video quality from
encrypted video streaming traffic

Predicting the video quality in HAS
applications

Predicting the video quality in SDN
applications

Scope of Survey

Predicting the video quality in wireless
settings

. Predicting the video quality in WebRTC
applications

Fig. 2.2 This survey reviews ML video quality prediction using QoD metrics under QoD
impairments, encrypted video traffic, HAS video applications, SDN, wireless settings, and
WebRTC applications.

* An overview of ML applications in networking. This includes a review of related

surveys, the learning paradigms used, and the applications considered.

* A background overview on video streaming. This includes the evolution of video
streaming, modeling video quality, and common issues encountered in video streaming

protocols.

* A review of the applications of ML techniques for predicting QoD metrics with the aim
of improving video quality. The survey also provides a review of works that leveraged
ML algorithms for video quality predictions from QoD measurements. This review

provides a discussion on the ML techniques used in these studies, and analyze their
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benefits and limitations. Fig. 2.2 highlights the scope and areas considered in this

survey.

* A discussion of the future challenges and opportunities in the use of ML techniques in

video streaming applications.

The rest of this chapter is organized as follows. Section 2.2 provides an overview of ML
and DL algorithms. Section 2.2 also reviews some related surveys on the applications of
ML in networking. Section 2.3 provides an overview on the background of video streaming.
This section also discusses the structure of videos, an overview on the evolution of video
streaming, and common protocols deployed over the years in the field of video streaming.
The review discusses some common challenges faced in video streaming and highlight some
common video quality metrics. Section 2.4 surveys ML-based techniques for predicting video
quality from QoD measurements in the research literature. Finally, Section 2.5 concludes the

review.

2.2 Overview of ML Applications in Networks

In this section, an overview on how ML is used in networks is provided. The review
considered previous surveys on the applications of ML and DL based on the areas of interest
and learning paradigms discussed.

ML is a subset of Al that enables computers to learn and improve from past experiences.
DL is a subset of ML that relies on Deep Neural Networks (DNN) to train a model. In
comparison to traditional ML, DL’s main advantage is its automatic feature extraction,
eliminating the need for time-consuming feature engineering [37]. This comes at the cost of
requiring more computing power, and in most cases, an increase in computational complexity.

ML models are easily adaptable to most problems and easy to understand.
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The nature of the training data is one of the most important considerations in ML problems.
The ML framework is trained to achieve a certain objective during the training process, such
as making a decision, predicting a value, or performing a classification task. Without any
human intervention, the ML framework learns the relationship between input and output data
through training [38]. The online ML algorithm is another type of ML in which the model is
updated for each new input feature after each prediction [39].

Fig. 2.3 depicts the basic workflow of machine learning algorithms. To train the algo-
rithms, the dataset is loaded into the ML platform. The ML platform then generates the
model, by learning the correct parameters and features for the prediction task. This model
is tested for accuracy (against ground truth). If the accuracy is not satisfactory, then more
optimization may be needed. This process may include modifying or discarding variables,
and adjusting hyperparameters [40] (model-specific settings) to achieve acceptable levels of
accuracy [41]. The trained ML system is then evaluated on additional data to guarantee that
the model generalizes well to new data. There are generally three main categories of ML

models: supervised learning, unsupervised learning, and Reinforcement Learning (RL).

S
Datasets Model Building

Model
Evaluation and
Tuning

Prediction on
new data

Repeat until satisfactory
model performance

Fig. 2.3 The basic workflow of ML systems is shown. The datasets are loaded into ML
algorithm, which learns the appropriate parameters for the task. The model evaluation and
tuning process may involve modifying the learned model parameters and hyperparameter
tweaking until an acceptable accuracy level is achieved. The model is then tested on new
data to verify its accuracy.
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Supervised learning relies on labeled datasets to create ML models. The goal in this
technique is to predict the value of one or more output variable from a vector of input
variables. The training dataset consists of samples of the input variables and the corresponding
output values. In the learning method, e.g., regression, there is a function that provides a
prediction of the value of the output variable in relation to a change of input variable. Linear
Regression (LR) [42], Decision Trees (DT) [43], Random Forests (RF) [44], and Support
Vector Machines (SVM) [45] are some examples of supervised learning algorithms. An
important application of LR in the type of studies I survey is given in [9].

Unsupervised learning aims to explore the input data space to infer structure directly from
unlabeled data. This sort of learning is essential in cases where the applications lack labeled
data. While unsupervised learning can be used to solve a variety of problems, clustering
algorithms [46] are the most popular. Examples of other unsupervised learning algorithms
are k-Means [47], Self-Organizing Maps (SOM) [48], Expectation-Maximization (EM) [49],
and Generative Adversarial Networks (GAN) [50]. In this context, the method in [51] is a
form of blind deconvolution approach, which can be classed as an unsupervised learning
algorithm.

RL is used to handle applications in which the goal is to learn a policy, i.e., a mapping
between environmental conditions and actions to be done, while interacting directly with the
environment. RL is an agent-based iterative technique where the agent learns by interacting
with the environment and exploiting the knowledge. Unlike supervised machine learning,
RL does not learn from a specific dataset. Instead, the RL agent learns from the relevance
of its actions and selects an action based on previous information and a new choice. RL is
fundamentally a trial-and-error learning strategy [52]. The reward from a specific action
is learned via RL, which provides a feedback loop to the algorithm. The agent then alters
its behavior in response to the preceding reward. Until the reward saturates or reaches a

pre-defined threshold, the agent continues to interact with the environment by learning both
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the action and the reward [53]. Based on the rewards obtained from the environment, the
agent learns how good or bad its action was. Examples of RL include the Q-learning [54]
and Deep Reinforcement Learning (DRL) [55].

The applications of ML to networks have been reviewed in numerous studies. Imran et
al. in [56] provided a review with a focus on recent research studies and future trends in
IoT, SDN, and ML hybrid applications. A range of perspectives were covered in this study,
including wide-area networks, edge networks, and access networks. The authors reviewed
how ML applications in SDN-enabled IoT environments bring about intelligent network
decisions in the areas of traffic classification, routing optimization, Q0E/QoS prediction, and
resource management. Related surveys to that conducted by Imran et al., which focused
on 10T, include [57, 58, 59]. Al-Garadi et al. in [57] surveyed ML and DL applications in
developing security mechanisms for IoT frameworks. Mahdavinejad et al. in [58] provided a
survey on how various ML methods may provide solutions for the challenges presented by
IoT data, focusing on smart cities as the use case. The survey in [59] listed traffic profiling,
IoT device identification, security, edge computing infrastructure, and network management
as the major applications of ML in IoT. Security is a common area covered in these studies.
As IoT systems are complex and integrate multiple components, maintaining security within
the IoT wide-scale attack surface is challenging. The works described in [56, 59] considered
the role of ML with SDNs in addressing the issue of security. The authors presented cases of
ML integration with SDN for anomaly detection, traffic profiling, and classification.

Miller et al., in [60], presented a review of DNNs for defending networks against attacks.
The review in [61] by Tang et al. surveyed the literature on applications of ML techniques
for preventing phishing attacks in real-time. Meshram et al. in [62] provided a review of
ML for anomaly detection in industrial networks. Hodo et al. in [63] conducted a survey
which reviewed ML applications in Network Intrusion Detection Systems (NIDS) and their

performances in detecting anomalies. The focus in this work was on the applications of DL
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in NIDS. The survey in [64] by Sultana et al. reviewed recent works on ML techniques that
leverage SDN to implement NIDS. In their paper, the authors argued that the SDN framework
can be used to detect vulnerabilities in networks and to monitor the overall network health.
Buczak et al. in [65] presented a review of ML applications for cyber security intrusion
detection with a focus on wired systems. Otoum et al. in [66] provided a study of DL-based
intrusion detection for monitoring critical infrastructures through Wireless Sensor Networks
(WSN). The authors of [65, 66] both examined DL-based Intrusion Detection Systems (IDS)
as an alternative to ML-based IDS. The DL techniques offered slightly better performances
than the traditional ML approaches considered. The authors of [66] proposed ML-IDS for
WSN-based infrastructure monitoring due to the shorter training time. In addition to the
shorter training times of ML-IDS, the authors of [65] listed model interpretability, accuracy,
and computational complexity as other factors to consider when choosing between ML-IDS
and DL-IDS. These factors were common to both studies. Buczak et al. argued that the
dataset needed to be more representative of the problem task. According to the authors,
in order to detect anomalies and misuse, it is desirable for an IDS to reach network and
kernel-level data. This granularity in data was not considered in the works described in the
survey.

Sharma et al. in [67] reviewed the applications of ML in WSNs in the context of smart
cities. The survey in [68] by Zhang et al. focused on mobile and wireless research based on
DL. The review by Klaine et al. in [69] examined Self-Organizing Networks (SON) from
the point of view of learning and provided an overview of the most common ML techniques
used in cellular networks. Musumeci et al. in [70] provided an overview of ML applications
in optical networks. These studies focused on specific ML algorithms or applications.

A survey on unsupervised learning applications in networking was provided by the
Usama et al. in [71], who pointed out the dominance of supervised learning in networking.

The authors surveyed the literature on unsupervised learning applications in the areas of
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internet traffic classification, anomaly/intrusion detection, network operations, optimizations,
and analytics. Other areas covered in the survey include QoS/QoE optimization and TCP
optimization. Fadlullah et al. in [72] provided a survey of ML algorithms relevant to
network traffic controls systems. They reviewed and compared the performances of ML and
DL techniques proposed in the literature. The authors of Boutaba et al. in [5] conducted
a review of the various network applications of ML, which included traffic predictions,
traffic classifications, routing, congestion control, resource allocation, and QoS and QoE
management. Although Boutaba et al. provided one of the most comprehensive surveys
on the use of ML, their review focused on papers before 2018. Their survey missed out on
some novel ML applications in networking. For instance, the LA learning first proposed
in [9], and used in [21, 73, 51], was not covered in the survey. This thesis background in
algorithms as opposed to networks provides a different perspective on the survey. A recent
survey was published by Ridwan et al. in [74]. The authors presented a survey of recent
trends in the application of ML in networks. The authors considered the applications of ML
in congestion control, predictive models, IDS, routing, QoS improvements, and resource
management. There are some reoccurring themes in these surveys in the following areas:
ML for resource management, congestion control, routing, traffic classification, and network
operations. For instance, given the deteriorating effect network congestion has on network
performance, numerous studies have considered ML methods to ensure network stability
and efficient resource utilization. Fig. 2.4 shows the summary of existing surveys and the
branches of Al considered in the review. Table 2.1 provides a cluster of related surveys
illustrating the different areas of focus and applications covered in these surveys.

Given the dominance of video traffic, a good number of research efforts from both
academia and industry have investigated the applications of ML in the field of video streaming.
Oprea et al. in [75] surveyed applications of DL techniques to intelligent video frame

prediction from a sequence of context frames. Aroussi et al. in [76] reviewed the literature on
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Fig. 2.4 A summary of existing surveys and branch of Al considered. Traditional ML
algorithms dominate the literature possibly owing to the lower computational requirements.
A good number of studies combine DL and ML techniques.

ML-based mappings of video quality with QoS-derived metrics. That study was similar to the
survey provided in this chapter. However, their review considered papers published before
2014. This chapter reviews the literature on studies that leverage the QoD measurements in
the prediction of the video quality.

Previous studies on the prediction of the video quality show that QoD measurements can
be used to predict the overall quality of the video stream [77]. Recent evidence suggests
that for QoD optimization, ML techniques can be leveraged to support more advanced and
flexible models than traditional algorithms to achieve higher performing network services
[7]. An example of how ML is used for QoD prediction in video networks is provided. Fig.
2.5 depicts a time-varying client population accessing video streams being streamed by a

cloud-hosted video server. Using this setup, the authors of [21, 73] demonstrated how Audio
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Buffer Rate (ABR), Video Frame Rate (VFR), and Packet count, QoD measurements, could
be predicted using System Activity Reports (SAR). The SAR function is used to extract
device statistics from the server. These device statistics, feature set x, refer to the operating
system’s metrics (the server). Some features captured with SAR include: the number of TCP
active connections and number of running processes. Video stream requests are served by a
VLC player at the clients, which extract QoD measurements: packet counts, VFR, and ABR.

The authors posit that by modeling the effect of the time-varying load [9] from the client
population, they can predict the QoD measurements, y. They called this the LA technique.
Let 6, represent a video resource currently being accessed by a client. Equation (2.1) defines
the server response to one video request at a time i as the sum of the resources held by a user

and some deviation signal specific to a feature, €;[n]:

x;[n]=6,+¢€|n], where i€Z,xn],08,c¢€R. 2.1

The load signal K[i] is multiplied by a typical usage weighting, 6;, and produces the level
of usage of resources 6,,. The objective is to predict the QoD metrics, packet count, VFR,
and ABR at the client device with the device metrics. The study utilizes ML models to
learn parameters from the input features in a way that the proposed model estimates closely
approximates the actual.

The authors of [9] first considered the LR model. The LR models the relationship between

the target QoD metric y and the independent variable x as a linear function of the form:

N
$i= > x{n1Bin] (2.2)
n=1

where the intercept is represented by x;[n], and the remainder of the features are the
predictor features. The model coefficients are represented by S[n] wheren=1, ... N.
Using the LA method, the LR models are load-adjusted by training weights for each

value of the load signal.
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Table 2.1 Areas of focus and applications considered in related works. Majority of the studies
reviewed focus on ML applications in the network security domain. The growth of video
traffic necessitates a review of existing works; this thesis fills this gap.

Area of focus and application Ref

Network Security / IDS [60, 59, 57, 61, 62, 63, 64, 65, 66, 71]
IoT [59, 56, 58, 57]

Smart Cities [58, 67]

WSN / Mobile / Cellular Networks [66, 67, 68, 69]
Networking, Network Operations & [5, 71, 72, 74]

Optical Networks
SDN [56, 59, 64], This Thesis*
Video Frame Prediction [75]

Video Prediction from QoD measure- This Thesis*
ments

Client Devices

Cloud-hosted Video Server

Clients accessing the video

stream
Device statistics, x QoD measurements, y
( Feature set, x W ( Packet Count )
‘ extracted with i Video Frame Rate

SAR Audio Buffer Rate

Fig. 2.5 Client devices access video streams served by cloud-hosted servers. Device statistics,
feature set x are collected from the servers using SAR; ML models are used for the prediction
of QoD measurements, y.

A

N
i > xiln)Bln] (2.3)

‘K(i):k_ “— |K(i)=k

In a more general sense, y = f(x), where f() is a ML algorithm such as RF or DT.
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Fig. 2.6, R1 illustrates the packet count and the system load, recorded during 8000
s. The load K(i) on the server side plays a key role in the QoD of the streamed video at
the client device. As the load on the system increases, the TCP active connections’ signal
increases and may decrease the number of packets delivered to the client because of the
limited system resources. The authors employed a range of ML models for the prediction
of the QoD measurements. The models used in the study were as follows: LR [9], Ridge
Regression (RR) [78], Least Absolute and Selection Operator (LASSO) [79], EN [80], and
RF. The EN and RF models achieved the best performances for all QoD targets. Fig. 2.6,
R2 compares the prediction accuracy of the EN model with the actual packet count statistics
[21]. By utilizing a suitable adaptive regularization function, the load-adjusted learning
algorithms outperformed the techniques that did not model the load effect by 10%, and
reduced computation.

An example of where a feedback loop is required to improve a service and the overall
health of the network is provided. The authors of [81] proposed CNAA, a lightweight and
responsive system for predicting jitter, a QoD metric, suitable for a video delivery system that
uses adaptive video codecs. The authors, by modeling the adaptive behavior of the codec in
response to time-varying levels of network congestion, achieve accurate predictions of jitter.
The demonstration in [82] shows how predictions realized from the CNAA learning agent can
be integrated with an SDN controller to enable QoD improvements for an SDN-based video
delivery system. Fig. 2.7 illustrates the ML-SDN framework demonstrated, which consists of
three components: (i) the Topology Discovery and Statistics Gathering Component: creates a
topological view of the underlying infrastructure and collects information periodically about
the network traffic flow; (ii) Learning Phase Component: the CNAA learning agent achieves
accurate predictions of jitter by estimating the adaptive behavior of the code; (iii) Action
Phase Component: the reconfiguration component which exploits the information learned

from the learning phase to achieve improvements in the QoD of the video.



28 Background and Related Work

| === Packet Count
400 4 | —-=-=- System Load
H ]
200 - I W "
b W
04 I,' I l]u-.,.,----:--. I I -~..I_._s_¢~-.~ I I
0 1000 2000 3000 4000 5000 6000 7000 8000
—== True Packet Count
400 + === Predicted Packet Count
200 +
0 L T T T T T T T T T
0 1000 2000 3000 4000 5000 6000 7000 8000
Time, s

Fig. 2.6 Row 1 (R1): The packet count, y is illustrated for 8000s along with the system load.
The load signal is a feature of x. There is a periodic change in request patterns. The load
signal increases as the packet count decreases, which illustrates the dependencies between
the two statistics. Row 2 (R2): The actual packet count statistics is compared to the predicted
packet count.

2.3 Background on Video Streaming

Video streaming over IP networks enables viewers of a video to view the video stream
without having to fully download the whole video first. Playback at client or end devices
occurs as the media files are being downloaded. This in many ways differs from traditional
data transfer over the Internet. The packet sizes in video streaming are much larger and
generally require more bandwidth for transmission in comparison to data traffic. Another
fundamental difference between video transmission compared with traditional data traffic is
the fact that there are real-time constraints for video delivery.

Video streaming can be broadly divided into two flavors, Video-on-Demand (VoD) and
live (real-time) video streaming. For VoD streaming, the content is stored on a server, and

upon user request, the content is transmitted to the client. In live streaming, the server
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Fig. 2.7 An SDN controller has the ability to adaptively reroute the operational paths for a
video delivery system by integrating QoD measurements from an ML model. Integration of
CNAA predictions with an SDN controller in a feedback loop is able to preserve the video
quality by avoiding congested paths.
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generates video content in real-time as it is being injected by the source. Relay of live events

via traditional broadcast TV is an example of this type of application [83].

2.3.1 The Anatomy of a Video Stream

A video stream comprises of a sequence of multiple segments. Individual segments are
composed of several Group of Pictures (GOP), with each GOP having a header at the
beginning. The number of GOPs in that segment, and the types of GOPs, are listed in
the segment header. A GOP is made up of a series of frames. An I (Intra) frame comes
initially, followed by multiple P (Predicted) and B (Bi-directional predicted) frames. A GOP
frame is broken into numerous slices, each of which contains several macroblocks. Video
encoding and decoding activities are performed at the macroblock level. There are two types
of GOP: closed GOP and open GOP. Regarding closed GOPs, they are independent and can
be processed independently. On the contrary, each open GOP is dependent on another GOP;
it is impossible to process the GOPs independently [84].

Video streams can be split at various levels to be processed, including segment, GOP,
frame, slice, and macroblock levels. Several GOPs can be processed independently at the
sequence level. The time needed for the transmission and processing of a sequence, on
the other hand, is a bottleneck due to its large size. Processing at the frame, slice, and
macroblock levels necessitates dealing with spatio-temporal relationships, which makes the

process difficult and time-consuming [85].

2.3.2 Video Streaming over IP Networks

Typically, for a video streaming session, the video streams or frames have to be played at
between 24 and 30 frames per second (fps) to realize the illusion of motion. Prior to the
delivery of video streams over IP networks, video compression algorithms are deployed to

achieve intra and inter-frame compression. These have temporal dependencies of producing
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I, B, and P frames. Of the three, I frames are largest due to the fact that they only utilize
intra-frame compression, whereas B and P frames are smaller because they use previous |
frames for further size reduction [86]. This gives rise to a situation whereby the encoded bits
per frame is a variable quantity, which results in Variable Bit Rate (VBR) video.

The VBR encoded video stream is then transmitted on the Internet. As the Internet does
not provide a consistent guaranteed bandwidth for the video data, the network can only
support the video streams on a best-effort basis. As a result, if the network bandwidth is not
enough to accommodate the video bit rate, then the decoder at the client end starts consuming
the video content at a greater rate than the rate at which the new data stream is being received
from the network. Subsequently, at some point the decoder finally runs out of video data
to decode. This situation may result in frozen screens (rebuffering events and video stalls).
This is clearly a problem. This is one of the motivations for the ML approaches outlined in
this chapter. To address these issues without requiring some costly and complex guaranteed
bandwidth mechanisms, the following solutions attempt to balance the video bit rate with the

available network bandwidth [86]:

* Use of large playout buffer: The use of a large receive buffer can help overcome
temporary variations in the network throughput. The video player can decode the

pre-fetched data stored in the playout buffer.

* Transcoding-based solutions: These solutions modify one or more parameter of the raw
video data algorithm to vary the resultant bit rate. Examples include varying the com-
pression ratio, video resolution, or frame rate. However, transcoding-based solutions

require complex hardware support and are computationally intensive processes.

* Scalable encoding solutions: These solutions are achieved by processing the encoded
video data rather than the actual raw data. Hence, the raw video content can be adapted

by utilizing the scalability features of the encoder. Some examples of these solutions
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involve adaptation of the picture resolution or frame rate by exploiting the spatial and
temporal scalability in the data. However, these solutions require specialized servers to

implement this enhanced processing.

 Stream switching solutions: This technique is the simplest to implement and is also
used for Content Delivery Networks (CDN). This approach involves preprocessing
the raw video data to produce multiple encoded streams, at varying bitrates, resulting
in multiple versions of the same content. Thereafter, a client-side adaptive algorithm
is used to select the most appropriate rate based for the network conditions during
transmission. Stream switching algorithms do not need specialized servers and use
the least processing power. However, these solutions require more storage and finer

granularity of encoded bitrates.

Industry favors using a large playout buffer and stream switching as the preferred solution
for video transmission owing to the ease of deployment. To avoid a situation that may bring

about a buffer under-run, the video server has to decide on the appropriate sending rate [87].

2.3.3 Evolution of Video Streaming

Video streaming has attracted much attention and research for quite some time. Its popularity
has grown tremendously, particularly with the deployment of popular video streaming
services such as Netflix and YouTube. In this section, I attempt to go back in time and present
an overview of the evolution of video streaming over the Internet. I adopt a chronological

order as I overview three stages of video streaming via the Internet.

2.3.3.1 Client-Server Video Streaming

The introduction of video streaming in the 1990s started with the design and implementation

of the Client—Server (C/S) streaming architecture. In C/S video streaming, the client device
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receives a video data stream pushed by a media server. With respect to the C/S architecture,
the existing transport protocols, the TCP and User Datagram Protocol (UDP) were not
entirely suitable for video relay over the best-effort Internet infrastructure. Owing to the
real-time nature of most video streaming applications, the TCP’s features of congestion
control and reduction of data transfer windows sizes following packet losses were found to be
detrimental to the application setup. The UDP, on the other hand, is a simple connectionless
protocol. UDP offers no handshaking dialog with no retransmission, and no guarantee of
delivery or ordering of packets [88]. To enable UDP real-time video streaming, the Real-
time Transport Protocol (RTP) [89], Real Time Streaming Protocol (RTSP) [90], Session
Description Protocol (SDP) [91], and Real-Time Control Protocol (RTCP) [92] were proposed
to detect packet loss, compensate for jitter, and control the video streaming clients.

The RTP/RTCP/RTSP protocol suite was standardized by the Internet Engineering Task
Force (IETF) [90] specifically for Internet video streaming. However, the characteristics of
these protocols result in complex and expensive servers. When Network Address Translation
(NAT) devices are present, they may not provide access to control traffic or media traffic [93].
Interoperability among media servers from different vendors was hard to achieve, despite
implementing the same baseline protocols. This was largely due to some optional features or
differences in design. Failovers often cause presentation snags due to a server fault and are
rarely seamless unless certain redundancy schemes are in place. These scalability, vendor
lock-in, and vendor dependency issues, along with the high maintenance costs, all present

deployment challenges for protocols such as RTSP [27].

2.3.3.2 Peer-to-Peer (P2P) Streaming

P2P networks [94] allow users to share content without the need for centralized servers,
making them an appealing option for video delivery over the Internet. In P2P video

streaming [95], peers consume resources and supply resources to other peers. The peers



34 Background and Related Work

contribute their uplink bandwidths and do not depend on the underlying network infrastruc-
ture for any support [96]. There are two types of P2P networks: tree-based [97, 98] and
mesh-based [99, 100]. In tree-based video streaming framework, peers are organized in a
tree structure such that the video content is pushed from the root to subsequent levels of
the tree until it gets to the leaves. This enables lower latency in data dissemination. Such
setups are easy and simple to control but can be negatively impacted by peer churn [101]. In
mesh-based video streaming systems, each participating peer can connect to a random set
of neighbors. Each peer can then download and upload data to different peers at the same
time. This is possible as there are no dependencies in this setup, whereas there are in the
tree-based overlay. Data distribution here is done in an unstructured manner, and this setup is
more suited for applications that can tolerate start-up delays. Since each peer maintains a set
of neighbors at any given point in time, this overlay is much less susceptible to peer churn
than the tree overlay. P2P offers some level of scalability, but there exist some drawbacks for
users. There may be requirements to download and install specific software. In most cases,
users have to keep some ports open to allow access beyond firewalls and NAT which could

pose a security risk [102].

2.3.3.3 Hyper Text Transfer Protocol (HTTP) Video Streaming

The HTTP protocol is used to deliver video content in today’s video streaming services.
Using HTTP for video streaming is simple in terms of setup because most firewalls support
HTTP/HTTPS traffic, which eliminates the need for additional network configurations to
handle video traffic [103]. HTTP Adaptive Streaming (HAS) [104] enables content providers
to meet the needs of a wide range of devices and scenarios. The use of HTTP over TCP
adds to the benefits of using this technology. HAS can be developed on top of existing
content delivery systems for everyday Web use [105]. HAS divides a video file into a number

of chunks. Each chunk is encoded at different video rates and stored with a file called
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Media Presentation Description (MPD) as a description [106]. Unlike the traditional C/S
architecture, which was based on a media server push-based video delivery method, with
HAS, the clients pull media streams from the server. HAS treats media files just like regular
Web content and delivers them in chunks over the HTTP. A streaming client continuously
assesses and evaluates its own capabilities. The chunk with the greatest video rate that is
sustainable given the estimated capacity is then requested. Adaptive Bitrate selection (ABR)
[103] is the mechanism by which a client determines the profile and schedule of a chunk to
download.

The studies in [27, 107] provided extensive classifications of ABR algorithms. Most of
these previous studies agreed on dividing ABR algorithms into three categories based on
their needed inputs: buffer-based (BBA [108], BOLA [109]), throughput-based (PANDA
and CONVENTIONAL [110], FESTIVE [111]), and hybrid-buffer-throughput-based. ML
and control techniques have shown much promise in ABR, leading to the design of ML-
based [112] and control-based class [113] ABR algorithms.

Most HTTP-based video streaming solutions are based on HAS. Commercial solutions
exist, such as Microsoft’s Smooth Streaming [114], Adobe’s HTTP Dynamic Streaming
(HDS) [115], and Apple’s HTTP Live Streaming (HLS) [116]. In a move toward ensuring an
open standard for video streaming, the Moving Picture Experts Group (MPEG) in conjunc-
tion with 3rd Generation Partnership Project (3GPP), released MPEG Dynamic Adaptive
Streaming over HTTP (MPEG-DASH) [106].

2.3.4 Common Challenges in Video Streaming

Even though switching from a server-push to a client-pull model has its advantages, HAS

faces a few challenges, nonetheless. Some issues encountered in HAS systems include:

* HAS Multiplayer Competition and Stability: It is important for HAS clients not to

switch bitrate frequently, as it leads to video stalls, which can negatively affect the
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video quality. In a multiplayer HAS environment, it is crucial to achieve fairness.
Clients competing for available bandwidth should equally share network resources

based on their viewers, content, and device characteristics.

* Consistent Streaming Quality: The correlation between video bitrate and its perceptual
quality has been shown to be non-linear by studies conducted on video quality analysis
[117]. In general, it is preferable to stream videos at a consistent quality rather than at

a consistent bitrate, which results in fewer oscillations in perceptual quality [118].

* Frequent Switches: Depending on the network condition and/or buffer status, the rate
adaption algorithm switches video quality. While quality switching is a useful feature
of HAS that helps to reduce the frequency of stalling occurrences, frequent quality

switching may cause user frustration.

* Throughput: TCP throughput of nearly twice the video bitrate is necessary for effective
streaming performance in general, which highlights a fundamental shortcoming of

HAS applications [119].

HAS relies on ABR algorithms to dynamically select appropriate video bitrates in
response to changing network conditions. To achieve this, it employs two control loops:
(1) a TCP congestion control loop that reacts to network congestion by attempting to match
the sending rate to the network’s capacity; and (2) the ABR selection loop, which adjusts
the video bitrate to match the average TCP throughput [120]. In general, the goal of the
ABR algorithm is to avoid playback interruptions arising as a result of buffer depletion. The
importance of a de-jitter buffer was investigated in [121] to overcome this challenge. This
study provided some evidence showing the effect of video codec type and bitrate on video
quality. The algorithm also attempts to maximize the quality of the video stream whilst
minimizing the number of video quality fluctuations. It is imperative that the algorithm

minimizes the startup delay time of the video stream. The main challenge for the ABR



2.3 Background on Video Streaming 37

designer and the research community is to strike a balance between these objectives to
provide excellent video quality to end users. Although the HAS media display module has
been standardized, the ABR adaptation logic is left to the developer’s discretion.

The study in [122] lists the initial playback delay, the played out quality, the playback
quality changes, and stalling as the key quality degradation factors that affect the video
streaming session and impact the video quality. I introduce here the descriptions of these

QoD-derived KPIs and some other quality influencing factors.

* Media Session: Media session refers to the start of video playback until the end. It
includes the effects of initial loading times, rebuffering events, and switching quality,
if applicable. This means that any of these events will cause the media session to be

longer than the video/audiovisual playback time.

* Initial Delay: Initial delay is the duration between the video request by the client and the

actual time when video playback commences. It is also referred to as initial buffering.

* Playback Quality Changes: It refers to the change in quality throughout the course of

the video playback. It is also known as rate or quality adaptation.

* Quality Switching Frequency: The rate at which the quality changes during media

playback is referred to as quality switching frequency.

* Stalling: This occurs when video playback is interrupted. In cases where the network
throughput is insufficient for the content to be downloaded faster than it is consumed,
the buffer depletes, and playback is forced to pause until more data are downloaded

and the buffer is refilled.

* Rebuffering: This refers to cases when the data in the buffer are depleted, thereby
leading to a video playback stalling. These events in a streaming session are normally

represented by a spinning wheel, loading sign, or sometimes a frozen frame.
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» Rebuffering Frequency or Ratio: The amount of rebuffering incidents per unit of time

is referred to as the rebuffering frequency.

* Rebuffering duration: This is the total duration of all rebuffering incidents in a single

media session.

2.4 Review of Video QoD Prediction via ML

Quantifying the effect of network performance on the video quality is critical, as this
determines the success, degradation, or failure of a service. The following subsections
discuss the applications of ML techniques for the prediction of the video quality from

QoD measurements.

2.4.1 Video Quality Prediction Under QoD Impairments

Vega et al. in [123] investigated the prediction of video quality under QoD impairments.
In their work on real-time quality assessment of video streaming applications, the authors
proposed an unsupervised DL model based on Restricted Boltzmann machines (RBMs) [124].
Using only a subset of features extracted by a client involved in a streaming session, the
proposed models were used to infer the no-reference features [125] of the received video
stream. The features utilized in the study were mainly from the video-related features (such
as the bit stream, frame, inter-frame, and content). In the study, the authors considered the
effects of network QoD metrics on the streaming session. Two synthetic datasets (one for
generic network conditions and another for extremely lossy networks) were used in the study.
Although the authors presented results demonstrating the feasibility of their approach, there
were a few issues in this approach. First, the QoD impairments studied (network delay,
jitter, throughput) were treated as independent variables. This assumption is not a realistic

one, given the way that events in networks cause these variables to have dependencies.
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If a client device involved in a streaming session has to assess the video stream quality,
it will require information on what impairments may exist already in order to select the
appropriate predictor. Secondly, given that this technique is based on a multi-RBM solution,
the computational costs of this method would need to be evaluated. This would help ascertain
the practicality of using this method in real-time as proposed.

Accurate throughput prediction and bandwidth prediction have the potential to boost the
performances of a wide range of applications. Adaptive multimedia streaming services, for
example, can enhance a video stream session by making timely quality modification decisions
based on these information. In [126], Raca et al. described how ML and DL techniques can
be leveraged for accurate throughput prediction in video streaming applications running over
cellular networks. The authors trained a throughput predictor using RF and SVM models.
In addition, they compared the performance, training, and data requirements of these ML
models with a DL model, the Long Short-Term Memory (LSTM) model. The predictor
was trained to estimate the average throughput over a future time range by processing the
historical data over a set period of time. In their setup, the collector module collected device
and network specific information which was used during the predictor training stage for
future throughput estimation. QoD data used included the average throughput of devices
connected to a given cell and the load, i.e., the number of devices in the same cell. To
evaluate the performance of the throughput predictor in a video streaming application, the
authors considered a HAS video client connected to a server using a controlled link whose
bandwidth was driven by a 4G trace. They computed the following metrics: bitrate, number
of switches, mean count of bitrate switches, number of stalls, and the mean bitrate of selected
video chunks. Their technique was compared with a base case scenario; the streaming
performance parameters were computed without using the prediction module. In comparison
to the traditional player’s reactive actions (i.e., the base case), the throughput predictor-

assisted player made excellent decisions that were future-aware. As a result, the throughput
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predictor-assisted player eliminated stall situations by switching to a lower bit rate as soon
as possible, but the traditional player failed to forecast abrupt dips in available bandwidth
and chose higher bit rates. The authors also reported that the throughput predictor module
reduced quality switching. Results showed improved performance when network-level data
were used.

In a study related to that of Raca et al., the authors of [127] proposed ABR for Chunked
Transfer Encoding (ACTE). They considered the problem of ensuring low-latency in live
streaming applications. The proposed method relied on predicting the bandwidth of the
applications and using the information in the selection of the appropriate bitrate setting
for the client. In their investigation, they assumed that the client’s choices would differ
under different bandwidth conditions or impairments. The proposed design employed HTTP
chunked transfer encoding instead of short video segments. This approach ensured that long
segments can be created and sent in small bits, which are referred to as chunks [128]. The
authors reported that ACTE realized accurate bandwidth measurement and prediction in
low-latency streaming applications. To make ABR judgments, ACTE relies on three primary
components: (1) a chunk-based sliding window moving average bandwidth measurement—
this is similar to the baseline prediction approach used in [81]; (2) an adaptive recursive
least squares (RLS)-based [129] bandwidth prediction module; and (3) a throughput-based
bitrate selection logic. To evaluate the performance of ACTE, the authors utilized bandwidth
measurements and packet-level data collected from the Twitch API. The authors measured
the performance of their design by computing the average buffer occupancy, average number
of switches, the average number of stalls and their average duration, and the average startup
delay. When compared to ABR schemes that used segment-based bandwidth measurements,
the reported results showed that ACTE achieved higher performance by reducing the number
of stalls by 65% and their durations by 83%, maintaining a low latency of 2.3 to 3 s (36%

reduction), providing a 28% higher bitrate. These results in [126, 127] are quite promising,
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but given that the techniques’ successes relied heavily on accurate and timely throughput
prediction and bandwidth prediction, the ability to identify abrupt changes in throughput
or bandwidth measurements is concerning. According to Cisco [130], the recommended
network latency for video should be <150-300 ms. The latencies recorded here are much
higher. The performances of these techniques across different channels and use cases warrants
further investigation.

In [131], Mao et al. proposed Pensieve, a DRL model that makes future bitrate selections
based on prior observations collected by the client video players. Pensieve is decribed as a
Neural Network (NN) engine that learns a control policy for bitrate adaption entirely through
experience without relying on any preset fixed rules. The model learns how to improve on
past ABR decisions through reinforcements, in the form of reward signals that are measures
of the video quality for previous decisions. To train the NN, the learning agent is fed the
state inputs of the following: client playback buffer occupancy, previous bitrate decisions and
network throughput measurements, and download time of the video chunks or the throughput
interval times. These measurements are fed into the NN which then outputs an action, i.e., the
bitrate selection for the next chunk. The authors reported that the ABR RL agent was able to
identify policies that outperformed algorithms baseline methods that relied on fixed heuristics
or employed erroneous system models. According to the authors, their method recorded
this performance gain by optimizing its control policy based on the actual performance of
previous selections.

Some related studies that investigated the use of RL as a data-driven technique to automat-
ically optimize ABR algorithms include [132, 133]. The authors of [133] adopted a similar
approach as that described in the seminal work reported in [131]. According to the authors,
their approach was able to account for latency issues, which were some limitations they
observed in the Pensieve RL agent. They also claimed to have improved the performance

of the streaming session by employing an ensemble model of two NN models to improve
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ABR decisions and enforce latency control. QoD metrics used in the evaluation included the
average throughput for about 50 minutes, at a 0.5 second granularity. Similarly, the authors
of [132] proposed ABRL, an RL-based ABR module in Facebook’s production Web-based
video platform. A limitation of their approach is that the authors reported experimental
results based on Web-based videos, well-connected traffic patterns. This evaluation may
need to consider more generic conditions, network variability issues, and cellular networks
to evaluate the RL agent’s performance in those real network conditions.

In a related effort, Hiba et al. in [112] demonstrated how ML approaches, namely,
supervised classification, can predict the ABR algorithm’s class by estimating the most
important features (feature importance based on mean decrease in impurity). The authors
posit that their technique can forecast any ABR algorithm’s bitrate decisions, providing a
set of input features that may be seen at the application level. The authors formulated the
ABR bitrate prediction problem as a multiclass classification problem. In keeping with their
goal of designing an ABR agnostic technique for bitrate prediction, the authors used a set
of generic features which did not require knowledge of the ABR design logic beforehand.
Some QoD input features used include the buffer level, bandwidth, previous bandwidth level
during the last download, download time, and previous bitrate. They tested their approach
on some well-known ABR algorithms and reported experimental results on commercial
closed-source players, using realistic VoD and live datasets. A range of ML algorithms were
evaluated—namely: logistic regression [134], SVM, RF, DT, Adaptive Boosting (AdaBoost)
[135], Gradient Boosting (GB) [136], Naive Bayes (NB) [137], and k-Nearest Neighbors
(kNN) [138]. The results reported showed that the RF and GB models attained the highest
prediction accuracies.

In [139], Yusuf et al. proposed SMASH: a supervised machine learning method for
adaptive streaming over HTTP. This work, like Hiba et al’s work, was an attempt to develop

a more generalized method to ABR selection. The authors presented a scenario where the
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streaming client would adapt to a range ABR algorithms in response to changes in network
conditions irrespective of the transmission context. The authors generated their dataset by
streaming a mix of popular ABR algorithms across a range of different network settings (3G,
4G, and WiFi). During the streaming session, they logged in 22 features which included the
buffer level, codec type, arrival and download time of video segments, segment duration,
VFR, and average bitrates of the previous two or five chunks. Features used for model training
were selected for the evaluation by considering the correlation matrix and some statistical
information of the features set. Several ML models were used to evaluate the performance
of SMASH. The models used include LR, Quadratic Discriminant Analysis (QDA) [140],
kNN, DTs, NB, AdaBoost classifier, RFs, and Multi-Layered Perceptron (MLP) [141]. The
model with the best performance in terms of classification accuracy, RF, was then selected
for comparison with some state-of-the-art techniques. The authors reported some promising
results, with SMASH outperforming all other approaches in all network conditions evaluated.

Most of the studies surveyed in this section adopted the RF algorithm for their experimen-
tal evaluations. The authors based this decision on the model’s ability to reduce overfitting
(via variance reduction) by averaging over several trees compared to other ML models used.
In some cases, the GB model improved the accuracies achieved with the RF model. The GB
algorithm improves the RF algorithm by modeling the performance of the intermediate trees.
GB’s performance is boosted by sequentially and repeatedly fitting trees to residuals of the
model, correcting errors resulting from previously trained trees with each successive new tree.
The review showed that RL models are the current best ML candidates for ABR algorithm
optimization. The RL seems well suited to the settings for ABR corrective actions owing to
the ability for the RL agent to adaptively refine their behavior in response to the environment.
For most of these studies, the RL learner interacted with the learning framework in the

presence of degrading QoD, such as throughput fluctuations. This seems to be an obvious
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choice owing to the need to take corrective or remedial actions at the client device when the

network conditions change.

2.4.2 Prediction of Video Quality from Encrypted Video Streaming
Traffic

The quality of the video stream playback at client devices can be correlated with the ap-
plication QoD features, such as initial loading time (also known as startup delay or join
time in the literature), frequency of rebuffering/stalling events, and playout quality (spatial
resolution) [142]. However, since most video data are encrypted, network operators rarely
have such information on the video traffic generated in their networks. As a result, one
way to assess video streaming performance is to use network-level QoD features extracted
from encrypted video traffic traces or independent network measurement tools run outside
the video application data plane [143]. This is due to the fact that Deep Packet Inspection
(DPI)-based technology for analyzing the video data is no longer a viable option [144]. Using
this approach contradicts the end-to-end security policies of SSL, and therefore causes an
unfortunate set of issues, as outlined in [145, 146]. Internet Service Providers (ISPs) must
infer the video quality from network level measurements. This motivates the application of
ML techniques to link the network-level QoD measurements to the video quality. In this
section, a review of the use of ML techniques in predicting video quality with QoD mea-
surements obtained from encrypted streaming video traffic is provided. The review begins
by considering studies that focused on real-time prediction of the video quality. Thereafter,
a survey of studies that predicted the video quality by utilizing the video session data is

presented.
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2.4.2.1 Real-Time Video Quality Prediction:

The authors of [147] proposed ML-based frameworks for real-time prediction of startup
delay and resolution for encrypted streaming video services. The authors focused on the
YouTube service. In their work on video quality classification, the authors defined three
classes: high, medium, low. To generate data, the authors ran 39 experiments with varying
levels of bandwidth. Video metadata, such as video duration, view like, and dislike count,
were included in the dataset. Network-level QoD features captured in the dataset include
throughput, packet count, inter-arrivals, and byte counts. They started with a dataset of 54
features, which they divided into six categories: packet length statistics, size of transferred
data in 5-second intervals, packet count statistics, inter-arrival time statistics, throughput
statistics, and TCP flags count. The authors reduced the feature set number to 33, mostly due
to redundancy. They defined two functions which analyzed an instance of a video streaming
session, quantifying measured degradation and classifying the session as high or low. If it
fell into neither of these categories, it was assigned to the medium category. The authors
evaluated different ML models in the classification task; models used included One Rule
(OneR) [148], Sequential Minimal Optimization (SMO) [149], J48 decision tree [150], RF,
and NB. The RF and NB models were reported as having recorded the highest accuracies on
the full dataset and the reduced dataset.

Dimopoulos et al. in [151] captured cellular network measurements and applied ML
models to predict typical system performance metrics for streaming services (e.g., playing
resolutions and stalling occurrences) using Round Trip Times (RTT), packet loss, and chunk
sizes. The authors used a Web proxy in the network to collate data and infer the video
quality of the data stream of YouTube sessions. Similarly to the study in [147], the authors
solved a classification problem in which they leveraged the RF model in predicting the video
quality. They reported high classification accuracies of approximately 94%. One of the

paper’s primary results was that changes in video segment size and inter-arrival periods were
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among the most relevant markers of quality degradation. This is a reasonable assumption
because as bitrate varies, so does the size and resolution.

YouTube video quality-relevant KPIs such as stalls, quality changes, and delays can be
challenging to measure passively, especially on smartphones and cellular networks [152].
This is because of the difficulty in accessing application-level metrics directly on the YouTube
application if the monitoring is done at the device level without root privileges. Considering
this problem and the prevalence of end-to-end encryption in video streaming services, the
study in [153] used ML and network-layer information to evaluate video-quality parameters
(initial delay, stalling ratio or rebufferring rate, number of stalls, total stalling time) and
user engagement for YouTube videos watched on smartphones. The authors extracted these
network-layer features through the Android API. Simple metrics easily accessible through
the Android APIs, such as the numbers of incoming and outgoing bytes, the signal strength,
and the number of network switches, were some features extracted from end user Android
handsets. The authors collected a dataset of 275 features in total. In general, these features
included information about the received signal strength, the number of handovers, the number
of network switches, and several statistics about incoming and outgoing traffic, aggregated
over time windows of 1, 5, 10, 30, and 60 s intervals. They employed 10-fold cross-validation
to evaluate a 10-tree RF model for each statistic [154]. To balance classes for learning
purposes, the authors used simple bootstrapping approaches [155]. ML models were used to
design predictors, which considered each problem as a classification task with discretized
goals. They reported perfect performance in detecting the stalling or rebuffering ratio. Results
reported showed that detecting the frequency of stalling events was the most challenging.
However, the performance of the RF model was not compared to that of any other ML model.
For this type of task, it would be beneficial to evaluate a range of ML models.

Wassermann et al. in [156] presented a ML-driven architecture used to predict YouTube

video resolution in real-time using network packet-level data only. The features used in the
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study included the numbers of uplink and downlink packets, and transmitted bytes. Others
included time-based data such as the time from the start of the slot to the first packet, and
the time between the first and last packets of the time slot. To achieve this prediction, the
framework analyzed ongoing streaming sessions using 1-second time frames. The system
employed a stream-based approach to calculate several lightweight, snapshot-like statistical
characteristics from video traffic. It considered three windows (current, trend, and session).
The system computed the trend features using a first sliding window which aggregated
the latest three time slots. The session-progression features were computed using a sliding
window averaging all past slots since the start of the session. At the end of each 1-second time
slot, the properties of that slot, as well as those of the adjacent windows, were fed into ML
models that predicted the video resolution (144p, 240p, 480p, 720p, or 1080p). The authors
employed a diverse dataset of over 15,000 different YouTube videos recorded under varying
network settings. The videos used in the work were streamed over an LTE mobile network,
or a home or corporate WiFi network. The authors employed a 5-fold cross-validation to test
nine ML algorithms: (1) DT, (2) RF with 10 trees (RF10), (3) AdaBoost using 50 trees, (4)
an ensemble with 10 Extremely Randomized Trees (ERT10) [157], (5) bagging with 10 trees
(BAGGING) [158], (6) NB, (7) kNN with k£ = 5, (8) a Feedforward Neural network (FFNs)
with three hidden layers, and (9) an SVM. The results showed that all models correctly
detected the 480p-class, with SVM being the least accurate with an accuracy of less than
70%. For the video resolution task, DT, RF10, ERT10, and BAGGING earned near-perfect
scores. The authors claimed that this was due to the fact that about 50% of the time slots
belonged to this video resolution. In terms of computational complexity and achieving
real-time prediction of the video resolution, the authors reported the RF10 as the best ML
model. This result is promising, because a model for real-time prediction tasks should be
highly efficient in terms of computational time. However, due to the obvious bias towards

the majority class (i.e., the 480p-class), ML algorithms are likely to produce good accuracy
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scores on these datasets. As such, accuracy is not a very clear measure of performance for
algorithms that work on imbalanced data, since the classifier will record poor results over the
minority class [159].

In a related effort, Wassermann et al. in [160], considered the prediction of the average
bitrate and the video resolution in real-time. Using the same dataset in [156], the authors
evaluated the performances of two ML models, namely, RF10 and kNN with k = 1 and
k = 3. The video resolution prediction task was posed as a classification task, and the bitrate
prediction was considered as a regression problem. The results reported showed that the
RF10 model outperformed the kNN model with an accuracy of 71%, against 66% accuracy
recorded by the kNN with k = 3. For the bitrate prediction, the RF10 model outperformed
the kNN. It was also reported that the RF10 model actually overestimated the actual bitrate
for a large proportion of the time slots, *59%. The authors hypothesized that this may be
advantageous for ISPs as it provides a method through which they can apply the appropriate
QoS policies that can help ensure continuous playback of the video stream.

Gutterman et al. [161, 162] proposed Requet—a framework for real-time quality of
experience metric detection for encrypted traffic. The authors focused on three metrics:
buffer warning (low buffer, high buffer), video state (buffer increase, buffer decay, steady,
stall), and video quality. The video state metric can be determined when the video level of
the user is in a steady state. The metric also captures occurrences of buffer depletion and
stall conditions. The system comprises a chunk detection algorithm, chunk feature extraction,
and ML video quality prediction models. The chunk detection algorithm identifies video
and audio chunks in encrypted traffic through IP headers. The audio or video chunk metrics
recorded were: the protocol used to send the get request, start time, time to first byte (TTFB),
download time, slack time, chunk duration, and chunk size. The features extracted from the
chunks were then fed into ML algorithms for prediction. The authors gathered two datasets:

(1) using a laptop running YouTube from a browser over WiFi, Browser-WiFi; (ii) using the
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YouTube application on an Android smartphone over an LTE cellular network, App-LTE. In
this work, these video quality metrics were predicted with a RF model. The results reported
listed Requet’s accuracies for predicting buffer warning, video state, and video resolution
in the Browser-WiFi setting as 92.0%, 84.2%, and 66.9%, respectively. In the App-LTE
setting, the accuracies for predicting buffer warning, video state, and video resolution were
listed as 97.8%, 88.2%, and 80.6%, respectively. While these results are promising, given
they considered real-time constraints of video services, there are a few limitations: (i) the
evaluations considered only one service, the YouTube service; (ii) the technique was not
tested on other services. The differences in ABR algorithms may introduce some dynamics
that were not captured in the current design.

Seufert et al. in [163, 164] proposed ViCrypt, a system able to realize video quality
predictions in real-time. The system was described as a ML-based approach for monitoring
YouTube’s video quality-relevant metrics in real-time. It was reported to be capable of
predicting rebuffering events from such basic features. The system implemented with
YouTube achieved these predictions by relying on constant memory stream-like inputs
extracted from the encrypted stream of packets for an ongoing YouTube session. Firstly,
ViCrypt utilized a sliding window which consisted of the last T’ time slots to compute trend
features. A second sliding window consisted of all past time slots since the start of the
streaming session to compute session-progression features. The features from within each
time slot, along with the features from the corresponding windows, were fed into a RF
model, which determined whether the current time slot of 1 second contained stalling or
not. The approach is similar to that described in [156]. Input features utilized in the study
included: the numbers of total uplink and downlink packets, count of bytes transferred,
volume of TCP and UDP packets, TCP ratio, and UDP ratio, computed from the counts
of the packets and byte counts. Other QoD measurements utilized in the study included,

the average throughput of the slot (i.e., traffic volume divided by slot length) and the burst
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throughput (i.e., traffic volume divided by burst duration). Initial results reported in [163]
showed that the technique realized good predictions using all extracted features. In [164], the
authors evaluated the relevance of different feature sets. By examining independent time slot
stalling, they investigated which features were specifically relevant for accurate prediction of
stalling. They investigated the effects of adding prior predictions (i.e., recurrent feature set)
from past time slots on the prediction accuracy. Results showed that the full dataset was not
required for real-time prediction of rebuffering events, as they realized similar performance
using a reduced dataset. Their findings also indicated that by using the recurrent features, the
prediction error was reduced. They did not investigate this further. However, it may desirable
to do so and also consider a range of other streaming services.

The work in [165] presented BUFFEST. The authors considered the problem of classi-
fying video streaming flows depending on the present buffer conditions of the clients. The
authors asserted that the ability to estimate buffer conditions accurately is vital to understand
how video streaming flows are experienced by users. Specifically, BUFFEST’s focus was
on detecting rebuffering events in YouTube. The authors emulated a player that resides on a
client’s Network Interface Card (NIC) (or wherever the proxies was located) and registered
HTTP-level, TCP/IP-level, and stream metadata. Encoding rates, chunk boundaries, and
other information generally found in metadata files were included in this data. The authors
focused on features based on a simple one-pass metrics generated using only packet-level
information to achieve fast processing. The performances of ML classifiers were compared
with threshold-based classifiers. Two ML models were evaluated for this study: SVM and
DT. Given the reported throughput measurements (using real and synthetic data) over various
time periods, the classification problem was to detect whether or not a playback stall would
occur. The DT model recorded a better performance than the SVM model. Based on their
findings, the authors hypothesized that even if the video data stream was encrypted, network

operators could distinguish a significant fraction of low buffer instances.
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Mazhar et al. in [166] leveraged network and transport-layer measurements as input
features to train ML classifiers for predicting startup delay and rebuffering events in encrypted
video data. They considered encrypted video traffic streamed over HTTPS and QUIC, which
runs over UDP. Information in IP headers were used to determine network-layer features.
TCP/UDP header information were used to extract transport-layer features. Some network-
level measurements used in the study included: packet counts, byte counts, throughput,
packet inter-arrival times, packet sizes in bytes. For the classification tasks, the authors
employed DT classification algorithms. The tree-based ML models achieved up to 90%
classification accuracy for HTTPS and up to 85% classification accuracy for QUIC in the
experimental evaluations. Given the diversity of ML algorithms, the study requires further
investigation. The works described in [165, 166] proposed models that operate in controlled
environments for certain services; the ideas could be advanced by exploring these techniques

in real-world network deployment scenarios and to a broader range of services.

2.4.2.2 Session-level Video Quality Prediction:

Bronzino et al. in [167] (which builds upon the works in [165, 166]), extended the framework
to account for a wider variety of services. The authors proposed models that work in
deployment scenarios where video sessions and segments could be detected from a mix of
traffic. The gathered traffic statistics have a coarser time precision. The authors devised a
single composite model that could be used for a range of platforms (e.g., Netflix, YouTube,
Amazon, and Twitch), rather than just one. They created a complete labeled set with
over 13,000 video sessions for the four video services. Using network, transport, and
application-layer measurements as inputs, the study investigated the feasibility of designing
ML models that could predict startup delay and resolution. Some QoD features used in
the study included: throughput, average packet count, average downstream throughput

difference between consecutive time slots, and packet inter-arrival times. For the task of
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predicting the startup delay, the authors evaluated different regression methods, including:
LR, RR, SVR, DT, and RF regressors. Using the average absolute error as a performance
metric, the study reported that the RF model accounted for the lowest prediction errors.
Similarly to [156], the authors trained ML classifiers with five classes, 240p, 360p, 480p,
720p, and 1080p, for the video resolution. The RF was reported as having achieved the best
performance in terms of precision and recall. For the composite models, the authors reported
findings that suggested that models which included the network and application-layer features
outperformed models that depended solely on network and transport-layer features for the
startup delay and resolution prediction tasks. For most video sessions data used in the study,
startup delay models achieved less than one second error; the average precision of resolution
models recorded was above 0.93.

In a related effort, the authors of [ 168] considered a composite model capable of predicting
video quality for the popular VoD services (Netflix, Amazon Prime and YouTube). They
extracted network-related features from streaming sessions running over the VoD services
based on the streaming patterns and characteristics. Using the extracted features, they
trained a single-layer perceptron NN. QoD features used in the study included packet size,
port information, bandwidth, resolution, rebuffering time, and bitrate data. Other features
used included block size, buffering phase, standard deviation of duration, and progressive
download ratio. Results reported indicated that the NN achieved prediction accuracies of
0.929, 0.857, and 0.9333 for YouTube, Amazon and Netflix, respectively. It is not clear if the
authors evaluated the NN model using trained models from another service—for example, by
evaluating the NN on Netflix data using a YouTube trained NN model or a dataset containing
all the services.

Schwarzmann et al. in [169] investigated session-level MOS prediction using ML regres-
sion models based on 5G monitoring data. Using QoD statistics from traces generated within

an OMNeT++ simulation, the authors tested the feasibility of their technique. QoD measure-
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ments used in the study included throughput measurements (access node, user equipment
(UE)), downlink channel quality indicator (CQI), uplink CQI measured at UE, RTT mea-
sured at the UE, and smoothed RTT computed with a moving average. Two ML regression
models, LR and SVR, were evaluated in the study. Results reported indicated that subjective
QOoE scores could be reliably predicted, solely from network-QoD monitoring data. It was
also shown that a limited set of features could lead to a reasonable accuracy in predictions.
However, the practicality of this approach could be advanced by testing with real 5G network
traces.

As the traffic characteristics of realistic video sessions monitored in the network are
inherently affected by end user behavior [170] (e.g., seeking, pausing, and abandoning),
Bartolec et al. in [171] investigated these events in their work on video quality KPI classifi-
cation. The research examined the impact of user interactions on video KPI classification
accuracy (resolution, initial delay, video bitrate). Using YouTube as the case study, the
authors trained models on datasets that included and excluded user interactions. Two datasets
containing IP-level traffic features were used in the study. A dataset containing 299 videos
(without user interaction) and another comprising 307 videos (with user interactions) were
utilized in training the RF model adopted in the work. The authors compared the performance
of their models with ground-truth data from YouTube Stats for Nerds. The Stats for Nerds
option displays some video meta-data regarding the stream playback. Results showed that
the performance of models trained on datasets not including user interactions were worse
when applied to the interactive dataset. The system performance will need to be evaluated
with more realistic dataset and under additional scenarios such as a user-initiated quality
switch.

In [172, 173], Orsolic et al. investigated session-level MOS and video KPI classification
using IP-level traffic features. The work in [172] used ML models namely, OneR, J48, and

RF, in predicting the video resolution, stalling, startup delay, and bitrates. Two datasets
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were collected in laboratory emulated environments. A total of 394 videos were collected
on Android and 383 videos on iOS. Two additional datasets were collected from mobile
networks running in iOS. To compare their prediction with ground-truth data, the authors
collected data from Stats from Nerds. QoD-level measurements used in the study included:
average throughput and average packet size. The initial results reported in the work demon-
strated promising applicability; however, further tests using datasets with different quality
degradation scenarios maybe required. The study in [173] considered the same targets and
used similar QoD inputs in the prediction tasks. In this study, four datasets were used. With
the data collected on a laboratory WiFi network, the authors trained ML models to classify
the video quality in terms of a range of video streaming KPI metrics (bitrate, resolution, stall
events, initial delay) on the i0OS platform. The authors used the same ML models: OneR, RF,
and J48 (DT). The results reported in the study showed that the prediction accuracy, for all
classification targets, ranged from 70 to 90%.

This review found that the input data which were used to train the models varied signif-
icantly across different applications, and among different usage scenarios within a single
service. For most of the described scenarios, extracting ground-truth data from the appli-
cation was not feasible. For instance, while YouTube provides video performance metrics
in its Stats for Nerds window on desktop and mobile applications, the case is different for
services such as Twitch and Netflix. These services only offer video performance reports
in the browser. There are differences in datasets, methodology, validation setups, and ML
models for the same target objectives in these published papers. However, the features and
labels to be extracted from the collected data should be based on the desired objectives. If the
objective is to achieve real-time network management, the ground-truth data used for model
training should be representative of the conditions that need to be identified. For example, in
order to predict instantaneous stall conditions in network traffic, the model must be trained

on short time-windows of network traffic. If the desired objective is to provision the network
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to meet the time-varying needs of the streaming population, estimating the video quality on a
session-level might be more suitable. What is more challenging is identifying features in the
network that correlate with the target video quality KPIs. The authors of [77] highlighted
some network-level measurements appropriate to detecting certain video quality KPIs, such
the startup delay, stalling events, resolution, and quality switches.

From the reviews conducted in this section, the survey found that the current best ML
candidate for these settings is the RF algorithm. The RF works well for both regression and
classification tasks. The majority of works surveyed in this section reported the RF as the
sole ML model or evaluated the RF along with a range of other ML algorithms. The RF
seems to be an attractive choice in these settings due to the fact that its default parameters
produce good prediction results without much tuning. The hyperparameters are very easy to
understand, and there are not a lot of them. The RF is a great choice when dealing with high
dimensional data. This set of algorithms is a good candidate when handling unbalanced data.
This is because the model attempts to minimize the overall error rate by assigning a low error
rate to the larger class, and the smaller class is assigned a larger error rate. However, when
dealing with large datasets, the RF may take up a large amount of memory, making it quite
resource intensive. In such cases, the DT may offer a lightweight approach for in-network

computations at the expense of performance.

2.4.3 QoD Prediction for HAS and DASH

Following the widespread deployment of HAS, a lot of interest has been generated in the area.
Research in this area has included some data-driven approaches, deployed with ML models
for the prediction of network QoD changes. These studies investigated predictions of network
metrics—namely, the throughput and trigger adaptation mechanism aimed at reducing
rebuffering at the video client players [174] and selection of the appropriate adaptation action

in HAS [175].
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Sun et al. proposed cross section stateful predictor (CS2P) to enhance bitrate selection
and adaptation in HAS clients in [174]. They made three contributions in their paper. The
authors analyzed the throughput characteristics using a dataset sourced from a Chinese video
provider, which comprised 20 million sessions covering three million unique client IPs, 8
server IPs, and 87 ISPs. They concluded from the analysis that sessions sharing similar key
features (ISP, geographical region, etc.) have similarities in network-layer throughput values
and dynamic patterns. They also alluded that there was also an inherent natural stateful
presence in throughput variability within a session. However, the relationship between session
features and throughput is rather a complex one. A video client’s perceived throughput is
influenced by multiple factors, such as the load on the server [176], network congestion, and
last-mile link technology, which implies that clients sharing one of these features do not have
similarities in throughput. A second contribution in the paper was the implementation of
CS2P using a Hidden Markov Model (HMM) [177]. The authors used the HMM to model
the state transition evolution of the throughput, one model per session cluster, where sessions
were clustered by similar characteristics, as mentioned above (e.g., ISP and region). Finally,
the authors integrated CS2P in a dash.js client. They demonstrated that it achieved accurate
throughput prediction in a real world environment. Using the above-mentioned dataset, the
HMM model was trained offline using the EM algorithm, and 4-fold cross validation was
applied to tune the number of states. The authors reported that CS2P achieved ~40% and
50% improvements over existing predictive approaches in terms of initial and midstream
throughput prediction error. They compared their results with the Model Predictive Control
(MPC) [113], and reported that CS2P achieved an improvement of 3.2% in overall video
quality, and 10.9% higher average bitrate compared to state-of-the-art MPC models which
used the harmonic mean for throughput prediction.

The authors of [178] described a ML framework that used a range of regression models

to predict the video quality of a streaming session. In their approach, each streaming session
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was defined by five statistics: the average of video segment quality values, the time over
which segment quality decreases occurred, the time since the last impairment event, the total
stalling duration, and the number of stalling events. The authors adopted three regression
models: LR; SVR; and an ensemble approach using RF, GB, and extra trees regression. SVR
was determined to have the best average prediction performance when using a dataset of 112
sessions with a length of about 72 s. However, these streaming session measurements do
not adequately reflect the magnitude of quality degradation. This is because the temporal
relationships between the impairment events are normally lost. This sort of predictor could be
integrated with practical video-quality-aware decision algorithms. The use of such systems
could aid in intelligent network resource allocation, thereby increasing the video quality
and leading to a reduction in the costs incurred by streaming providers and content delivery
networks.

A related study which considered the prediction of video quality for HAS streaming
sessions was proposed in [179]. In this study, the authors presented a ML approach for
predicting the overall quality of HAS sessions. The authors adopted LSTM networks [180]
in the study. The authors made the case that LSTMs can utilize memory to explore temporal
relationships between QoD impairment events. In the proposed technique, inputs were
taken on a segment-by-segment basis rather than on a session-by-session basis. The authors
evaluated their proposed technique over a range of datasets using two different types of
LSTM, namely, basic and advanced. Segment quality, content qualities, stalling duration, and
padding were some features considered in the study. The authors reported high performance
for the LSTM networks in the overall quality prediction of HAS. However, this came at
the expense of the method being computationally expensive. Although, the study reported
promising results for all use cases considered, the scalability of this technique due to its high

computational cost poses a challenge for practical large-scale deployments.
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A hybrid-DL architecture for proactive prediction of the video quality from multivariate
time-series data was proposed in [181]. The authors hypothesized that using QoD and some
video KPI information, their DL framework could predict the client video quality at the next
time step before the event occurred. The authors evaluated their technique using data from
an industry video streaming testbed for three different scenarios: congestion-free, congestion
in the client network, and congested ISP network. QoD features used in the experimental
evaluations included buffering length and frequency, and bitrate data. To evaluate the
proposed approach, the authors employed a hybrid model comprising a Bidirectional LSTM
(BiLSTM) and a Convolutional Neural Network (CNN), which they called BILSTM-CNN.
The proposed hybrid model was compared with some other ML algorithms, such as SVR,
and some DL models, such as MLP, LSTM, and BiLSTM. The results showed that the
proposed hybrid model, BILSTM-CNN, outperformed the other models. The SVR had the
worst performance, followed by the MLP. Similar results were achieved by the BILSTM
and the LSTM. These results are promising, as they could enable network managers initiate

remedial or proactive actions in advance of the occurrence of failures.

2.4.4 Software-Defined Networking (SDN)

The heterogeneous nature of today’s networks increases the complexity of networks and
presents a number of challenges in effectively organizing, managing, and optimizing network
resources. SDN is a networking architecture that decouples the control plane from the
data plane [182]. The separation of concerns in SDN gives more flexibility to the network.
Network resources in SDN are centrally managed by a logical controller. In addition to this,
SDN has more advantages over traditional networks, including network automation, reduced
network complexity, and more agility within the network.

Owing to the centralized role of the SDN controller, it can monitor and gather real-time

network state, flow statistics (e.g., throughput, packet loss), and configuration data. These
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features make ML algorithms appealing for SDN. The work in [183] is a recent survey of
ML deployments in SDN.

Network operators rely on QoD metrics such as packet loss ratio, delay, jitter, and
network throughput to assess network performance. These QoD metrics correspond to the
network KPIs—for instance, transmission rates, queue length, etc.—upon which service-level
agreements are made. Quantifying the relationships between these QoD metrics and the KPIs
can help improve QoD management in SDNs by offering QoD prediction ability in relation
to the KPIs. SDN’s centralized architecture makes it possible to gather network statistics
from the switches at per port and per flow granularity levels, based on which ML can be
utilized to realize QoD predictions [183]. Josep et al. in [184] evaluated the performances of
two models to characterize the network delay in an SDN network given the network load
and the overlay routing policy. The authors considered a traditional M /M /1-inspired ML
regressor network model and a NN model in their delay estimation study. Their experimental
simulation results showed that the NN estimator performed better than the M /M /1-based
delay estimator. However, both models treated the network as a black box without considering
the network dynamics within the system. In order to quantify the effectiveness of these delay
estimators in a streaming infrastructure, it would be beneficial to model dynamicity in the
network. This could include the effects of concurrent users or interfering loads on the system,
the variance in the delay, routing changes, congestion, etc. In addition, a more-detailed
description of the trained NN model would aid better understanding and comparison of the
approach in relation to NN models.

The authors of [185] proposed a two-step systematic technique towards QoD improve-
ments in an SDN. They gathered a large number of metrics from virtualized and real
environments. They then applied ML algorithms to automatically discover a formulae that
could quantify the relationships between the network KPIs and the QoD metrics. They first

used DTs to determine the correlations between the network KPIs and the QoD parameters.



60 Background and Related Work

Thereafter, using a LR ML model, they performed root cause analysis to uncover each KPI’s
quantitative impact. The proposed approach could also be used to predict traffic congestion
and proffer recommendations on QoD improvements to the SDN controller [186]. However,
because of a lack of uniformity in networks, rules in one may not work in another. It is there-
fore pertinent that the network operator adopts this approach and uncovers the correlations or
rules as they relate to the network.

The work described in [187] by Rafael et al. focused on application-aware QoD predic-
tions. The work described the use of two ML techniques, namely, RF and regression trees,
to predict two QoD parameters: VFR and response time. The authors collected device (or
kernel) metrics from a VoD server. Additionally, they collected statistics from the switches
on a per port and flow granularity levels in the SDN. To reduce the computational cost, the
authors employed subset selection to reduce the feature set size while preserving a low level
of QoD prediction error. The authors reported an application-aware QoD prediction accuracy
of over 90%. However, given that the setup for this was similar to [21], as was the feature set,
incorporating the system load [51] would have better modeled the problem, as demonstrated
by the work in [21]. The study in [188] utilized regression ML models to predict mean
opinion score (MOS). The authors estimated the MOS value from the QoD parameters such
as RTT, jitter, link bandwidth, and delay. The authors reported that the SDN controller was
able to dynamically adjust the video parameters (e.g., screen resolution, frames per second,
and bitrate) to improve the video quality received at the client devices. This evaluation was
carried out using synthetic data, and not a lot of details were provided on the ML models.

To prevent the occurence of video freezes for HAS clients, Petrangeli et al. in [189]
proposed an SDN-based approach, where intermediate network elements support video deliv-
ery. The authors presented a ML-based framework designed for helping clients avoid video
freezes due to network congestion. The ML engine is based on the Random Undersampling

Boosting (RUSBoost) algorithm [190] and fuzzy logic. In the proposed framework, an
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SDN controller used an ML engine to predict when a HAS client would experience a video
freeze so that it could determine if the currently downloaded segment should be prioritized.
The decision was made using measurements collected only from network nodes, with no
additional input from clients required. The ML freeze predictor used QoD input parameters
such as the following: (i) the bandwidth for HAS traffic upon segment request; (ii) the
difference in HAS bandwidth between two consecutive samples; (iii) the inter-arrival time
between consecutive get requests. Other input features used included the quality level for the
segment requested (expressed from O to g4y, the maximum available), and the difference
in segment quality between consecutive requests. The authors collected 4500 clients’ logs,
which amounted to about 1.5 million individual segment requests, with 2.5% being affected
by video freeze. They trained the predictor using 85% of the training data and set apart the
remaining 15% as the validation dataset.

The performance of the RUSBoost algorithm was compared wit RF, AdaBoost, GB,
and 1-nearest neighborhood (1-NN). The authors reported findings which showed that the
RUSBoost algorithm outperformed the other classifiers with classification accuracies of
99% and 85% for the training data and validation set, respectively. Results showed that the
RUSBoost algorithm could detect if a client was close to freezing, and fuzzy logic confirmed

if the queue was good enough to successfully prioritize video segments.

2.4.5 Predicting the Video Quality in Wireless Settings

Video streaming quality can degrade in wireless settings due to performance issues. In
such environments, there are various performance indicators, such as link speed, signal
strength, interference, medium availability, and latency. This section provides a review of the
literature that investigated the prediction of the video quality based on network performance

parameters, specifically in Wi-Fi networks.
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Hora et al. [191] measured the frequency and duration of rebuffering events, join time,
and resolution switches of the YouTube application in an attempt to predict the MOS. The
authors collected QoD parameters such as the transmit physical rate, total number of frames
sent and retransmitted to station, Received Signal Strength Indicator (RSSI), and medium
busy time. They used existing models which predicted the YouTube application’s quality as
a function of rebuffering events and video bitrate as proposed in [192]. Similarly, for video
bitrate changes, they used SSIM to estimate the effect of video resolution on the streamed
video quality as proposed in [193]. During the training phase, the authors employed stepwise
feature engineering to incrementally increase the number of features used to a maximum of
36 features. They trained an SVR algorithm to predict the video quality and reported a Root
Mean Squared Error (RMSE) of 0.60 — 0.79.

Ligata et al. [194] defined four binary classes of the video quality in terms of video
streaming buffer ratio, initial buffer delay, rebuffering frequency, and rebuffering duration. In
the study, QoD parameters considered were signal strength (SS), retransmission ratio, error
ratio, activity factor, channel utilization, and exposed node load. To determine which QoD
parameters correlate with the four Wi-Fi problems, such as coverage, overload, contention,
and interference, the researchers used Pearson correlation coefficients and selected the
features that had the highest correlations. The authors then trained a RF algorithm to predict
the impact of these QoD metrics on the binary classes. They reported prediction accuracies
of 85-95%.

For priority queue management, clients can measure or report the video quality directly
to the Access Point (AP) and controller. FlowBazaar system was presented by Bhattacharyya
et al. in [195]. The system leveraged middleware on the client side which sampled the video
state, and mapped this state to a Delivery Quality Score (DQS). Application performance
metrics considered by DQS included stall duration and number of stalls during streaming.

Clients then requested bids in the range of [0-5], with the top two bidders being selected for
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the queue assignment, and the third highest bid for other clients being charged. Using the
OpenFlow protocol, the controller made policy decisions (such as allocating flows to queues)
that were communicated to the AP. At the AP, the statistics collection component collected
QoD statistics such as throughput, drop rates, and RTT. These measurements were then sent
to the controller in a predefined message format using the OpenFlow protocol. The authors
used RL to select which queue should receive clients based on network latency, packet loss,
and throughput for the next period of time. The auction-based approach achieved DQS 5 for

almost 85-90% of clients.

2.4.6 Predicting Video Quality in WebRTC

The authors of [196] proposed a method to address the problem service providers face
in monitoring streaming quality of WebRTC-based audiovisual communication services.
They examined the use of ML models in identifying root causes of video quality problems
by extracting features from various application-layer performance statistics. The target
features considered in the prediction tasks were video blockiness, audio distortion, and
identification of the root causes of impairments. They authors employed six ML models in
these classification tasks, namely: DT, RF, NB, SMO, kNN, and bagging. QoD input features
used in the study included the frame rate, packet loss count, jitter, jitter buffer size, and
bitrate. The DT model achieved high accuracy when detecting all three targets. According
to the authors, due to the high interpretability of DTs and space constraints, they reported
only results with the DT models. Nevertheless, they reported that the other models had
comparable results.

In a related effort, the authors of [197] conducted evaluations using WebRTC measure-
ments from a Wi-Fi network. Using QoD metrics such as Wi-Fi RTT, link quality, and RSSI,
the authors employed ML models to predict whether the video quality would be acceptable

during the next time window. They focused on video freezing events. ML models used in the
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study were DTs, RFs, SVMs, and extra trees classifier. Results reported showed that the RF
outperformed the other models. These techniques aim to produce self-healing frameworks
where the system can adjust its servicing strategy. The results can be improved by adopting
multi-dimensional models and by incorporating a broader range of realistic and perceptible

audio-visual impairments into the evaluations.

2.5 Conclusions

This chapter presented a survey of the applications of ML techniques for video quality
prediction with QoD metrics. The survey covered the video QoD prediction via ML in
QoD degrading conditions, encrypted video stream traffic, HAS video services, SDN video
streaming, video streaming over wireless networks, and WebRTC video streaming applica-
tions. It is of paramount importance for service providers and network operators to develop
reliable models that are capable of monitoring, predicting, and even controlling the video
quality in order to satisfy the ever-increasing demand for video services. The review found
that there are a number of research efforts that are looking at video quality prediction from
QoD measurements for encrypted video traffic. The lack of visibility caused by encryption
and digital rights management drives the need for ML-based QoD prediction. Furthermore,
the survey showed that MLL models are increasingly being used to predict video quality
under poor QoD conditions. Several studies evaluated similar QoD video quality KPIs, such
as rebuffering, quality switching, video resolution, and startup delay. For the application
designers, the media player buffer design is crucial, because rebuffering impacts the quality
of the video stream. The buffer size affects startup delay and rebuffering time [198]. Most
players are typically designed to buffer a predetermined number of segments, before initiating
playback. With 1 and 2 second segments, this has been shown to be fine, and it provides

under 10 second latency if there are no more than 3 segments being buffered [199].
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Generally, it is envisaged that to design accurate ML models that can predict video
quality from QoD statistics, the models should be reliable given the QoD metrics and all
externally influencing factors. For instance, there is evidence that models which assume
independency among QoD variables may be inaccurate, since, for example, bitrate and
buffering are correlated [200]. In order to perform real-time video QoD via ML, the models
must have acceptable computational complexities and storage requirements. Finally, to aid
with the scalability of such proposals, the models should be able to readily take new variables

into account as the network evolves over time.



Chapter 3

Predicting Video QoD with the

Load-Adjusted Learning Strategy

HIS chapter presents techniques that model the dynamic effects of the time-varying
T workloads present in a video delivery system, along with methods for adjusting the
regularization penalties for ML regression models in an adaptive manner. This technique
for compensating for loads in a video delivery system is referred to as the Load-Adjusted
learning model. The LA technique has been proposed in literature as an efficient technique
for video quality prediction in the presence of interfering user sessions in a video streaming
session. Regression models, namely LR and RR, have been used in previous LA model
research to learn the mappings between a cluster of servers delivering video streams to
client devices. Results reported in these studies demonstrated the superior performance
of the LA learning technique over the Un-Adjusted (UA) techniques and showed that the
LA method is computationally cheaper. The UA learning techniques do not model the
effects of the interfering users or loads present in the streaming session. This thesis chapter
describes empirical studies undertaken to extend the scope of the LA technique. This

chapter builds on earlier LA contributions by conducting experimental simulations that
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(1) examine the performance of different learning functions using a range of ML models;
(2) investigate the efficacy of the LA learning for different video QoD metrics, and (3)
investigate the performance of these learning functions for different QoD metrics under
varying network conditions. This chapter contributes novel and adaptive methods using the
EN ML model that enables automation of the choice of the regression parameter. The use
of subset selection as a means of speeding up the computation process has been considered
in previous research studies based on the UA technique. This thesis chapter investigates
whether subset selection, the UA technique, or LA learning improves the condition number
of a variety of learning algorithms. The findings of this reveal that subset selection alone
reduced the effectiveness of the prediction. The chapter also presents empirical studies and
results showing the performance gains achieved with the LA learning strategies over the UA.
The contributions proposed in this chapter can be applied within the video service provider

network infrastructure, edge locations and content delivery networks.

3.1 Problem Statement and Motivation

3.1.1 Problem Statement

Online videos can be accessed, downloaded, and viewed anytime, anywhere due to widespread
internet connectivity. Users can choose from a wide range of services, including web-based
video services like YouTube, Netflix and Internet Protocol Television (IPTV) and VoD. The
rapid growth of IP traffic resulting from video and the growing number of internet users
worldwide necessitates that network performance requirements increase in tandem. This
is due to the fact that the surge in video-driven data traffic will put pressure on network
and service providers’ ability to deliver high-quality video to global consumers who seek
improved QoD. Video delivery over dynamic IP-based network infrastructures may suffer

from rebuffering events, delayed playback, frequent quality switches, packet loss, delay,
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and jitter, reducing the audio-visual quality and service quality expected by users. For the
network and service providers, it is important to be able to automatically and accurately
predict the quality of video content being delivered in order to remain competitive. The ability
to improve learning algorithms without increasing their computational costs is important for
the cloud services and applications community since consumers differentiate products based

on their ability to respond to poor network QoD [201].

3.1.2 Motivation

Cloud-based video delivery services are particularly difficult to model due to their dynamic
nature. Such services are also hard to predict. It is therefore imperative that learning
algorithms deployed in these types of settings are computationally cheap and capable of
facilitating timely network management [202]. The authors of [8] investigated video QoD
prediction for cloud-based video delivery services. They applied a range of ML techniques
for client-side video QoD prediction. The ML aglorithms used in the study were LR, RF,
RR and LASSO. The authors made their dataset public. Using their approach as a baseline
and with the publicly available dataset, this thesis chapter contributes adaptive learning
techniques that have lower computational complexity and yield more accurate predictions.
The main contributions of this chapter can be summarized as follows: (1) this thesis
chapter considers the role of regularization via the EN [80] which automates the choice of
the regression parameter; (2) this chapter demonstrates the efficacy of the LA technique,
originally proposed in [9] using the EN and other shrinkage methods such as RR and
LASSO. The LA learning technique, uses the TCP socket count (this feature is an indicator
of the number of users or load in the system) feature to improve the prediction algorithm’s
performance; (3) this thesis chapter advances the scope of the LA technique by contributing
LA learning models with non-linear ML algorithms; a comparison of the performance of

these non-linear LA models with the LA linear models is also presented; (4) the authors
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of [8] relied on subset selection to record performance gains in their study, reduce the
feature space and to speed up the computation time. The thesis investigates whether subset
selection achieves performance gains over the LA or not; and finally, (5) this chapter results
demonstrate the performance gains in prediction accuracy achieved by the LA technique over
the UA approach under a range of network test conditions. Finally, the thesis compares these
LA performance gains recorded by the linear and non-linear ML algorithms.

The rest of the chapter is organized as follows. Section 3.2 presents a review of some
past works on client video QoD prediction. Section 3.3 describes the LA and UA techniques.
Section 3.4 provides some background on the ML techniques used in this chapter. In
Section 3.5, a description of the experimental evaluation of the proposed models is presented.
This section outlines the model fitting process, data preparation and evaluation of the LA and
UA learning strategies. Section 3.6 presents results of the evaluations and analysis. Section
3.7 summarizes the LA implementation for cloud resource management. In Section 3.8, the
thesis chapter highlights the advantages of the LA learning technique. Finally, Section 3.9

provides a conclusion of the thesis chapter.

3.2 Client Video QoD Prediction

Yanggratoke et al. in [8] proposed that by gathering thousands of video server kernel features,
they could model and predict the video QoD of the client devices. In the study, the authors
streamed video using VLC to a group of client devices from a networked cluster of video
servers. During the streaming session, they collected kernel or device statistics from the
streaming servers using the SAR function. Some examples of kernel metrics collated using
SAR include the number of TCP sockets currently in use, number of active processes, etc.
The authors by instrumenting the VLC player, collected some client-side QoD metrics such

as the frame rate and packet counts of the video stream.
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Fig. 3.1 depicts the system under study in this chapter which comprises of a cloud-
based server infrastructure that serves dynamically varying client requests over a network.
Resources are shared between multiple clients (RHS), with the video service (LHS) delivering
video to clients. With a rapidly fluctuating number of users accessing the video stream, it can
be challenging to predict the quality of the video stream received by the client devices. It
is imperative that the streaming server infrastructure be capable of handling dynamic and
time-varying requests since users may choose to start and stop the video streams at any
time. The authors of [8] computed the feature set, x using the SAR function. This function
extracts the selected aggregate activity counter values in an operating system for a specified
period of time. Here, features are metrics about the server operating system, such as the
number of running processes, TCP active connections or TCP Socket count (TCPSCK). The
TCPSCK feature of x is a measure of the number of active clients, the load signal at time
i. A load generator dynamically distributes client video requests to the servers using either
a periodic-load pattern or a flashcrowd-load pattern. The Periodic-load patterns introduce
clients following a Poisson process at an average rate of 30 per minute. This arrival rate is
modulated by a sinusoidal function with a period of one hour and an amplitude of 20 clients.
The flashcrowd-load pattern starts with a Poisson process where clients arrive at an average
rate of 5 clients per minute, peaking at random events at a rate of 10 events per hour. Flash
events see an increase in arrival rates to 50 clients per minute for about a minute and then
gradually reduce to 5 clients per minute within 4 minutes.

VoD requests are handled by VLC media player which extracts information about the
client video QoD metrics, y, such as the packet count, Video Frame Rate (VFR) and Audio
Buffer Rate (ABR). The server device statistics, x in Fig. 3.1 are used to predict the client
video QoD metrics, y, at clients A, B,C, and D. The objective of this thesis chapter is to

predict the (i) VFR, the number of displayed video frames for any time i; (ii)) ABR, audio
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Cloud Video Servers Client Population

Predict client video QoD, y

VLC Client

VLC Client

Kernel metrics, x

Fig. 3.1 This work investigates the prediction of the video QoD for client A, y, given a
time-varying number of other clients B, C, D, etc. by using kernel metrics, x, collected from
the video server in the cloud. Previous works have not considered the time-varying number
of clients.

buffers played for time i; and (iii) packet count, the number of received packets in time i at
clients A, B,C, and D.

Fig. 3.2 (R1) shows the packet count recorded during 15000 seconds along with the
system load, i.e., the TCPSCK for the flashcrowd-load trace. The TCPSCK feature value
plays a key role in determining the performance of the client video QoD metrics. The value
of the TCPSCK feature increases with the load and may result in fewer packets being sent to
the client since the system does not have unlimited resources. Other metrics show a similar
trend. Fig. 3.2 (R2) illustrates a plot of the TCPSCK feature measured for a period of 15000
seconds along with the packet count for the periodic-load trace. The dependent relationship
between the statistics is shown for both traces.

The LA technique was first proposed in [9] where the authors proposed a generative
model for QoD and kernel-level metrics for video streaming services. In LA learning, ML
models are trained conditional on the load signal. Its simplest form would imply learning ML
models for each individual value of the load signal. This significantly speeds up the training

time and is computationally cheap. In the UA learning, ML models are trained regardless of
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Fig. 3.2 Row 1 (R1): For 15000s, the flashcrowd-load trace packet count is shown alongside
the TCPSCK, which is the system load. There is a periodic change in request patterns. An
increase in the TCPSCK leads to a decrease in the packet count received at the client, as
demonstrated in [9] for the first time. This shows the dependence of the packet count on the
system load. Row 2 (R2): The packet count is illustrated for 15000s along with the TCPSCK
for the periodic-load pattern. The dependency holds true for this trace too.

the load value. This learning mechanism fails to capture the effect a user streaming session
may have on another in a shared network resource. Given that the load signal can be directly
measured from the TCPSCK, the authors demonstrated the efficacy of predicting a QoD
metric, video packet count using a LR model. They demonstrated that by relying on the
dependency between the QoD metric and the load signal as illustrated in Fig. 3.2, the LA
technique could achieve accurate predictions of the video packet count by load-adjusting a
LR model.

The study in [51] advances the results of the seminal work on LA learning proposed
in [9]. Considering that time-varying loads in the system affect the estimation of QoD
predictor parameters, the authors formulated the video quality prediction task as a supervised
deconvolution problem. They proposed a LA version of UA video QoD predictions that takes

source separation into account. The authors reported an improvement in the Signal-to-Noise-
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Ratio (SNR) for LA learning. They provided results from their evaluations using traces from
the baseline UA approach [8] demonstrating that the LA learning was (1) faster, and (2) more
accurate compared to the UA learning technique.

In a related effort, the authors of [9] expressed the LA technique as a graphical model
in [176] to handle cases where there were no packet count statistics in the system for a
pre-determined number of users in [203]. The proposed graphical model accepts QoD and
kernel-level measurements into the system. Using a K-level switch, a feature, such as the
TCPSCK count, is used to deduce under which load settings the data was produced. For every
value the load takes, a model is learned. The mappings between the kernel-level features and
the QoD feature, the packet counts were dependent on a hidden parameter, which was the
system load. The authors with the help of interpolation between different states, demonstrated
the feasiblity of predicting the packet count for system loads that had never been observed
before. Experimental evaluations of the proposed model demonstrated the suitability of the
LA graphical models for the packet count, i.e. the QoD metric prediction in cases of missing

training data.

3.3 Proposed Approaches

This section presents the proposed learning approaches to predict the client video QoD at
the user devices by modelling the system load, namely, the LA learning technique. The LA
technique examines the effect of concurrent requests on the server in its QoD predictions.
The UA learning technique assumes the load effect is negligible and does not model its
effect in QoD predictions. The LA technique models the dependent relationship between
the system load and the video QoD metrics. By doing so, the ML models trained via the LA

technique outperforms the baseline approaches which do not capture the load effect.
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3.3.1 Load-Adjusted Learning Model (LLA)

The theoretical justification for LA learning was proposed in [9]. The authors presented a
linear model for the relationship between kernel statistics, client video QoD metrics, and
the system load. According to the authors, the response of the server, with respect to kernel
metric n, the n-th feature, to one request for video at time i is expressed as the sum of a
load-based component #;[n] (sum of resources held by a user), and some deviation signal

specific to a feature, €;[n],

x;[n] =u;[n]+¢gi[n], where i€7Z, x;[n], u;[n] €R. (3.1

A feature is a metric at the operating system level, such as the number of active TCP
connections. The feature set x;[n] was constructed using SAR function information, which
provides system metrics for a given time period. In Eqn. 3.1, x;[n] refers to the n-th feature
observed at time index i. The observed client QoD metric, y;, is the packet count. The
deviations from the expected performance are captured by the noise signal ¢;[n]. The signal
u;[n] represents an increase in the server load for each user. For example, a request for
additional resources 6, made by the current client or a new client would initiate a feature

response of the form:

x;[n] =2u;[n] +¢gi[n, 1] +¢;[n,2]. (3.2)

The deviation from the ideal performance arising from the second user is denoted by ¢;[n,2].
Let us assume that at time 7, the number of users requesting the service is k[i]. For instance,
in Fig. 3.1 when clients A, B, C and D are receiving video at time i, k[i] = 4. The response

of the n-th feature to the time-varying load is
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K[i]
xi[n] = 0,K[il+ > &i[n, k]. (3.3)
k=1

The load signal 6, K[i] denotes the number of active users at time i times the resources one
user uses, ,. The TCPSCK or load signal is K[i]. The simplest form of a load-adjusted
learning algorithm is one that adjusts prediction weights according to changes in the load

value.

3.3.2 Un-Adjusted Learning Strategies (UA)

The baseline UA approach for predicting client video QoD metrics from device statistics

does not model the effect of the time-varying load. They assume that K[7] is a constant, C.

c
xi[n] = 0,C+ > &iln, k). (3.4)
k=1

The implication of this is that during training and testing phases, all samples of the data
are used irrespective of the load value. These techniques fail to account for the strain on
the limited resources of the streaming server. There is a relationship between a QoD metric,
the packet count and the number of users accessing the video stream, the load as illustrated
in Fig. 3.2. The fact that a dependency exists between the target metrics makes a case for

training the ML models conditional on the load.

3.4 Overview of Machine Learning Techniques

This section provides a brief discussion on the ML models adopted for the chapter experi-

ments.
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3.4.1 Linear Regression (LR)

The LR model is the first algorithm considered for the analysis. Using the LR, the relationship
between the target metrics, y, i.e. the dependent variables and the independent variables of
predictors, x, is modelled as a linear function. The training dataset consists of n number of
observations, i.e., (x1,y1), ..., (xn, y,) With p number of predictors. Let y; be the predicted
client video QoD for the ith case. Using a LR model, the aim is to predict the response, y;

using a linear function of the form:

)71-=,80+x1,31+...+xp,8p. (3.5)

Given a dataset, the LR model fitting procedure computes a set of coefficients, 8= (8o, ...,8p)

that minimize the Residual Sum of Squares (RSS) using the Least Squares fitting procedure:

2
n 4
RSS =, (yi—ﬁo—zﬁjx,-j) (3.6)
i=1 j=1

where, y; is the true observed client video QoD metric for the ith case and x;; is the i-th

observation for the j-th predictor.

3.4.1.1 LA Learning Using the LR Model

LR models are load-adjusted by training weights for each value of the load signal.

p
=Z,8jx,~j ) (37)

When all samples, regardless of load value are used for training, the model is not load-
adjusted. In the UA learning approach, the learning and prediction models use all samples

irrespective of the load value.
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3.4.2 Ridge Regression (RR)

The Ridge Regression (RR), a variant of the LR is similar to the Least Squares, except that
the RR coefficients are estimated by minimizing a different quantity. The RR includes an
{>-norm loss function on the coefficients, and maintains a small amount of energy in each
coefficient [204]. RR seeks model coefficients that best suit the data by minimizing the RSS

in the LR equation with the addition of a regularization parameter, A.

p
RR(B)=RSS+1>,; (3.8)
J=1

where A > 0 is the regularization or tuning parameter that determines the amount of shrinkage;
the larger its value, the greater the shrinkage. The regularization parameter, A is used to adjust
the relative influence of the RSS value and the shrinkage penalty, 4 Zf:l ﬁ? on regression
coefficient estimates. When A = 0, the penalty has no effect and defaults to the least squares

estimates produced in Eqn. 3.6.

3.4.3 Least Absolute Shrinkage and Selection Operator (LASSO)

A common problem with the RR model is that it includes all p predictors in the final model.
Despite shrinking all coefficients toward zero, the shrinkage penalty will not set any to
exactly zero. This may pose a challenge in model interpretability in cases where the number
of predictors, p is very large [205]. The LASSO, another LR variant imposes an £;-norm

on the regression coefficients. Similar to the RR, the LASSO solves the LR model with

the addition of a regularization parameter A Ele |,8 i|» where 4 > 0. In contrast to RR, the
¢1-norm in LASSO performs a form of automatic variable selection and continuous shrinkage

by forcing some model coefficients to zero and effectively turning-off some features.

)4
LASSO(B)=RSS+1> |8 (3.9)
j=1
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The feature space the thesis examines is a high dimensional one and LASSO is known to

obtain sparse linear models in such cases [206].

3.4.4 Elastic Net (EN)

The LASSO algorithm has poor prediction accuracy due to high correlations between features,
especially when the number of observations is greater than the feature space, as is the case
in the dataset [80]. The EN model was chosen for analysis owing to its ability to perform
shrinkage and variable selection just like the LASSO method. The EN combines both
the LASSO and RR, that is, it applies a mixture of £;-norm and ¢>-norm penalties on the
coefficients. The EN algorithm is a penalized LR model that incorporates the £; as well as £
penalties during training. A hyperparameter, «, is used in the EN algorithm for determining
what weight each of the ¢ and ¢, penalties should receive. The a value ranges between 0 and
1. The contribution of the ¢; penalty would be weighted using the a value provided during
the EN algorithm’s training. To compute the contribution of the £, penalty, the a value is

subtracted from 1. The EN penalty is a trade-off of the form

p
Z(“|ﬁj|+(l—a)ﬁ§). (3.10)

j=1

For instance, using an « value of 0.75 implies that the a in « |ﬁ j| contributes 75% and the
other ((1 - a/),B?) contributes 25% to the loss function. If the « value is O then everything is
weighed toward the ¢, penalty, while an @ value of 1 assigns all the weights to the ¢ penalty
[207].

Regularization in the EN algorithm is controlled by the A parameter. The larger A is, the
more the coefficients will be shrunk toward zero (and each other). If the A value is set to zero,
regularization is deactivated, and standard generalized liner models are fitted. The choice
of the a parameter is directly related to the A value. Table 3.1 below illustrates the types of

penalized models that can be obtained using the listed A4 and « settings.
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Table 3.1 The alpha and A settings determine the amount of regularization applied.

A o Resulting Model
A=0 Anynumber No regularization
A1>0 a=0 RR
A>0 a=1 LASSO
A>0 O<a<l1 EN

The EN automates the choice of the regularization parameter and produces sparse solu-
tions just like the LASSO. However, the EN tends to select more features than the LASSO
does as the EN overcomes the grouping effect situation in LASSO. The grouping effect is a
situation where the LASSO tends to select only one feature from a group of features with

high pairwise correlations [208].

3.4.5 Random Forest (RF)

A non-linear method, the RF algorithm, which is an ensemble method was chosen for analysis
to compare with the performance of the linear models. The RF algorithm constructs multiple
DTs and combine their output in order to make stable and more accurate predictions. For
the ith client video QoD metric, y;, the RF estimates the y; by using the average predictions

from a large number of trees [44, 209].

3.5 Experiments, Model Fitting and Evaluation Procedure

This section presents a description of the data preparation process, model fitting and evalua-
tion strategies using both the LA and UA learning techniques.
Problem Statement: The objective is to predict the client video QoD metrics, y;: packet

count, VFR and ABR using the features x;[n] given the time varying load k[i].
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3.5.1 Data Preparation

The data preparation steps taken by the authors of [9] was adopted. The periodic-load pattern
has 51043 observations for 297 features, whereas the flashcrowd-load pattern has 275 features
with 15150 observations. First, all non-numeric and constant value features are removed from
the datasets. The dataset is prepared for evaluation by adpoting a 60-40 split between the
training and test data. First, the ML models are trained with the training dataset. Thereafter,
the test dataset is used to evaluate the performance of the trained ML models. The purpose of
this test data is to evaluate the model’s generalization ability to make accurate predictions on
new, unseen data. The regularization techniques, RR, LASSO and EN required a method for
selecting the regularization parameter, A, for the penalty function. RR, LASSO and EN use
an £»-norm, £;-norm and combination of both norms as a weighted (by 1) penalty term. The
entire path for the results for these models was calculated using path-wise cyclical coordinate
descent algorithms. To determine the value of the regularization parameter, A, a 10-fold
Cross-Validation (CV) is applied for both the LA and UA learning approaches. The value
obtained was used in subsequent learning and prediction experiments. The 10-fold CV was
applied during training and while testing the models. Different values for A were determined
for both the UA and LA algorithms. A sequence of values between 0.0001 and 1 was selected

and CV applied to automate selection of the A parameter.

3.5.1.1 UA Learning

The baseline or UA approach outlined in [8] trains the ML models without modelling the
time-varying load effect. In the UA experiments, the approach described by the authors was
adopted. The training and test data is generated using any sample from the data regardless
of the load value. Using the validation set approach, the dataset is split in a 60-40 ratio for
training and test purposes respectively. The 60/40 split was done for both traces with 60%

set aside for training the models and 40% for test data and prediction.
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3.5.1.2 LA Learning

The LA learning strategy was implemented based on [9], and the results compared with the
UA approach. A subset of the entire dataset with the load value, TCPSCK, fixed and more
than 500 samples is obtained. In order to maximize the number of train samples that can be
used for the LA learning, the top subsets with the most samples within them is used. The
dataset is then split using the validation set method with 60% of the dataset in the training
set, and 40% in the test set. For each of the LA algorithms, the CV procedure described
above is employed to determine the best A value. The LA strategy learns a set of weights for
each value of the load signal. By learning different models for each load value, the models
removed the conditional dependence on the load in each of these sets of data and reduced the

computational complexity of learning them.

3.5.2 Packet Count Prediction Using the Periodic-Load Trace

The comparison between the LA and UA models begin by considering packet count prediction
using the set of features from the periodic-load dataset. As a comparison to the UA algorithms,
a demonstration of the effectiveness of LA learning using LR, RR, the LASSO and EN, by
explicitly modelling the effect of the load on the learning algorithms is shown.

Considering the high-dimensional space of the dataset, the authors of [8] had proposed
subset selection as means to reduce the variance in the predictor performance. Variable
or feature selection [210], also known as subset selection, involves selecting a subset of
explanatory variables from which to construct a regression model. This approach facilitates
understanding causal relationship between explanatory variables and response variables. The
use of subset selection can also reduce the time and costs of gathering data and estimating
the values of model parameters. Furthermore, the predictive performance of regression

models can be improved since overfitting is mitigated with subset selection [211]. The thesis
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examines the effects of subset selection on learning and prediction performance for both the
UA and LA learning approaches.

The LA learning approach assumes that system statistics, along with any learning models
that can be learned from them, will change over time as the number of users accessing
video content changes. Learning algorithms that are able to capture this effect will do better.
However, it does not automate the selection of the learning algorithm. In the experiments on
packet count prediction, the thesis investigates the problem of parameterization of learning
algorithms. Precisely, it addresses the problem of automating the choice of the learning
algorithm via the EN model. The UA learning discountenances the load effect and proposed
subset selection as an alternative.

For the LA case, the LASSO was less sensitive to the selection of A than for the UA
case. This was due to the LASSO’s tendency to turn off components, making its tuning more
sensitive to changes in load. There seems to be more influence of the system load on the
choice of best A value in the UA case than the LA case. However, it is encouraging that when
LA data is used, LASSO is easier to tune. In both the UA and LA cases, the best value of
A for RR was approximately the same. This can be explained by the fact that RR turns on

many coefficients, so as the load changes, so does the sensitivity to A.

3.5.3 Packet Count, VFR and ABR Prediction Using Both Traces

In the extended experiments on LA versus UA learning, both datasets are used in all experi-
ments described in this section. The effectiveness of the LA model is explored using both
traces. The performance of the UA models are compared with the LA models for LR and
the shrinkage methods: RR, LASSO and EN. The performance of the best performing linear
method, EN is then compared with a non-linear ML model, the RF. Finally, the performance

of the LA technique is analysed for both linear and non-linear ML models.
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The EN algorithm is trained using the LA method using the same CV procedures as the
UA models. The EN models are trained for each subset of data based on the TCPSCK values.
Then, the EN model is trained via the UA technique to predict the VFR, ABR, and packet
count. These models are referred to as Un-Adjusted Elastic Nets (UA-EN). With the same
number of samples as the UA-EN models, LA models are trained to predict the same target
video QoD metrics. These models are referred to as Load-adjusted Elastic Net (LA-EN)

models .

3.5.4 Evaluation Metrics

All models are evaluated in terms of two accuracy measures. The first is the Root Mean

Squared Error (RMSE), which is computed as

1 n
,/;Z(y,-—mz. (3.11)
i=1

The best model is the model with the lowest RMSE. The second measure is the R-squared
which is essentially a statistical measure that explains the goodness of fit of our regression
models. R-squared achieves this by comparing our regression models with a baseline model,
one which is simply the average of observed responses of the dependent feature. The
R-squared is computed as

SSE

R*(%)=1- <57 < 100, (3.12)

where the Sum of Squared Errors (SSE) in our model is computed as

>3, (3.13)
i=1
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and, the Sum of Squared Total (SST) of our baseline model is computed as
S 2
> =37, (3.14)
i=1

and y; is the mean of the observed data. The model with the highest R-squared value is the
best, and a model with an R-squared value of 1 is a perfect model. In this thesis, R-squared

values are reported in percentages.

3.6 Results

This section discusses the results of the LA and UA experiments. The results demonstrate
that it is possible to parameterize learning algorithms and automate the choice of the tuning
parameter, A with the EN algorithm to boost the performance models learned using the LA
and UA techniques. With the EN model based on the LA technique, the thesis contributes
an adaptive learning algorithm, which improves the prediction algorithm’s performance by
modelling the effect of the system load. These results also provide evidence that shows that
subset selection alone does not improve prediction performance. Furthermore, this section
also presents the results of the LA versus UA learning approaches using both linear and
non-linear ML models. The evaluation results of the LA technique versus UA learning is
reported for different test scenarios, namely the flash-crowd and periodic-trace patterns. The
LA models record superior performance compared with the UA models. In general, the thesis
adopts the naming convention of "Learning Technique-ML Model Name" in referring to the
LA and UA ML models. For instance, LA-RR refers to the ridge regression model learned

via the load-adjusted technique.
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Table 3.2 The results of the LA versus UA learning using the ML models is shown. The LR
algorithm offered the worst performance and is not listed here. The poor performance of the
LR estimates motivated the study of the shrinkage methods.

Model LA-RMSE UA-RMSE

Ridge 28.49 30.74
LASSO 28.46 29.85
Elastic Net 28.36 28.53

3.6.1 Packet Count Prediction Using the Periodic-Load Trace Results

In Table 3.2, the results of the RR, the LASSO and the EN are presented for both the LA and
UA algorithms on 20000s of test data. The RMSE is better for all algorithm predictions if
the algorithm is LA (bold font in table).

The majority of y values lie between 20 and 100 packets/s. The LA-RR estimates
are approximately 2 packets/s better than the UA-RR based estimates. The prediction
performance gain achieved by the LA-RR over the UA-RR is = 10%. The best performance
is obtained with the EN algorithm in both the UA and LA learning. RR performs the worst.
Based on these findings, the LA learning technique improves client video quality metrics
prediction.

In order to provide some context on what a RMSE of 28.36 means for this QoD metric,
Fig. 3.3 provides an illustration of the accuracy of the LA-EN predictions of the packet count
compared with the true packet counts. LA-EN makes better predictions when the packet
count is low, when the TCPSCK is high; and it makes 2 packets/s better predictions than UA
learning.

The improvements in prediction are significant because service level agreements that
guarantee the desired levels of packets/s should be delivered to clients may be affected by
the wrong predictions.

To determine if load-adjusting the data or performing subset selection explains the

improvement in performance, the effect of subset section is evaluated on the LA learning.



86 Predicting Video QoD with the Load-Adjusted Learning Strategy

5004 —~" True
—=—- Predicted (LA-EN) I
|
i |
400 1 I
I
I
€ I
3 300 - ' I
o I N ¥ j '
9] | I |
S i F i
5 200 b " N
[ 1 ]
! ] | N TR L3 g B
20 TIANAR N Y T I
ol i 1 >|‘1‘|‘ ! ' 1
od " 2 R 1
0 500 1000 1500 2000 2500 3000 3500 4000
Time, s

Fig. 3.3 The accuracy of the LA-EN prediction is compared with the true packet count, y.

Table 3.3 provides a comparison of the performance of LA learning alone versus LA learning
with subset selection applied to the features. The EN, the best performing learning algorithm,
is used in these experiments. The table lists the results for predictions when the TCPSCK
on the system is 30, 40, 50, 60, 70, to illustrate how the predictors behave under various
loads of the system. The results show that LA learning without subset selection performs
better than LA learning with subset selection. LA learning produces packet count predictions
which are 2, 7, .1, 5, and 5 packets/s more accurate than when LA learning is combined
with subset selection for successive load values. These results are also evaluated using the
adjusted R-squared score, which shows that these gains in performance are not due to the
measurement method. A higher adjusted R-squared score indicates better performance than
a lower one. The performance gain achieved by LA learning compared to LA learning

combined with subset selection is confirmed by the adjusted R-squared score.
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Table 3.3 RMSE, R Squared (in percentages) for LA versus LA with Subset Selection. LA
learning without Subset Selection offers better predictions.

Load-Adjusted LA & Subset Selection

Load Values RMSE R?> RMSE R?
30 3843 712 40.11 69.20
40 2548 6440 3273 42.10
50 2420 4220 2434 37.70
60 19.15 4790 2461 2.30
70 1891 4340 23.46 4.20

3.6.2 Performance Evaluation of Packet Count, VFR and ABR

Predictions Using Both Traces

This section compares the performance of the four linear models, namely LR, RR, LASSO
and EN using the baseline or UA approach as described in [8] and the LA models. The
best-performing linear model, the EN model is then compared with the RF algorithm. Finally,
an evaluation of both models using both the periodic-load and flashcrowd-load datasets is

provided for both the UA and LA learning techniques.

3.6.2.1 Comparison of the Linear ML Models Using UA Learning

Table 3.4 lists the performance of the linear models LR, RR, LASSO as well as the EN on
the test data for the periodic-load and flashcrowd-load traces using the UA technique.

For both traces, the EN model gives the best result out of all four linear models. The
RMSE for all three metrics predicted is the lowest for the EN, and R-squared is also the
highest for the EN models (bold in table). For all three target QoD metrics, the EN performs
similarly to the LASSO and the LR for both traces. However, the EN is the most accurate due
to its ability to adapt the loss function based on a data-driven approach, which overcomes the

limitations of LASSO. The EN model performs well in both traces, but offers lower RMSE
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Table 3.4 RMSE, R Squared for Video Frame Rate, Audio Buffer Rate and Packet Count for
UA Models. For both traces, Elastic Net produces the best RMSE and R Squared results for
the linear models (bold font); Random Forest produces the best results (bold font) out of all
models evaluated.

ABR VFR Packet Count

Un-Adjusted Method Model RMSE R*> RMSE R*> RMSE R?
Periodic-load Trace Linear Regression ~ 14.75  42.01 3.27 63.34  28.09 82.63
Ridge Regression ~ 16.70  28.99 3.31 58.58 2876  80.36

LASSO 14.19  53.30 3.18 63.80 28.09 8298
Elastic Net 14.03 55.28 2.99 6420 2582 83.63
Non-linear Random Forest 4.42 95.44 1.95 84.58 22.74 87.59

Flashcrowd-load Trace  Linear Regression  11.26  63.20 2.67 73.82  29.73  85.03
Ridge Regression 11.96  58.48 2.73 72.67 3149 84.13

LASSO 11.36  63.16 2.66 7427 29.74  85.56
Elastic Net 11.17 64.37 2.62 7476  29.64 85.93
Non-linear Random Forest 4.76 94.37 2.09 84.70 25.53 89.63

values for the VFR and ABR QoD metrics using the flashcrowd-load trace. This may be
due to the spiky nature of clients joining and leaving the streaming session in this data. The
worst prediction perfromance for all UA linear models is offered by the RR model. Table 3.4
shows the performance of the RF algorithm using the UA approach for both load traces. The
RF algorithm offers a significant improvement in RMSE and R-squared compared to the EN.
The RF performance gain indicates that non-linear methods perform significantly better than

linear methods, as evident from the results.

3.6.2.2 Comparison of the LA ML Models with UA Models

Table 3.5 lists the results for the EN and RF models learned using the LA and UA approaches.
For both periodic-load and flashcrowd-load traces, the LA models for EN and RF outperform
the UA models across all three target video QoD metrics. In both load traces, LA-EN
estimates indicate improvements of over 5 audio buffers/second over UA-EN. For both load

traces, LA-EN estimates for VFR and RTP show similar improvement.
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Table 3.5 Load-Adjusted Technique Versus Un-Adjusted Technique; LA techniques offer
better estimates than the UA approach for both traces. The RF produces more accurate
predictions than the EN using the LA technique.

ABR VFR Packet Count

Trace Method RMSE  R? RMSE  R? RMSE  R?
Periodic-load Load-Adjusted-EN  12.03 6584 3.08 66.54 30.51 83.64
Un-Adjusted EN 12.10 5753 328 6336 3647 73.16
Load-Adjusted RF 646 9252 179 86.66 2829 84.29
Un-Adjusted RF 949 7289 2.11  85.68 33.62 80.62
Flashcrowd-load Load-Adjusted EN 838 8494 220 8582 2394 80.32
Un-Adjusted EN 979 6504 271 7884 25.66 7433
Load-Adjusted RF 412 9711 1.88 89.09 20.55 87.57
Un-Adjusted RF 440 9407 1.89  78.89 2955 82.11

For the LA technique, the RF algorithm is more accurate than the LA-EN. The LA-RF
model shows a big improvement in predictions. A comparison of the packet count prediction
to illustrate what the RMSE values imply is provided. The LA-RF estimates for the packet
count metric using the flashcrowd trace indicate values between 90 and 449 packets/s. The
UA-RF estimates for the same trace range between 8 and 347 packets/s. The true RTP values
lie in the range of 83 to 545 packets/second. When expressed in percentages, the average
improvement in prediction performance is = 50% to 60% better using the LA-RF learning.

In general, it is observed that the LA models for the flashcrowd-load trace offer better
predictions compared with the periodic-load trace. This is interesting to note as training the
prediction weights conditional on the load seems to be able to handle the spiky nature of

clients joining and leaving the stream.

3.7 Efficient Resource Management with the LA
Technique

Resource management involves managing the key network resources, such as switches,

routers, processors, memory, disks, etc. These resources are used independently or in
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combination to provide services over a network. To implement a specific function or service,
service providers can choose to provision a minimal predetermined set of resources. However,
predicting is difficult, as both over- and under-estimation can result in low utilization and
revenue loss. As a result, predicting demand and dynamically provisioning and replenishing
resources so that the network is resilient to variations in demand for services is a fundamental
challenge in resource management. Learning ML models for a video streaming session
conditional on the load on the system via the LA technique can enable a network manager
understand the health of the network for a preset number of users. This information can be
useful for either knowing when to provision more server resources or when to reduce the
server resources depending on the number of users involved in the streaming session. In this
section, the thesis investigates the role of how the LA learning technique can enable efficient
resource management.

Integrating elasticity in video delivery systems would allow the delivery infrastructure
to adapt to shifting workloads in today’s cloud environments. This allows the system to
autonomously decide when to allocate and de-allocate resources at any given time in order to
match the requests for the system with available resources. This section explores how the
LA technique can be used in a feedback control system to detect or predict when there is
a change in service demand. This service change point could be the point or time interval
when the system detects anomalies or increased requests for system resources. One question
this section seeks to answer is this. If we know that the system load has doubled, can we use
this information to improve the delivery system? To demonstrate this, the LA-EN model is
adopted which allows the automation of the regularization parameter suitable for predicting
the video quality conditional on the load.

A demonstration of what happens when the server load increases for the video delivery
system shown in Fig. 3.4. The packet count recorded at the client device for 100 seconds for

the server load value, K, for 30 and 60 users is shown in Fig. 3.4, R1. In R2, the same plot
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Packet Count for Server Loads, K=30users and K=60users
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Fig. 3.4 The packet count delivered to the client for server load value, K=30 and K=60 users
recorded for 100 seconds is shown in Row 1. There is drop in the packet count when the K
value doubles. I demonstrate this drop in video QoD in Row 2.

for the K values of 30 and 60 users recorded for 100 seconds each is shown. It is evident
from Fig. 3.4, R2, that there is a drop in the received packet counts delivered to the client
devices. This is due to the strain for the server resources in this shared environment. Fig. 3.4,
R2 illustrates a plot of the recorded packet count showing the transition from when the server
load is K=30 to K=60 to demonstrate the drop in the video QoD. The mean packet count for
K=30 users and K=60 users is ~ 208 packets/second and 80 packets/second respectively.
Using the EN ML model, the thesis examines the performance of the LA technique for
a specified number of users; for example, when the server load, K is 30. The scope of the
LA models in detecting when the load on the server doubles is investigated. For instance,

if the number of concurrent users viewing a video streaming doubles from K=30 to K=60,
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Packet Count for Server Loads, K=30 to 35 users and K=60 to 65 users
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Fig. 3.5 The packet count received at the client for server load value range, K = 30 to 35 users
and K = 60 to 65 users captured for 200 seconds are illustrated. The packet count delivered
to the client is better when there are less number of users. As the streaming sessions increase,
there is a drop in the video QoD.

over a time interval, can this enable accurate prediction of the video QoD including detecting
the transition stage? Given that this is possible, this information could be used in enabling
auto-scaling of the cloud resources in order to handle the surge in requests. An infrastructure
of this nature enabled by the LA models would prevent the degradation of the received video
stream at the client devices that may arise as a result of interference from other users.

To investigate this, a feature set with the packet count for the load values, K of 30 - 35
users and 60 - 65 users is extracted. There are 8385 observations and 6323 observations for
the 30 - 35 users range and the 60 - 65 users respectively. In Fig. 3.5, a plot of the video
packet count received at the client devices for the load value ranges of 30 to 35 users and
60 to 65 user sessions is shown. There is a significant reduction in the video packet count
received at the client devices as the number of streaming sessions increase.

The evaluation begin by first fitting the LA-EN model to the two datasets. Both models
are evaluated using a validation set method with a 60-40 training-test data split. Using a

grid of alpha values ranging from [0.0001, 0.001, 0.01, 0.1, 0.3, 0.5, 0.7, 1], CV is applied
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Table 3.6 The results of the LA-EN model for the 30 - 35, 60 - 65 user ranges, and the
time-varying combined trace are shown. The LA-EN model RMSE values illustrate the
accuracy in predictions.

Dataset LA-EN RMSE
30 - 35 users 38.06
60 - 65 users 16.95
Time-varying combined trace 26.93

to obtain the A values for the experiments. These values were used for training the LA-EN
models and for predictions. The original packet counts recorded for the 30 - 35 users and
the 60 - 65 users ranges are plotted against the LA-EN predictions in Fig. 3.6. The LA-EN
model accurately approximates the actual packet count observations recorded at the client
devices.

To investigate the efficacy utilizing the LA technique to make resource allocation and
management decisions, an examination of the performance of the LA-EN model for a time-
varying dataset where the packet counts recorded for the 30 - 35 users transition to the 60 - 65
users range is carried out. The questions of interest here are: (1) Is it possible to rely on the
LA-EN automatic parameterization to gracefully handle the transition from a region where
there is less demand for the system resources to a moment where this suddenly doubles? (2)
Does the learning function adaptively respond to these changes especially around the time
intervals leading to and following the increased demand for resources?

To investigate this, a combined dataset comprising of the 60% training splits from the 30
- 35 users range and the 60 - 65 users range is generated. The remaining 40% test data is used
for predictions. The same grid of alpha values described above for learning the A values for
the combined dataset is utilized here. Table 3.6 lists the performance of the LA-EN learning
algorithms for the 30 - 35 users trace, 60 - 65 users trace and the combined time-varying

dataset of both traces.
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Packet Count for Server Loads, k=30 to 35 users
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Fig. 3.6 The LA-EN predicted packet counts for the 30 - 35 users (R1) and 60 - 65 users
models (R2) are plotted against the actual observed packet counts. The LA-EN model
predictions accurately approximates the original recorded packet counts.

The actual packet counts for the time-varying trace lies in the range 51 to 370 packets/s.
The LA-EN predictions realized for the dataset lies in the range 38 to 296 packets/s. The
R-squared score for the data, which is a measure of the fit of the LA-EN regression model to
the observed time-varying trace is 87.10%. Both metrics demonstrate the accuracy of the
LA-EN model in adaptively learning the time-varying change in resource demands. In Fig.
3.7, a plot of the accuracy of the LA-EN model predictions for the time-varying combined
trace is shown to understand what an RMSE of 26.93 and an R-Squared score of 87.10%
means. The original packet count recorded for the time-varying trace is compared with the
LA-EN model predicted values. The mean true packet counts when there is less demand for

the system resources, i.e., the 30 - 35 users region is 191 packets/s. The mean true packet
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count when the demand increases to double the amount, i.e., the 60 - 65 users region is 133
packets/s. The mean LA-EN packet count predictions are 187 packets/s and 131 packets/s
for the 30 - 35 users region and 60 - 65 users region respectively. The main point observed
here is that the LA-EN predictions are much better during increased levels of demand. This
accuracy in predictions is crucial as a misprediction would impact service level agreements
that guarantee the expected video QoD. In Fig. 3.7, it is observed that there is a spike for the
original packet count at timestamp 18s; the LA-EN model accurately tries to approximate
this peak. The original packet count value at this point is 370 packets and the LA-EN predicts
296 packets. The prediction is off by 74 packets.

Let us examine the time intervals leading up to the transition and following the transition
point from 30 - 35 users to 60 - 65 users requesting the system resources. A focus here
is on the five time indices leading up to the transition point; and the five time indices
following this transition point. The true packet count corresponding to these time intervals
are : [136.97, 254.46, 186.18, 212.08, 116.12, 68.52, 65.91, 60.10, 79.72 and 100.44]. The
LA-EN predictions for this time interval is [155.74, 244.93, 217.23, 169.82, 146.60, 71.21,
70.51, 65.48, 72.60 and 86.44]. The mean true packet count for this time period is 130
packets/s. The mean LA-EN predicted packet count realized is 128 packets/s. The predicted
values are just off by 2 packets.

The thesis results have given evidence that the LA-EN automatic parametrization is able
to realize accurate predictions of the received packet count for cases when the server demands
increases. It has shown that by load-adjusting the EN model, it is achievable to accurately and
adaptively respond to the changes in the system without a need to provision extra resources.
The thesis posits that owing to the limited server resources, there may be cases that may
require integrating service elasticity in cloud environments. The ability of the LA-EN model
to capture points of transition from low to high service utilization makes a case for integrating

this model with an auto-scaling facility or a feedback loop as proposed in [82]. The gains of
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Fig. 3.7 The LA-EN model accurately predicts the time-varying load for 30 < K < 35 which
doubles to 60 < K < 65. The packet count predictions are plotted against the true packet
counts. The LA-EN model predictions accurately approximates the original recorded packet
counts.

integrating service elasticity with the LA technique can aid in preserving and maintaining
the agreed service agreements. More so, the ability to adaptively handle increased loads may
be advantageous over a given time interval up to a known resource threshold. Beyond this
threshold, the output from an adaptive LA-EN framework can serve as input to initiate or
provision resources at times of increased system utilization. This technique would help avoid

over-provisioning the system resources which could lead to a waste of resources.

3.8 Key Advantages of the LA Learning Technique

Predicting client video QoD metrics using the statistics of the streaming server assumes no
detailed knowledge of the system is required for modelling the learning process. This has
the advantage of enabling a network manager to provision the predictor without significant
supervision or set-up. The results shown in this chapter are relevant to the networking

community. The authors of [212] evaluated monitoring of the quality of a compressed video
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transmitted in a lossy packet network using only bitstream measurements from the standpoint
of a network service provider. In their study, they utilized Mean Squared Error (MSE) as an
estimation of video quality. They investigated three different techniques for MSE estimation:
NoParse (NP), QuickParse (QP), and FullParse (FP). The FP method calculates the effects
of packet loss on video, whereas a QP method is only concerned with calculating the video
bitstream quality; as a result, the QP method requires less computation time than a FP method.
The NP method estimates MSE based only on network-level measurements. The authors
concluded that the FP was the most accurate method. It is possible that no measurement may
be available for in-network video quality estimation in practical network system spanning
multiple ISPs over a large geographical area, except for packet loss rate and bitrate. In such
cases, the NP may be the viable option. The LA approach, however, can learn the client
video QoD without having to know too much about the system or the video itself, by using
device statistics of the server(s) delivering the video resources.

In a novel approach, this chapter investigated how the LA-EN models could be applied
to training data to boost performance of (1) baseline UA learning approaches and (2) LA
algorithms with subset selection. Using adaptive methods based on the EN model, the
analysis carried out in this chapter provided evidence demonstrating the efficacy of the
LA-EN technique in different network conditions. The LA approach is computationally
cheaper than the UA learning. The proposed ML models investigated in this chapter, namely
the LA-EN, LA-RF, LA-RR and LA-LASSO, all have lower computational requirements
compared with the UA equivalent models. The LA models learned separate models for the
different load values, eliminating the conditional dependence on the load within each set of
data and reducing computational complexity. This way, the models improved the prediction
accuracies of the UA methods. It is of note that the original LA models based on the LR
model are computationally cheaper than the models contributed in this chapter. However, the

chapter contributions investigated the LA technique using a range of ML models different
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from those proposed in [9, 51, 176, 203] and also considered a number of different QoD
metrics. The thesis also contributed extended results showing the efficacy of the LA technique
using a range of linear and non-linear ML models. The results presented in this chapter
demonstrated that the LA models are able to record similar performance gains for other QoD
metrics other than the packet count QoD metric. These results highlight the superiority of
the LA over the UA models in all these scenarios.

Furthermore, a baseline method taken in the literature to reduce variance in predictive
performance is to examine the feature set via subset selection. The variance could be
attributed to the poor condition number or low rank of the feature set matrix used to learn
the prediction coefficients. To improve prediction, the authors of [8] initially used the full
set of infrastructure statistics which included device statistics from the cluster and network,
and then successively reduced it. They failed to specifically account for the changing load of
their system in their subset selection methodology. The shrinkage method is another way to
boost the predictive performance. Some examples of shrinkage methods are RR, LASSO
and EN. The results from the evaluations here suggest that subset selection may not be the
best method to improve predictions from regression algorithms. By load-adjusting the data
based on the system load, it has been shown that the prediction performance of the regression
algorithms can be improved at no additional data or computational cost. Most notably, this
chapter contributes a novel approach using the EN to automate the choice of the A to speed
up the learning process.

The chapter has demonstrated how the LA-EN learning model can be used to handle
periods of increased demand for server resources. This framework can be used to initiate
auto-scaling in the cloud, service elasticity and integration of a feedback loop. The LA-EN
framework can be used as input to enable auto-scaling of resources in a reactive or proactive
manner. The LA-EN framework can be used as an input to a queue management model to

initiate resource provision for the server. The accuracy of the LA-EN model in cases of
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increased demands can be reverse-engineered to learn the load on a cluster of distributed
servers. This can allow the network manager to accurately estimate the optimal number of
resources that must be allocated to satisfy the predicted demand in order to optimize the
service response time and reduce over-provisioning. The network manager can use this data
to determine the appropriate number of resources required to meet the projected demand,

allowing for faster service response times and less or no over-provisioning of resources [213].

3.9 Conclusion

Using a load-adjusted learning strategy, this thesis chapter presented a method for enhancing
QoD metric predictions. This method based on the LA-EN model automates the process of
choosing the regularization technique for linear shrinkage methods used for QoD predictions.
It was demonstrated that the EN algorithm delivers the best prediction performance among the
LR variants using the baseline UA approach. In this chapter, the results from the evaluations
provided evidence that the LA learning algorithm enhances UA prediction performance
for all three metrics studied, namely: VFR, ABR and packet count evaluated under two
different network or test conditions. The chapter provided extended results demonstrating
the efficacy of the LA learning technique using non-linear, ensemble ML models such as the
RF algorithm. The chapter results showed that the LA-RF models improved the results of
the LA-EN under the two test conditions. The LA-RF and LA-EN predictions both show
superior performance compared with the UA ML models. For instance, the LA-RF and
LA-EN models offer ~ 10 packets/s and 7 packets/s improved predictions respectively over
the UA equivalent models. It was also demonstrated that subset selection alone does not
offer improved predictions compared with the LA models; they decreased the accuracy
of the predictions. These findings are interesting to practitioners because they show that

off-the-shelf techniques may be enhanced and automated without the need of additional data
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sources, which is important given the growing dynamicity of current service delivery and

host infrastructures.



Chapter 4

Codec-aware Network Adaptation Agent
Model

HIS chapter introduces a novel online lightweight learning framework, Codec-Aware
T Network Adaptation Agent (CNAA), a model able to serve as a QoD predictor, and
as a network state classifier. The CNAA predictor model achieves accurate predictions of
jitter, a QoD metric, for adaptive video services. This it does by using the available network
information in the presence of congestion and adaptive codecs. The CNAA model is also
able to estimate the network state by utilizing the predictor model estimates. A description of
the network test-bed is provided, followed by an experimental analysis which describes the
evaluation procedure of the proposed ML learning model. The CNAA model is first evaluated
by collecting QoD data for a target video client from a six router networking test-bed where
video is transmitted across a shared infrastructure with varied levels of interfering sources that
induce congestion. Secondly, the CNAA model is then evaluated using QoD measurements
collected from a real-world network topology obtained from the SNDIib [214] using a SDN
emulator. Based on the results, some further directions are suggested in the context of a

feedback loop in an SDN environment, able to initiate a path re-routing in the face of network
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disruptions or link failures. The contributions proposed in this chapter can be applied at any
point within the video delivery system either in an online or offline manner. For example, a
video service provider may choose to predict the video QoD within their own infrastructure
or at edge locations; a network manager may utilize the the combined video QoD predictor
and network congestion level classification models to help initiate remedial and corrective

actions in poor network conditions.

4.1 Motivation and Problem Statement

Integrated network monitoring and network state classification tools are critical to network
managers to help in resolving network problems on a timely and proactive basis. This
is because to effectively manage networks, they need to be in a position to predict the
network behaviour [215]. This is not a trivial issue as most applications do not support
QoD integration which might have some negative impacts on their solution [5]. Since the
architecture of the IP network was not designed for real-time services like video streaming,
there are many factors that can influence the final QoD. Common video QoD metrics include
latency due to packet delays arising from transmission delay (the time it takes to send them
across communications links), processing delay (the time it takes each network element
to handle the packet), queueing delay (waiting the packet to be handled), packet loss and
throughput [216]. The need to understand latency characteristics of networks and devices
has become even more critical with the increased use of delay-sensitive voice and video
traffic over IP and Ethernet networks. Characterizing the temporal performance of a network
requires measuring latency and jitter [217]. According to RFC 4689 [218], jitter is the
absolute value of the difference between the forwarding delay of two consecutive packets
that belong to the same stream. For interactive or multimedia services, estimating packet
delay variation is critical as this variability impacts signal reconstruction at the receiver.

It is common for end-user devices and applications to be able to tolerate jitter. This is
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normally achieved by buffering the data flow and designing processing algorithms in order
to compensate for slight changes in latency between packets. These buffers are essential
to the proper functioning of packet networks, but excessive, poorly managed, and poorly
coordinated buffers create excessive delays [219].

Network congestion impairs video delivery and results in variations in jitter [220], both
of which are problematic for real-time video applications [10]. The basic architecture for
video streaming systems consists of two major components: a codec for encoding the video,
and a transport protocol for transmitting it. The video codecs estimate the capacity of the
network so that the video data can be compressed adaptively according to the available
network capacity [11]. The estimated network capacity may change instantaneously, which
may lead to capacity under or over utilization, video stalling ultimately degrading the video
quality [221].

This thesis chapter contributes the CNAA learning framework, a lightweight online
ML-learning engine that achieves accurate QoD metric estimation of jitter statistics. It
achieves efficient and accurate network monitoring for adaptive video codec sessions. By
modeling the behaviour of the video codec deployed by the server, the model achieves
responsive, in-network learning. The main goal of this chapter is to demonstrate that the
network conditions are valuable sources of information that can be incorporated into the
ML learning algorithms to achieve accurate QoD metrics predictions for video services.
The CNAA learning framework comprises of a predictor model and network-state classifier
model. The CNAA predictor model introduced in this chapter incorporates the underlying
effect of congestion and the adaptability of codecs in its learning engine to demonstrate
how learners must incorporate these network dynamics to achieve accurate predictions of
jitter. Considering the fact that the video codec already estimates the level of congestion in
the network and adjusts its playout to meet network conditions, the technique provides a

representation of jitter (i.e. the CNAA network-state classifier model) that models how the
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Fig. 4.1 The role of the CNAA agent in the network prediction and monitoring ecosystem.
The learning function incorporates network dynamics which are caused by congestion and
codec behaviour in QoD prediction and parameter estimation. The estimated parameters
are then used as inputs to generate tree-based models for network-state classification of the
service. The model includes network state change-point detection which, practically could
be used to initiate a remedial action.

codec behaves under different levels of congestion (interfering network users). This method
of estimating the adaptation of the codec makes it possible to detect changes in network
congestion as the network conditions vary. The effect of the codec adaptation on jitter is
expressed in three parameters: its period, its base, and its decay rate. Fig. 4.1 illustrates the
purpose of the proposed in-network learning agent, CNAA. A summary of the contributions

of this chapter is as follows:

* A new model for estimating jitter is introduced which is suited to the case where the
delivery system uses an adaptive video codec. The results from the CNAA predictor
model shows that it achieves better prediction performance when compared with some
baseline approaches. The performance gain of CNAA was achieved by leveraging the

information in the network;

 This chapter contributes a network-state classifier model which models the codec
behaviour in the presence of interfering network users. The output of the CNAA

predictor model is fed as inputs to the network-state classifier model which then uses



4.2 Network Test-Bed 105

Off-the shelf classification algorithms. The results from these analysis demonstrate the
effectiveness of this approach which records classification accuracies of approximately

80% to 90% accuracy.

* This chapter demonstrates that the CNAA classifiers achieve service change-point
detection with an accuracy of 80% to 95% and a responsivity of 89% and above when

the congestion levels are changing from 7% to 1.7% per second.

The rest of the chapter is organized as follows. Section 4.2 describes the laboratory and
SDN network test-bed implementation used to evaluate the models proposed in this chapter.
In Section 4.3, a description of the CNAA model is presented. Section 4.4 describes the
parameter estimation process for the CNAA jitter model. Section 4.5 describes the CNAA
predictor model fitting process. Section 4.6 provides some background on the ML techniques
used in this chapter. Section 4.7 describes the model fitting for the baseline ML models. This
section benchmarks the performance of these baseline models with the CNAA model. In
Section 4.8, an evaluation of the efficacy of using features of the CNAA jitter model for
network state classification is presented. Finally, the chapter conclusions are presented in

Section 4.9.

4.2 Network Test-Bed

In order to test the proposed CNAA method, the model evaluations are based on both a labo-
ratory physical test-bed and on SDN network topologies using the Mininet network emulator
[222]. This section describes the network topologies from which QoD measurements were

extracted to evaluate the CNAA predictor and network state classifier models.



106 Codec-aware Network Adaptation Agent Model

4.2.1 Laboratory Network Implementation

Fig. 4.2 shows the laboratory network set-up for a video streaming session between a server
and a client machine. The server is connected to the client using six Cisco 2911 Integrated
Services Routers (ISRs), R1, R2,..., R6. The server and client machines are 64-bit Windows
7 machines. To match observations from the server and client, both clocks are synchronized
using the Network Time Protocol. Jitter measurements, x[n], are taken using Wireshark from
the client machine. The server machine streams the "Big Buck Bunny" mp4 video, (= 10.34
minutes long) with the VLC player to the client machine, using RTP. In separate experiments,
the transcoding of the pre-encoded video files is set to either H.264 or H.265.

To evaluate the efficacy of the proposed learning algorithm, the following steps are taken:

1. During the streaming session, routing changes are initiated so that the video stream is
forced to switch paths between paths offering the most bandwidth, i.e. the connections
over the Gigabit Ethernet (GE) links (1000Mbps) and paths offering lower bandwidth,
the Fast Ethernet links (FE) (100Mbps) and the serial links (64kbps);

2. Using the Ostinato Packet Generator [223], some additional background interference
congestion is introduced by injecting bursts of interfering UDP traffic over the GE

interface of the router, R2, to a GE interface of R6.

A series of time-varying periodic falling exponential curves are represented in Fig. 4.3 as
a result of the codecs’ adaptive responses to network congestion. Each of the time series data
shown in Fig. 4.3 has a periodic component. Additionally, they decay exponentially during
each of these periods due to the video codec’s behavior. Video playback is tailored by the
codec based on what it understands about the network conditions. The codec uses estimates
of the network capacity to decide what levels of compression to apply during transcoding of
the video data. By doing this, the video server can adaptively relay the video stream to the

client device in response to changes in the network conditions [11]. As a result, each of the
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Fig. 4.2 A video server streams H.264 video over RTP to a streaming client over a topology
which consists of 2911 ISR routers. Different link technologies (Gigabit Ethernet, Fast
Ethernet and Serial) are used to create a range of different physical transport media, which in
turn cause variability in instantaneous jitter values. Ostinato is used to create congestion on
different paths through the network.

periods of the time series shows an exponential decay which corresponds to the time-varying,
periodic network transit times resulting from different congestion levels.

Using the H.264 codec, jitter measurements are collected for a 10.34 minutes run of the
streaming session. In this experiment, the streaming session is divided into three parts of
3.44 minutes (~ 206 seconds) intervals. During the first 3.44 minutes into the streaming
session, routing changes are invoked that force the video streams mainly through the GE
links. In the next 206 seconds afterwards, i.e. minutes 3.45 - 6.88 minutes, routing changes

are initiated that force the streaming session over the FE and serial links. In the last run, the



108 Codec-aware Network Adaptation Agent Model

600 1 |
| I ' | 1
m : : 1 = |
- 1
R H TR SRR \
u nhoo .|! 1 . R
g 200 - :?‘l n || I || “\:l. i‘l\ :lllh 5 =| "" ; ;\ :l‘ F‘ |||'“ 1 Ikl :\ ||l I‘l Iy |l|
= T T IS I My et g Dy oni gy e n
RN AT R N Ty 1\ "} TVANALE Y :‘"”' AT T
oL YRR UK RN RV AR \__..'J“\\:\l v\___|‘¢‘\|‘\,' ndw v RN W Y ey
0 500 1000 1500 2000 2500
_ 600,
1) 1 1
£ 400 |} “ 1 | ! 1
= 1 I! (] ' | v . 1 |
] n i fai } b h b|“l l no! i il AN
E T ST O T Ay Wi Voo
=200 g Ty gk g kl IV L e niy o R niy
HuLy n iy Hinh ! ni n Ll
LN NN N I VA WYY
0 T T T T
500 1000 1500 2000 2500

Time (seconds)

Fig. 4.3 In Rows 1 and 2, I illustrate the adaptive behavior of the H.264 and H.265 codecs
in response to network congestion. The maximum, minimum and mean instantaneous jitter
values in R1 and R2 are (650ms, 1.17ms, 107ms) and (750ms, 3.91ms, 126ms) respectively.

video stream traverses the serial links only. Ostinato is used to introduce these background
traffic for the entire streaming session.

The time series shown in Fig. 4.4, R1 illustrates the entire jitter measurement captured
during one run of the video streaming session. This figure is reproduced from [224] with the
permission of the authors. Three levels of congestion are experienced by the video packets
during this video session. R2 illustrates 200 jitter measurements which cover low, medium,
and high levels of congestion. The characteristics of the traces are similar to the ones shown
in Fig. 4.3. The characteristic nature of time series data which decays exponentially within
the periods can be seen from the plot. This is the result of the adaptive codec trying to match
playout with the observed network conditions. In addition, differing peaks of different parts
of the time series (in R2) can be attributed to buffering delays or out-of-order packet arrivals

[225], which in this case is due to different levels of background congestion.
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Fig. 4.4 Rows 1 (R1) and R2 illustrate traces depicting the adaptive behaviour of the H.264
codec in response to network congestion. The minimum, maximum and mean instantaneous
jitter values for the curve peak in R1 for the low congestion area (1 < ¢ < 3838ms) are
(12.18ms, 37.53ms, 23.89ms); times 3839 < ¢ < 7677ms represent the medium congestion
area with minimum, maximum and mean instantaneous jitter values of (15.73ms, 295.05ms,
125.81ms) respectively; times 7678 < t < 11514ms represent the high congestion levels with
minimum, maximum and mean instantaneous jitter of (27.61ms, 649.38ms, 254.79ms). R2
focuses on 200 measurements of observed jitter during low, medium, and high congestion.

HSThng

Fig. 4.5 The Abilene topology (LHS), connects eleven regional sites across the United States;

the Nobel reference network topology (RHS) originated from the European project NOBEL.
Both topologies were obtained from SNDIib.

4.2.2 SDN Network Topologies

In order to investigate the efficacy of the CNAA predictor and classifier models in SDN

environments, the Mininet emulator is used. Mininet is a container-based emulator that
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may be used to generate a realistic virtual network on a single system by running actual
kernel, switch, and application code. Fig. 4.5 depicts real-world network topology examples
produced from the SNDIib which are adopted for the evaluation of the CNAA models. These
SDN toplogies were adapted from the published works in [226, 227]. The Abilene topology,
(LHS), with 12 nodes and 15 edges is a real-world topology which consists of eleven regional
sites spread across the United States. The Nobel-US network topology, (RHS) with 14 nodes
and 21 edges have been chosen to represent the realistic core network topology. In each
topology, two hosts are set up as server and client, which are required to launch the video
streaming session. A random path with a length equal to the network diameter for each
topology such that the client and server hosts form the two ends of the path was selected.
The video streaming sessions between the client and server machines are established using
the VLC server as was the case in the laboratory set up. The Big Buck Bunny mp4 video,
transcoded using the H.264 codec was used for the streaming session.

Similar to the laboratory test-bed implementation, some interfering traffic is introduced
during the session. The Distributed Internet Traffic Generator (D-ITG) [228] was used
to create realistic packet-based network traffic by properly emulating real-world traffic
and existing Internet applications. Two additional nodes, H3 and H4 are attached in each
topology to serve as the traffic source and traffic receiver respectively. The introduction of
the background interfering traffic is automated with a script. The D-ITG traffic generator was
set up in a multi-flow mode with UDP flows having constant inter-departure time between
packets. The traffic flows start with 200 packets/s for about 3 minutes, then builds up to 500
packets/s for the next 3 minutes of the session. The remainder of the streaming session for the
10.34 minutes video file is set at 700 packets/s of interfering UDP traffic. This configuration
is chosen in order to generate three different levels of congestion as shown in Fig. 4.4. The

network jitter statistics are captured using the Wireshark network protocol analyser. Using
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the Linux traffic control! (tc) command, the bandwidth usage of a streaming session is limited
to 10MB, 15MB and 20MB in order to simulate a range of Internet connections.

The POX controller [229], a Python-based open source SDN controller, is adopted for
the video streaming sessions. The POX controller offers a range of APIs that can be used
to implement different network applications. POX is chosen because it is ideal for research
purposes, comes bundled together with the Mininet system, as well as convenient for quick
prototyping. Data plane elements are programmed using the controller’s instructions via
the standard OpenFlow protocol [230]. The NetworkX tool [231] was adopted to process
the network graph in the Mininet emulated topologies. NetworkX is a Python package for
examining the structure of networks, creating graphs, manipulating graphs and calculating
metrics, such as the shortest path between nodes.

Fig. 4.6, Row 1 shows a plot of an extract of the jitter time series data captured using the
Abilene topology with the bandwidth set to 10MB. Three levels of congestion are observed
for the time series data similar to the traces shown in Fig. 4.4 taken from the laboratory
test-bed. Similar to the traces taken from the laboratory setup, there is a periodic component
in each of the time series data across the three level of congestion captured from the SDN test-
bed. The jitter measurements of each time series shown in Fig. 4.6, R2, decay exponentially
during each of these periods due to the adaptive behavior of the video codec in response to
congestion. Finally, the respective jitter peak values, of the different regions of the traces
depicted in R2 differ, as shown in the lab traces. As noted earlier from the laboratory
measurements, jitter statistics can increase in response to buffered data or distorted packet
arrival times. In this case, this is due to the varying levels of interfering traffic or congestion

introduced in the network during the streaming session.

'https://tldp.org/HOWTO/Traffic-Control-HOWTO/intro.html
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Fig. 4.6 Rows 1 (R1) and R2 illustrate traces depicting the adaptive behaviour of the H.264
codec in response to network congestion for the Abilene 10MB topology. The plots in
R2 shows 200 measurements of the jitter measurements during the low, medium and high
congestion periods.

4.3 CNAA Jitter Model

This section presents the CNAA model for jitter prediction and network state monitoring. The
need for a new jitter representative model is made by highlighting the failure of traditional
linear ML models in estimating jitter given the characteristics nature of the traces. The
analysis in this section also shows that ML models based on moving averages fail to accurately
model jitter in these scenarios.

The mathematical formulation for the jitter time series, x[n], as proposed in [224] is
described. The authors divide the time series data into time component regions where the
jitter can be described by decaying exponentials. This process is represented with a synthetic
jitter time series illustrated in Fig. 4.7. In Fig. 4.8, the complete time series in Fig. 4.7 is
divided into its component parts. The amplitude for each function is captured by a rectangle

window, r[n], in this case, P time indices,
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Fig. 4.8 The composite parts that make up the synthetic jitter trace.

1, 1<n<P
r(n] = “4.1)

0, otherwise.

The authors of [224] demonstrate that each of the component decaying exponential shown in
Fig. 4.7 is centered at different time indices, so the rectangular window is shifted to capture

its amplitude. For time, 7, in the time series, x[n], the i-th decaying exponential is defined by

the window,
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1, wi+l1<n<wiy
rin—-w;] = 4.2)

0, otherwise.

The i-th region in the time series x[n] is represented by the set of observation indices,

Q;={w; <n < wiy1}. (4.3)

These regions are characterized by their respective periods. The period of the i-th region is

defined as

P,' = Wi — Wij41- (4-4)

The periods in each region of the jitter time series, changes based on the level of congestion

in the network (cf. Fig. 4.4, R2). The data is represented using the exponential function,

flnl=be™ n>0. (4.5)

The function, f[n] is its own derivative and any exponential b* can be written using the
Euler’s expression as b* = ¢¥1°2 % For the ith region, the peak of the amplitude of each f;[n]
is b;. The jitter data’s decay rate is represented by A;. The function is undefined for n < 0. In
each of the regions, €;, in the jitter dataset, a sub-dataset (with origin shifted time) is used or

a truncated decaying exponential of the form

rln—wi]bieti" ) ifneQ;
filn] = (4.6)

0, otherwise.

According to the authors of [224], it turns out that the jitter time series can be described by

the sum of segmented, decaying exponentials:
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M~

Jilnl, 4.7)

x[n] =
i=1

where I is the count of regions in the observed N samples of the jitter trace.
Using Equation 4.7, a model of a variety of the adaptive reactions of the video codec occurring
during the streaming session in response to time-varying levels of congestion in the network

can be realized. Equation 4.7 summarizes the jitter time series data with the feature set

{bi, i, Pi}, (4.8)

where the peak value b;, the decay rate, A; and the period P;, are the result of the adaptive
nature of the codec in response to different network conditions.

A summary of the interpretation of the feature set of the CNAA jitter model is as follows:

* b; - As the network transit times increases, the b value increases. We expect large b
values during times of high network congestion and vice versa. An increase in network

congestion is a result of increased network delays.

* A; - Large A; values lead to more rapidly decaying exponential curves. In situations of

low congestion, we expect the exponential to decay faster.

* P; - For high congestion regions, the period is large; and when the period is small, the

congestion is low.

4.4 Parameter Estimation

In this section, a description of the parameter estimation process for the model introduced in

Equation 4.7 is presented.
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4.4.1 Period Estimation with Auto-Correlation Function (ACF)

The period can be estimated using the Auto-Correlation Function (ACF) [232]. The ACF is a
common tool for detecting the period in a signal. It is a measure of the statistical dependence
between values of a time series data at different times, and summarises its time-domain
structure. ACF, also known as serial correlation calculates the similarity between time series
data as a function of the time lag between them. The ACF can be used as a tool for finding
repeating patterns, such as the presence of periodic signals in time series analysis. A periodic
signal’s ACF sequence usually has the same cyclic features as the signal itself. As a result,
the ACF is used to identify the existence and duration of cycles [233]. For periodic signals,
we expect the autocorrelation to peak when the lag, /[ matches the period. The time series
x[n] shows a trend as illustrated in Fig. 4.4. In order to obtain accurate estimates of the

period, the time series x[n] is denoised by applying a low-pass filter and removing the trend,

y[nl, = Ipi(x[n]),

X[n] < x[n] —y[n]. 4.9)

The smoothed signal is then shifted along a time lag and the correlation is computed. After a
certain time lag, the correlation spikes as shown in Fig. 4.9, R1. The peaks indicated by the

red circles in the figure reveal the periods, P; and the associated time lags on the x-axis.

4.4.2 Estimating the b and A

To estimate the model parameters for the ith region of the time series data, the model
parameters defined in Equation 4.8 are designated as b; and A; and P;. The following steps

are taken to determine these parameters:
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1. Using the most recent period estimate p, the start indices of about the last three func-
tions, f;[n] is located. The set of the starting indices are denoted as {®;_»[n], ©;—1[n], ©;[n]},

where i represents the index of the function in which the nth time index occurs.

2. Each function is separated and origin-shifted. Then, each individual curve is shifted
back to the origin, n = 0 using the starting indices. A fresh set of time indices is then
assembled 7i[n] so that the time indices of this time series is the same as the shifted

function.
3. A two parameter exponential model is used, x[n] = betlnl 1o estimate the parameters
b and A. A pair of values for the estimations of {x[n], ﬁ[”]}n@;@»,z is used.

To obtain a linear expression of x[n], the natural log of both sides is computed

logx[n] = logb + Ai[n] = $[n] = b + Ai[n], (4.10)

and introduce the notation $[n] = logx[n] and b = logb. The least squares objective is
minimized
&ln]

R 2
E= > (b+/lﬁ[j]—§)[j]) @.11)

J=0i-2[n]

by computing the partial derivatives of E with respect to b and A and setting them to

Z€10.

4.5 CNAA Predictor Model

This section describes the CNAA predictor model fitting process. To compare the perfor-
mance of the predictor model, some baseline ML models are trained using the jitter time

series data. The baseline models compared with the CNAA predictor model are LR, Simple
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Fig. 4.9 Precision of the CNAA Jitter Predictor Model. The CNAA predictions are plotted
over the true jitter values showing accuracy in the model’s estimations in R2. The plot in R1
shows the period detection mechanism illustrating the points where the peaks occur (or the
inflection points) signalling the period locations in the signal.

Moving Average (SMA), AutoRegressive-Moving Average (ARMA) and the Exponential

Weighted Moving Average (EWMA).

4.5.1 Split Data and Fit CNAA Predictor Model to Independent Curves

To examine the suitability of the CNAA predictor model, the first 100 samples from the jitter
time series is extracted. The first step is to figure out how long each curve in the dataset
lasts, i1.e. the period, P;. The ACF described in Section 4.4.1 is used to estimate the periods.
The next step is to split the data using the estimates of the period. Then, the single curve
fit is applied by shifting the data the to origin using the process described in Section 4.4.2
(Equation 4.11).

Fig. 4.9, R2 illustrates the accuracy of the CNAA predictions plotted against the true
jitter time series data. In R1, the plot shows the period detection process indicating the peak

or inflection points which illustrate the period time locations.
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Fig. 4.10 Prediction of the jitter measurements for time indices 60 - 65 will rely on the
captured jitter measurements for 41 - 60; the plot explores jitter predictions from historical
values which can determine instantaneous estimates of jitter.

4.5.2 Estimating the Parameters from Historical Data

The suitability of the CNAA jitter predictor model at estimating the jitter time series data
has been demonstrated. Next, jitter predictions from on historical jitter data is explored in
this section. As an example, if the task was to predict timestamps between 60 and 65 in Fig.
4.10, this could be achieved with a model that incorporates the timestamps from 41 to 60.
Here, an examination of an approach that is able to learn the model parameters for a range
of different jitter time series curves is explored. This section explores jitter estimation and
prediction models based on historical data values.

With this approach, some curves are overlaid on the time axis and the best fitted model
based on all data points is computed. Specifically, the parameter estimates could be used to
determine what the jitter estimates would be between 60 and 65. It is reasonable to assume
that the timestamps from O - 10, will reflect the current network conditions necessary to
predict the jitter statistics between timestamps 11 - 23. Additionally, the timestamps 24 - 30,
will provide information about 35 - 40. Fig. 4.11 illustrates a model fit obtained for three
curves superimposed on the time axis. The thick blue line corresponds to the fit obtained,

which includes the relevant information to estimate all jitter values.
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Fig. 4.11 This approach relies on historical data for parameter estimation and prediction of
model parameters.

4.6 Review of Baseline ML. Models

This section presents a review of the baseline ML models adopted for performance com-
parison with the proposed CNAA predictor model. The baseline ML models used in this
chapter include the LR (introduced in Section 3.4.1), the Simple Moving Average (SMA)
model [234], the Exponential Weighted Moving Average (EWMA) model [235], and the
AutoRegressive-Moving Average (ARMA) model [236].

The jitter measurements captured with WireShark as a time series is of the form: j =
(j1,J2,---5Jn), a sequence of data points measured in equally spaced time intervals, where
J: € R represents an element at time ¢ (r = 1, 2, ..., n), such that 1 <¢ < n (where n is the
length of the time series data). The task is to predict jitter at time ¢, j, using the ML models

introduced in this section.

4.6.1 Simple Moving Average (SMA)

Moving averages are a straightforward and widely used smoothing technique in time series
analysis and prediction. Calculating moving averages requires the specification of a window

size, or window width. This specifies the number or the size of the subset of actual observa-
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tions which will be used to compute the moving average value. The "moving" aspect of the
moving average refers to how the window indicated by the window width is shifted along the
time series to compute the new series’ average values.

It is calculated as the unweighted mean of the past k£ data points. For example, given the

time series data, j, the model is defined as

SMA, = Jn—k+l * Jn-k+2--- + Jn

n (4.12)

4.6.2 Exponential Weighted Moving Average (EWMA)

There are some limitations in the predictions realized using the SMA. The SMA will always
lag by the size of the window, and it cannot reach the full peak or valley of the data due
to its averaging. Furthermore, the SMA can be significantly biased by extreme historical
values. The EWMA reduces the lag effect observed in the SMA and assigns more weight and
significance on recent measurements. In doing so, the EWMA is set up in a way that older

observations are weighted less heavily. The formula to compute the EWMA at the time ¢ is

X0 ifr=0
EWMA, = (4.13)

where j; is the value of the observation at time, ¢ and « is the smoothing factor. The
smoothing factor, @ is defined for the range 0 < @ < 1. In the computation of the EWMA,
the smoothing factor defines how relevant recent observations are. The greater the a value,

the closer the EWMA follows the original time series.
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4.6.3 Auto-Regressive Moving Average (ARMA) Model

The ARMA is a combined model comprising of the Auto-Regressive (AR) and Moving
Average (MA) model for prediction. In time series analysis, Auto-Regression and Moving
Average (ARMA) models are used to describe stationary time series [237]. The properties of
a stationary time series such as its mean, variance are independent of the time at which they

were observed [238]. For such processes, the ARMA model is defined as follows

p q
Jo= D @iji-itet |08, (4.14)

i=1 j=1
where ¢, ..., ¢, are the autoregressive parameters to be estimated, 61, ..., 6, are the moving
average parameters to be estimated, and €1, ..., & are a series of unknown random errors

assumed to be normally distributed [239]. This is known as an ARMA(p,g) model.

4.7 Model Evaluation and Analysis

This section describes the model fitting procedure adopted for the baseline ML models. The
performance of these baseline models is examined using the same dataset and under the
same conditions as described in the CNAA model fitting section. The performance of the
baseline ML models are compared with the CNAA predictor model. The model performance
are evaluated using the RMSE and the Mean Absolute Error (MAE). The absolute error
refers to the difference between the predicted jitter values and the true values captured via
Wireshark. MAE provides a measure of the magnitude of errors for a series of predictions
and observations by taking the average of the absolute errors for the series. MAE is computed

as

2 Y= il
n

, (4.15)
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where y; and y; is the actual data point and prediction for the i-th observation respectively.

An automated grid search using Python’s forecast tool, Pmdarima [240], is used to
identify the (p,q) order of the ARMA model to apply on the time series data. An ARMA (2,1)
model is suggested by the tool. The Partial Autocorrelation Function (PACF) and the ACF
are used to confirm these model suggestions. The ACF of a time series data explains how
the current value of the series compares to previous values. The PACF, rather than seeking
correlations between the current data point and the lags as ACF does, looks for correlations
between the residuals and the next lag value. In the event that the residual contains any latent
information which can be modeled by the next lag, then a good correlation may be obtained
that includes the lag in the model [241]. The PACF can indicate the recommended AR(p)
order, whereas an ACF plot can reveal the MA(q) order [242]. To identify the order of the
ARMA parameters, the difference in the lags for both functions are examined. If the graphs
reveal a clear drop after a certain amount of lag, that indicates the parameters of the ARMA
model. For example, if the ACF curve drops significantly after the first lag, then, that is an
indication that a model with one MA component should be considered (MA(1)). Similarly,
suppose the PACF graph reveals a significant drop-off after the 2nd lag, that would indicate a
AR(2) process. The findings in using the PACF and ACF to compute the order of the ARMA
model suggests that ARMA model (2,1) might be the best fit as proposed by the Pmdarima
tool.

The evaluations begin with the SMA and EWMA baseline models by setting the sliding
windows for both models with the period estimates derived from the data. The resulting
predictions are shown in Fig. 4.12. The periods are then halved, and both algorithms are
re-run. In this case, this is an attempt to try to incorporate some historical data into the model
predictions. In the time series data shown in Fig. 4.9, R2, timestamps 0-39, reducing the
window integrates some previous data from 0-19 in calculating timestamps 20-39. Fig. 4.13

depicts the resulting predictions.
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Fig. 4.12 Comparison of the baseline models, EWMA and SMA, to the actual jitter data.
EWMA performs better than SMA. However, both algorithms, compared with CNAA, offer
very poor predictions.

LR models are unable to capture the network dynamic, the time-varying periodic data,
and the data shape. The LR model takes a weighted sum of the previous jitter values to
estimate the next jitter value. The weights are selected to give good estimates, based on
criteria such as the sum of the squares of the error. For short time durations, the data behaves
like a falling exponential (Fig. 4.14, Row 1). As a result, this dataset can only be adequately
modeled with a linear model over a short time horizon, as illustrated in Fig. 4.14.

The LR estimator is ineffective for this time series because the data has points of inflection.
There are huge jumps in the time series when one falling exponential zone ends and the next
begins. The ability to change directions is not available in a linear model. This is depicted in
Fig.4.14, Row 2. There is a large jump in the function at time index n = 20 where one region

ends and another begins. A linear fit based on the slope computed during the range of points
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Fig. 4.13 The EWMA and SMA predictions are improved by including network dynamics in
the models. There is ~ 19% and 15% improvements for EWMA and SMA respectively.

15 < n <20 is shallow. The slope from the first sample of the exponential function, starting
at n = 20, produces a steep linear fit. Fitting a line through all the points results in a linear fit
which is not a good approximation for the entire set of points. Fitting a linear function to
all these points is not a good solution. Fitting an exponential curve to all the points is also
ineffective.

The running average estimator is explored as a solution to predict the jitter statistics.
Consider taking the average of an exponential’s first six indices to predict the seventh number.
The first six values are x[n]fl=0 =1[1,0.7270,0.5286,0.3840,0.2794,0.2031]. The mean of
these values is 0.5203, which is bad estimation of ¢~® = 0.1477. Running averages are
unlikely to yield good jitter estimates.

The performance of the CNAA predictor along with the baseline ML models measured

in terms of the RMSE and MAE are listed in Table 4.1. The CNAA RMSE and MAE is
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Fig. 4.14 Linear approximations of jitter time series yield inaccurate estimates of jitter values
as they are not flexible enough to capture the characteristics of jitter time series.

~ 95.8% and 93.8% better respectively over the best performing baseline model, EWMA.
ARMA with a RMSE of 119.16 and MAE of 89.76 is approximately 114.34 and 84.94
packets less accurate than CNAA. The SMA is the worst performing baseline model with
a RMSE difference of about 134 packets. The CNAA model records the best prediction
because the model takes into account the network dynamics which are a result of the codec

adaptive response to congestion in the network. In an attempt to incorporate some of the
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Table 4.1 Codec-aware Network Adaptation Agent (CNAA) Versus Baseline Models; com-
pared with the best performing baseline model, EWMA, CNAA predictor offer ~ 95.8% and
93.8% performance improvements in terms of RMSE and MAE respectively.

Method RMSE MAE
CNAA 4.82 4.07
EWMA 115.84 65.50
SMA 138.88  81.24
LR 119.66 91.92
ARMA(2,1) 119.16  89.76

network dynamics (the period estimates) in the SMA and EWMA, as seen in Fig. 4.13 the
period estimates are halved to incorporate some historical information in the sliding windows
of both algorithms. The predictions realized by both algorithms around the inflection
points vary significantly from the actual measurements. This is due to the inability of
the algorithms to distinguish these time indices as points in different exponential regions.
However, incorporating some network dynamics via halving of the period estimates improves

the prediction performance of both the SMA and EWMA algorithms as shown in Table 4.2.

Table 4.2 The performance of the SMA and EWMA algorithms are boosted by incorporating
some network information in the models. Improvements in predictions of = 19% and 15%
are realized.

Method RMSE MAE
EWMA 93.71 4948
SMA 113.16 62.41

The CNAA predictor model has been shown to achieve accurate jitter predictions, in
the face of congestion and adaptive codecs. Next, an examination of the performance of
the CNAA model by varying the data rates of the streaming session is explored. Different
transcoding scenarios are simulated by varying the bitrate of the codecs during the streaming
session. Two datasets are generated for two different streaming sessions. The bitrates for the
two datasets is set to 56 kbps and 1000 kbps respectively. The video frame rates are set to 24

frames per second.
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The 1000 kbps trace begins slowly, with many minor spikes and brief pauses. In general,
there are several fluctuations in the system which are the reactions of the codec to the
interfering background traffic and higher data rates. The 56 kbps trace follows the same
pattern as the previous traces. The data starts slowly, then surges, while the network transit

times between the curves preserve some periodicity.
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Fig. 4.15 Variations of the decoding parameters were made to produce varying levels of
instantaneous jitter by setting the video bitrate to 56kb/s and 1000kb/s, respectively.

For the 56 kbps dataset, the CNAA predictor model achieves good prediction accuracies.
The jitter estimates generally match the actual values very well. However, the CNAA
predictor model fails to correctly predict the slow and almost negligible periodicity at the
beginning of the 1000 kbps dataset. There are around 3 —4 curves virtually overlapping on
each other between time indices 65 and 85. Instead of the expected independent curves, the
CNAA estimates given here attempt to approximate all data points as one. Table 4.3 lists the

performance of the CNAA predictor model for these two datasets.

Table 4.3 CNAA prediction performance in varying congestion levels and bitrates. Higher
data rates in the face of congestion lead to more variablity in the system. The CNAA model
is able to yield accurate jitter predictions under the system perturbations.

Model RMSE MAE
56 kbps trace 4.61 3.90
1000 kbps trace 1493  12.31

Experimental evaluations have shown that the CNAA is the model of choice for predicting,

jitter, for adaptive video codec sessions. The model is able to deliver improved prediction
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performance and overcome the constraints of some baseline ML models by incorporating
network dynamics into its learning process. The performance of the model was evaluated
under varying video data rates and congestion levels. The performance of the CNAA
model allows for accurate predictions of the QoD metric, jitter, without requiring additional
computational resources. In the next section, the functionalities of the CNAA model is

extended to network monitoring and management.

4.8 Using the CNAA Predictor Model Estimates for
Network State Classification and Monitoring

Network state or traffic classification is a core requirement for network operators to achieve
a variety of network operation and management activities. Some of these activities include
detecting anomalous network patterns, capacity planning, QoS planning and provisioning,
network service differentiation, network performance monitoring, intrusion detection [216].
The authors of [243] hypothesized that by gathering video flow data from a live network
and analyzing packet arrival time, transport protocol, packet size, and other data, they could
investigate the internal transmission characteristics and protocol transmission characteristics
of video flows and propose a set of features for video traffic classification. The authors of
[244] in their work on network state classification considered the use of the RTT as a proxy
to determine conditions of the network. In their work, the authors evaluated two baseline
approaches on the use of RTT statistics for inferring the network state. The first method,
described in [245], takes advantage of RTT statistics over the course of a data transmission
and provides a network state classification model. The second method is described in [246],
in which the TCP sender is updated (i.e., Adaptive TCP) to assess the degree of congestion by
analyzing RTT evolution since data transfer began. In good network conditions, the estimates

realized could be used to prevent an unnecessarily low TCP transmitting rate.
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This section decribes experiments aimed at examining the suitability of the jitter model
features for network state classification. The efficacy of the CNAA predictor model at
realizing accurate jitter predictions has been demonstrated. The proposed predictor model
delivers accurate estimates of the QoD metric by incorporating network dynamics into the
learning algorithm. Referring back to Fig. 4.1, the suitability of using the CNAA model for
network state classification based on congestion levels and interfering user traffic is examined.
To do this, the estimated parameters from the CNAA model, {b;, 4;, P;},, are used as inputs for
network monitoring via traffic state classification. Off-the shelf classification ML algorithms
are used on these features; the results demonstrate that they improve congestion level accuracy
compared with traditional running average ML models computed on the smoothed jitter
statistics [89]. The network responsivity of the CNAA network monitoring classifiers is
computed. This is the ability of the system to accurately detect network service change-points.
The findings demonstrate that the CNAA classifiers achieve network responsivity of 89% and
above when the congestion levels are changing. This section also highlights the shortcomings
of traditional classifiers based on the running average of the jitter statistics in comparison with
the CNAA technique. The CNAA classifier offers approximately 20% and 34% performance
gains in terms of its classification accuracy over the running average classifier for the worst

and best-case scenarios respectively.

4.8.1 Machine Learning Techniques

This section briefly introduces the different ML classification techniques adopted for the
experiments described here. Two tree-based ML models, namely the RF and DT algorithms,

are adopted.
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4.8.1.1 Decision Trees (DT)

DTs are a class of supervised ML techniques that classify data based on information gains by
computing the entropy of the dataset. The root node will be calculated using the entropy with
the highest information gain in the dataset. The process continues to split the tree branches.
The internal nodes represent a test on the features and the branches represent the outcomes.
The class labels are represented by the leaf nodes at the base of the tree. A 5-fold Cross
Validation (CV) technique to find the optimal depth for the DTs is used. The method selects
a tree depth of five. The tree depth chosen via CV helps avoid over-fitting and gives a better

chance to reproduce the accuracy and generalize the model on test data [247].

4.8.1.2 Random Forest (RF) for Classification

RFs are an ensemble learning method for classification or regression. For classification, the
RF algorithm consists of many decisions trees. It uses bagging and feature randomness when
building each individual tree to create a forest of trees whose prediction by committee is
more accurate than that of any individual tree. Each DT classifies the same problem and
the overall decision will be computed by considering the majority vote of the results. For
regression problems, the final prediction is the average prediction of each tree [248]. The
Scikit-Learn RandomizedSearchCV [249] method is used to obtain the optimal values for

the model hyperparameters to avoid over-fitting.

4.8.2 CNAA Traffic Classification Model

This section begins by describing the dataset realized from the CNAA predictor model
estimates using the traces shown in Fig. 4.4, R1. This is followed by a description of the

classification experiments to examine the performance of the CNAA classifier model.
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4.8.2.1 Dataset

The CNAA jitter model estimates and updates the three parameters, {b, A, p} as the dataset
evolves. These parameters form the input feature space, X. To fix ideas and notation, the
dataset as shown in Fig. 4.4, R1 is broken into three classes for the target variable, y. The
low congestion area (1 < n < 3838), is categorized as class A; the medium congestion area,
3839 < n < 7677, is designated as class B; and class C represents the high congestion area
from time indices 7678 < n < 11514 of the trace. This procedure is repeated for the jitter
measurements gathered from the SDN topologies. The dataset is divided into three distinct
regions of congestion as done for the traces collected from the laboratory test-bed above.

The outline of the experiments is described in the next section.

4.8.2.2 Batch Experiment

This section presents the batch experimental setup adopted in this thesis. First, the jitter time
series data captured from the laboratory test-bed is evaluated and the results presented. Then,
the experiments are repeated using the traces captured from the SDN test-beds.

Using the CNAA jitter estimator model, parameter estimates for the traces in classes A,
B and C are generated. Each class consists of 3838 observations making a total of 11,514
observations. A labeled dataset of the jitter model parameters for the entire dataset: {b, A, p}
is generated. The labeled dataset is divided into two parts. The training dataset is composed
of 70% of the data with 30% set aside as test data. The test data would be used to validate
the performance of the ML models. All the models are trained with the training dataset
separately and model accuracies are then calculated using the test dataset. The goal of these
experiments is to design a model that can accurately classify the network state data to the

correct class category based on the congestion levels.
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Fig. 4.16 Time-varying system experiments set-up. The responsivity of the system is mea-
sured by the time lag between when a service change-point occurs and the time the classifier
detects the change in congestion levels.

4.8.2.3 Time-varying System Classifier

Fig. 4.16 illustrates the set-up for the time-varying system experiments. The CNAA model
parameter estimates are used as the feature set. The traces are from the varying classes of
congestion in the form depicted. First, traces from class C are placed in epoch 1, class B in
epoch 2, class A in epoch 3 and so on. The goal is to detect the service change-point and
measure the responsivity of the CNAA classifier in response to changing levels of congestion
in the system.

The responsivity of the system R, is the time lag between when a service change-point
occurs and the time it takes the system to detect and know about the change. Reference
Fig. 4.16, assuming that there are 10 timestamps in epochs 1 & 2 represented by classes
C and B respectively. The responsivity of the CNAA classifier is computed by how soon
the CNAA classifier detects a service change from epoch 1 (class C) to epoch 2 (class B).
Does the CNAA classifier detect the service change by the 12th, 15th, or 18th timestamp?
The accuracy of the metric is expressed as a percentage of the timestamps in the epochs.
The initial simulations contain fixed samples from the various classes in each epoch. The
time varying experiments are then repeated with varied number of samples from the different

classes to evaluate the effect of the frequency on the sampling.
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4.8.2.4 Classifier based on Jitter Running-Average

Using the full dataset shown in Fig. 4.4, R2, the running average of the entire dataset using
the most-occurring period value for each corresponding class range is computed. Then, a
RF model classifier is trained on the running average estimates of the jitter (i.e. the feature
space) and classified against the same three classes [250]. The RF classifier is chosen due to
its superior performance over the DT classifier as shown in Table 4.4. Jitter running average
estimators predict future values of the jitter statistics as a floating average of previous values.
Finding the optimum sliding window is crucial because if the window is too small, then the
estimation of playout delay is likely to be poor. On the other hand, if the window size is too

large, large memory is wasted for keeping tracks of long and unnecessary history [251].

4.8.3 Numerical Evaluation and Results

The CNAA classifier offers ~ 20% and 34% improved performance gains in terms of
its classification accuracy over the running average classifier for the worst and best-case
scenarios respectively.

Three results are presented: (1) The performance of the DT and RF classifiers for the
batch experiments using labeled data which is generated from the jitter estimator, CNAA
model is reported. (2) Results from the time-varying experiments are presented. (3) Finally,
the performance of the CNAA classifiers with a traditional classifier based on the running
average of the jitter statistics is examined. All models are evaluated with the accuracy metric
derived from the models’ classification confusion matrix. The accuracy metric is computed
thus:

Tp+Ty

M (%) = 100. 4.16
A( O) TP+T1\7+FP+F]\]>< ( )
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where Tp and Fp represent True and False Positives; Ty and Fy represent True and False
Negatives. In addition to the accuracy metric, the service change-point measurements for the

time-varying results are also evaluated with the system responsivity, R.

4.8.3.1 Batch Experiments

Table 4.4 lists the performance of the CNAA classifier with both the DT and RF algorithms
for the batch experiments using the jitter measurements taken from the laboratory test-bed.
For the DT models, the best classification accuracy which is achieved is 91.67%. This is
acheved using the class A data. The CNAA classifier records only 4 misclassification errors
with 3 samples wrongly classed as C and 1 sample wrongly classified as class B. The DT
classification errors occur with the highest frequency with the class B data. The classification
accuracy is 75.68%. Similarly, the best classification accuracy for class A is achieved using
the RF algorithm. The accuracy achieved is 97.92%. The worst performance is recorded with
the class B traces. The accuracy achieved is 83.33%. This is an improvement of ~ 8% over
the DT model performance. The class C trace also records an improvement in performance
with the RF model. The accuracy achieved is 88.89%. This is an improvement of ~ 10%
over the DT model.

Table 4.4 The results of the batch experiments. The RF models outperform the DT models for
all classes. The CNAA classifier achieves the best classification accuracy for class A; class B
records the worst performance with high classification accuracy of 75.68% and 83.33% for
DT and RF models respectively.

Model Batch Classification  Accuracy (%)

Decision Tree Class A 91.67
Class B 75.68
Class C 78.57

Random Forest Class A 97.92
Class B 83.33

Class C 88.89
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These results are quite significant. Fig. 4.17 illustrates the distribution of the peak (b) of
the curves, the periods and the decay rate, 4, of the curves. Row 1 shows the distribution of
the jitter feature-set {b, A, p} for class A. The best classification accuracy for both models
is achieved with class A. Evidently, from the histogram for the b parameter, it is easy to
notice that in relation to the other classes (Rows 2 and 3, Column 1, (C1)), the data has more
symmetry around the mean. There is less variability in the data for this class. The class A data
distribution for p and the A values, (R1, C2 & C3) also exhibit similar characteristics with
the b feature. The data has less variability. This explains the high classification accuracies
for this data.

More variability within the samples are observed for classes B & C, Fig. 4.17, R2 & R3.
For class B, R2 the data values for the b parameter, (C1) indicates a random distribution of
the data. There are several peaks among the data with one pronounced peak around the mean
value. More importantly, the period between the curves also display noticeable variance
and distinct outliers as shown in R2, C2. There are distinct outlier values for the period.
The periods in conjunction with the variability in the A values exhibit much variability for
class B. These statistics underline the high misclassification errors in comparison with the
other classes. In contrast, it is evident that the periods between the curves for class C exhibit
less variability with a few bounded outliers. Class C’s decay rate (R1, C3) also shows less
variability with almost some negligible outlier values compared with class B’s decay rate.

Using the jitter time series measurements gathered from the SDN topologies, the ap-
plicability of the CNAA models for SDN environments was examined. Table 4.5 lists the
classification accuracies for the Abilene and Nobel-US topologies under different bandwidth
configurations using the three feature-set {b, 4, p}. DT [3] and RF [3] refer to classification
accuracies using these three features for each topology under the different bandwidth config-
urations. The traces for the two topologies are collected with the bandwidths set to 10 Mbps,

15 Mbps and 20 Mbps.
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Fig. 4.17 I histogram the distribution of my feature space for the CNAA classifiers. The
periods taken together with the b feature exhibits randomness, variability and some outliers
which underline the poor performance in relation to the other classes. Better symmetry across
all feature distribution are observed for class A which records the best classification accuracy.

The classification accuracies range from 42% to 76% for all cases. The classifiers achieve

the best performance for the Nobel-US topology set to 15 Mbps bandwidth. The estimated

parameters for each of the network states using the Abilene topology observations with the

10 Mbps bandwidth is examined using the figure shown in Fig. 4.18.
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Table 4.5 The results of the batch experiments for the SDN topologies. Congestion classifica-
tion using the three features {b, 4, p} in DT and RF classifiers for the Abilene and Nobel-US
topologies. Accuracy is in %.

10 Mbps 15 Mbps 20 Mbps
SDN Topology Congestion DT [3] RF[3] DT[3] RF[3] DT[3] RF]J[3]
Abilene Low 70.10 64.54 64.39 70.48 69.57 61.16
Medium 73.90 75.15 56.82 52.52 60.35 47.20
High 64.96 52.05 53.16 53.67 64.92 50.41
Nobel-US Low 71.92 69.91 76.26 65.18 52.00 59.36
Medium 73.59 70.79 75.33 51.00 45.48 42.63
High 68.41 65.24 74.89 47.51 63.50 60.60
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Fig. 4.18 The {b, A, p} paraecmeters for the SDN Abilene topology with bandwidth set at 10
Mbps; the parameters are marginally different for the three network states.

The 25th, median, and 75th percentiles for each of the jitter feature-set {b, 4, p}, are

shown in the first, second, and third columns of Fig. 4.18. The boxplots in each of the
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columns provide summaries of the jitter feature-set in low, medium and high congestion
states.

The boxplots reveal similarities in the statistics for the jitter feature-set which explains the
less impressive classification results tabulated in Table 4.5. Low, medium and high congestion
are characterized by large ranges for both the b and p parameters. The A feature shows a
narrow range in the 25th to 75th percentile for all three congestion levels. These overlaps with
the spread of the 25th to 75th percentile for the jitter feature-set makes distinguishing between
all three states a challenge for the classifier. The boxplots in Fig. 4.18 are complemented with
the illustrations in Fig. 4.19 which capture the jitter feature-set. The red lines indicate the
transition points from low to medium and medium to high congestion. Similar characteristics

are observed for the different levels of congestion which accounts for the miss-classifications.

Using the jitter feature-set, {b, A, p}, an evaluation is conducted on how to include the
differences in the 25th to 75th percentile range for the different levels of congestion in
order to improve the classification accuracy for the network traces tabulated in Table 4.5.
The moving average of each parameter b, A, and p, with a 100-tap moving average filter is
computed. The difference between the parameter estimate and the moving average is then
squared. This is done to estimate the variance in the parameter estimates. These additional
three features are used in conjunction with the original jitter feature-set, {b, A, p}, in the RF
[6] and DT [6].

Table 4.6 lists the classification accuracies for the Abilene and Nobel US topologies
using the original jitter feature-set, {b, 4, p}, and the corresponding deviation features for
the three features designated as DT [6] and RF [6]. The inclusion of the three deviation
features boost the classification accuracies of the DT [3] and RF [3] classifiers using the
original jitter feature-set. The classification using the six parameter dataset is better for

all cases for both topologies. The DT [6] and the RF [6] out-performs the DT [3] and
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Fig. 4.19 Changes in state are possible but marginally detectable.

Table 4.6 The results of the batch experiments for the SDN topologies using the jitter feature-
set, {b, 4, p} and the deviation features for all three parameters. The inclusion of the deviation

features boost the classification accuracy. Accuracy is in percentage (%).

10 Mbps 15 Mbps 20 Mbps
SDN Topology Congestion DT [6] RF[6] DT[6] RF[6] DTI[6] RF [6]
Abilene Low 95.37  98.23 94.15  98.27 83.16  88.32
Medium 94.68 9624  67.53  78.85 84.09  92.56
High 91.09 9347 71.00 7762 7082  77.57
Nobel-US Low 80.66  80.08 8577 9227  76.12  84.29
Medium 78.91 78.04 7408 7336  67.83  77.65
High 91.78  93.95 8534 87.89 8472  89.59

the RF [3] in all congestion cases.

classification performances for the medium congestion level compared with the initial three

The DT [6] and the RF [6] significantly boosts the
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jitter feature-set. These boost in classification performance suggest that considering the
deviations in parameter estimates may yield positive results. However, it is observed that
the classification results for the medium congestion level is generally below those for the
low and high congestion cases. Furthermore, the dynamic nature of networks raises concerns
about the practicality of achieving smooth graduated congestion levels, as regular corrective
measures may lead to network instability. From these analysis and results, being able to

identify and correctly classify network congestion as low or high, is enough.
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Fig. 4.20 The responsivity of the time-varying system experiments are shown. The responsiv-
ity for transitions from A to B, A to C and C to A are Oms. Transitions from B to C and B to
A record a 2ms lag. The responsivity for transition from C to B is 4ms.

4.8.3.2 Time-varying System Experiments:

Fig. 4.20 illustrates the results of the online experiments depicting the service change-point
detection times. For same number of samples in epochs (10 time-points), service change-
points from classes A—B, A—C and C—A all record a Oms lag. The CNAA classifier
classification accuracy is 100% with no mis-classification errors. These results make sense

as the data values for all features are quite distinct for classes A and C. The mean and
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maximum b values for class A is (24ms, 38ms); for class C, the mean and maximum b values
are (255ms, 650ms) respectively. Similarly, the p parameter differs significantly with mean
values of 22 and 40 for class A and C respectively. The same holds for classes A and B
where there is a clear difference in the b and p parameter values.

The responsivity, R for service change-points from B—C and B—A are both 2ms for
same number of samples in each epoch. The system detects the change in service after 2ms.
It achieves a classification accuracy of 90%. The worst service change-point detection occurs
for transitions from class C to B. The responsivity is 4ms. The classification accuracy is

80%.

4.8.3.3 Effect of Frequency on Responsivity:

An evaluation of the effect of varying the samples in each epoch is investigated here. The
responsivity of the CNAA classifier is reported as a percentage of time the first k£ samples
are correctly classified, where the score is computed over intervals from length 1 to &, in

increasing interval lengths of 1.

RY, where kel..10 (4.17)

Table 4.7 lists the responsivity of the CNAA classifier when the epoch samples are
varied from (10, 15,20) to (20, 10, 15) respectively for classes A, B, C. In all cases, the
CNAA classifier achieves a 100% classification for class A. A similarity is observed in the
system responsivity for congestion level transitions from C—B, C—B—A and C—A—B.
In these cases, there is a downward ramp from highly congested traffic areas to lower areas
of congestion.

The case is slightly different for trace A— B—C which involves a gradual build up of
congestion from low congestion to medium congestion levels and then highly congested

traffic. Traces A—B—C and C—A— B also show similarities in service detection. The
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Table 4.7 Responsivity of the CNAA classifier for the epoch samples variation. The samples
are varied from (10,15,20) to (20,10,15) respectively for classes A,B,C. The responsivity for
the service change-points are calculated for R’f where k = 1,3,5,7,10. Ry is the responsivity
for the entire transition. Class A achieves a 100% responsivity for all cases (The reported
results are only for A—B—C). The best overall responsivity is reported for trace C—=B—A.

Transitions  Epoch R} Rf Rf RZ R}O Ry
C—B C 100% 66.7% 80%  85.7%  80% 92.599%
B 100% 100% 100% 100%  70%
A—B—-C A 100%  100% 100% 100%  100%
B 0% 0% 40%  57.1%  T70% 90.7%
C 100% 100% 100% 100%  90%
C—-B—A C 100% 66.7% 80%  85.7%  80% 95.35%
B 100% 100% 100% 100%  80%
C—»A—B C 100% 66.7% 80%  85.7%  80%
90.7%
B 0% 0% 40% 571%  T70%

system responsivity for k = 1 and k = 3 is the same. The system misclassifies the traces early
on. Then, for the interval, 4 < k < 10, the system detects the change in congestion levels and
classifies the traffic correctly. These results are significant. The time lag between a change in
network congestion state and the time the classifier realizes the change is critical as this could
be an indicator of a problem in the network. Overall, the CNAA classifier achieves system
responsivity accuracy greater than 90%. The worst case performance has a classification

accuracy of 90.7%.

4.8.3.4 CNAA vs RF Running Average Classifier:

Table 4.8 lists the accuracy of the RF running average classifier. A 70% - 30% train-test split
is used to divide the data. First, the running average window is set to the mean of the class
A trace. In this setting, a classification accuracy of 56.84% is achieved. This is 18.84% off

the worst performance recorded by DT-based CNAA with 75.68%. The DT-based CNAA
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classifier records better classification accuracy than this RF running average classifier. In
a second approach, the window length of the running average estimator is set to the most
occurring period value for all classes. For class A, this value is 23. For classes B and C, the
value is 39. This is done to incorporate some information about the curve periodicity. An
improvement in classification accuracy of = 1.26 and 6.69% is achieved for window sizes of
23 and 39 respectively as shown in Table 4.8. The performance of the RF running average
classifier is improved by explicitly modelling the network dynamics in the model [252].
Increasing the window beyond 39 does not improve the classification accuracy. However, the
worst performance recorded by the CNAA classifier for the class B trace has ~ 12.15 and
19.8% performance gains in classification accuracy for the DT and RF models respectively
over the RF-running average classifier. The CNAA classifier models boasts the ability to
overcome the running average classifier by incorporating the underlying network dynamics

in its learning phase.

Table 4.8 The performance of RF-based running average classifier is listed. The mean period
for class A records the worst performance with a classification accuracy of 56.84%. The
classification accuracy is increased by incorporating some network dynamics by ~ 1.26 and
6.69% through adjusting the window length to the most occurring period value in classes
B and C. The CNAA classifier offers ~ 20% and 34% performance gains over the running
average classifier for the worst and best-case scenarios respectively

Model Window length  Accuracy (%)
Running Average 22 56.84

23 58.10

39 63.53

4.8.3.5 Computational Complexity:

The running average algorithm is based on a simple moving average algorithm which
computes the unweighted average of the last N samples. By using a recursive formulation of

the algorithm, the number of Floating-Point Operations Per Second (FLOPS) required per
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sample is reduced to one addition, one subtraction and one division. The formulation of the
algorithm is independent of the window size N, with a runtime complexity of O(1).

If a Neural Network is considered based on a one feed-forward pass algorithm for a
Multilayer Perceptron with 4 layers and 3 matrices, the computational complexity would be
proportional to O(N*). This is high.

The CNAA model relies on parameter estimation for network state traffic classification.
First, the N-point period estimation which costs O(N) FLOPS. The logarithmic computation
to express the individual curves costs O(log,(N)) FLOPS. Then, computation of the b
parameter and A cost O(N) FLOPS. The overall computational compexity of the CNAA
model is O(N). The CNAA technique is computationally fast when compared with a Deep
Learning method. Even with the additional cost over the running average model, the CNAA
model is an ideal solution for real-time applications. Above all, the performance gain in

classification accuracy demonstrated above outweighs this additional cost.

4.9 Conclusions

In this chapter, a new model for jitter prediction was proposed which was dubbed the Codec-
aware Network Adaptation Agent (CNAA). The CNAA model achieves accurate and correct
predictions of QoD metrics, jitter in the presence of congestion and adaptive codecs. The
chapter results demonstrated the superior prediction performance gains of the model over
some baseline ML approaches. The results from the analysis showed that by incorporating
the available network information in the form of the adaptive behaviour of the codec, the
model was able to improve prediction performance. This performance gain comes at no
additional requirement for computational power or data. A second contribution of this
chapter is a demonstration of the CNAA parameter estimates could be used for accurate
network traffic classification based on congestion levels. The novel tree-based classifiers

achieve approximately 80 - 97% classification accuracy. The CNAA technique achieves
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an overall system responsivity of approximately 89% and above in terms congestion level
change-point detection. These results are of relevance to network service practitioners. The
high accuracy and response times of the CNAA classifiers demonstrate that they could be
used to proactively re-route traffic or initiate an action to forestall further problems in the

network.

4.9.1 Chapter Contributions

The SDN topologies used in this chapter were adapted from the published works in [226, 227].
The first named author of this publications, Ali Malik setup the topologies and extracted the
jitter traces from the SDN test-beds. Ruairf de Fréin conceived the idea for the experimental
framework. He proposed the initial idea of modelling the jitter data using quasi-periodic
falling exponentials, derived the model parameters, accurate period detection techniques
and developed the model for fitting parameters to the training data. He also formulated the
correct levels of D-ITG experimental interference traffic required to generate the congestion
levels that resulted in reasonable experimental data. The rest of the work described in this
chapter including the numerical evaluation, ML evaluation and analysis were carried out by

the PhD candidate.



Chapter 5

Automatic Labelling of Video Quality of
Delivery Metrics with Device-Level

Statistics

HIS chapter considers the problem of labelling jitter for predicting video quality in
T the presence of interfering services and applications, and for detecting the congestion
level in the network. Existing techniques for inferring the state of the network health for such
types of applications require that the network manager supply labelled data. Estimates of
jitter, a QoD metric, have been used to detect the network state in the presence of interfering
traffic workloads from other users. Such methods require clearly labelled data. This data
labelling process can be an expensive process. In this thesis chapter, the network is modelled
as a queue and parameters of the queueing system were used to label jitter training data. To
evaluate the approach, port statistics from a target video client over a shared substrate in a
real-world SDN topology were captured. This chapter demonstrates the performance of the
automatic labelling process for different levels of background traffic. Numerical results based

on data from the experiments demonstrate accuracies of 91% and above are achieved for the
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automatic labelling process under constant bitrate traffic sources. Using the automatically
labelled data and by training some off-the-shelf ML classifiers, the thesis chapter contributes
an unsupervised network state detection technique based on the congestion levels. The
performance of the unsupervised classifiers are compared with the traditional supervised
approach. Empirical results demonstrate the performance gains of the unsupervised approach
over the supervised method. The results from the analysis demonstrate that unsupervised
network state classification offers approximately 4% and 25% performance gains in terms of
its classification accuracies over the supervised baseline approach for the best and worst-case
scenarios respectively. The contributions proposed in this chapter can be applied for offline
and online training of video QoD predictors at any point of the video delivery ecosystem

particularly within the video service provider infrastructure.

5.1 Motivation and Problem Statement

5.1.1 Motivation

Al has been applied in a variety of ways to address video quality prediction tasks [253]. Some
of these Al solutions range from traditional ML solutions [254] to DL algorithms [71, 255]
aimed at predicting a video QoD metric, such as jitter [256]. QoD measurements represent
the end-to-end performance of a network [22]. Jitter is a variation in the time delay between
when a signal is transmitted and when it is received. For video applications, the video server
sends out the video data as a stream of packets. However, due to network congestion and
the adaptive reaction of the codec in response to network conditions, the delay between the
packets can vary. Other applications of ML in video streaming networks such as [224] aim
to infer the state of the network by classifying estimates of jitter. However, the majority of
these Al-based solutions require the human element for learning purposes. According to the

authors of [257], it is estimated that about 90% of ML tasks rely on supervised ML where
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there is a target label. A report from an Al research body in [258], estimated that over 80%
of the time is spent on wrangling and labelling the data for Al projects. Strategies aimed at
incorporating a combination of human knowledge and machine intelligence for Al projects
is known as Human-in-the-loop Machine Learning (HITL ML) [12]. By integrating human
expertise and knowledge, the goal of HITL ML is to train ML models accurately at minimum
cost [257]. The challenge is that most of these supervised forms of ML require enormous
amounts of the data that have been properly labelled.

An example of where this approach may be a challenge is with the work described
in [224]. The authors proposed a new approach for estimating jitter, a QoD metric, under
varying conditions of interfering traffic from other sources. Using the jitter model, the authors
computed the estimates of the jitter model in the presence of different levels of background
traffic. They then trained some off-the-shelf ML classifiers using the estimated model
parameters to classify congestion in the network. However, before training the classifiers,
a network engineer had to label the different regions of the trace and the estimated model
features with the corresponding level of background traffic as low, medium or high. This
is not a trivial task when you consider the amount of time that would be spent on data
preparation, and the enormous amount of data that may be involved. Another challenge
with this method is that the computed network characteristics may not generalize well in a
network setup. For instance, if the classifiers are deployed in a different network architecture
with varying levels of interfering traffic, the trained model may not work as it is did in the

experimental framework.

5.1.2 Problem Statement

Data labelling platforms are now mainstream, and the industry is witnessing a boom. This
has given rise to a thriving industry in developing countries [259]. The Economist in [260]

noted that while investment in Al is expected to increase over the years, only a handful of
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organizations have deployed ML models due to a lack of labelled data. To emphasize the
value of labelling in Al, the authors of [261] referred to unlabelled data as "garbage data."
ML models require accurately labelled data in order to be effective and efficient in their tasks.
However, data labelling tasks need a lot of time and effort, can be costly, or even inaccurate.

Given that it is possible to model the adaptive response of the video codec in response to
varying levels of network congestion [224], the chapter objective is to enable an integrated
automatic ML data labelling system which incorporates this feedback loop between the video
delivery system and the network. In this chapter, a new method for automatic labelling of
jitter is proposed. The chapter describes a framework in which the network substrate for a
video streaming session and interfering sources of traffic is modelled as a queue based on
the principles of queueing theory [262]. The application of queueing theory to networks can
reveal how performance evolves as traffic amounts fluctuate [263]. By modelling the network
as a queue, estimates of the queue parameters are used to infer the behaviour of the network
[264]. As the network becomes congested due to interfering traffic sources, the codecs
attempt to match the video playout rate with the prevalent network conditions. This feedback
loop between the video codec and the network ensures that the streaming infrastructure is
capable of adaptively streaming the video data based on network state. By modelling the
network element using a queueing model, this chapter demonstrates how automatic labelling
of jitter can be achieved. This method is an unsupervised approach in which the system is
modelled as a network of queues. This unsupervised method proposes a novel technique in
which the network automates the labelling of jitter using estimates of a simple M /M /1 queue
[265]. This eliminates the HITL element and contributes a technique that scales easily. In
[224], the authors found that the measured jitter time series consisted of falling exponential
curves [266] due to the codec adaptation to changes in the network congestion [11]. They
performed network-state classification with off-the-shelf ML classifiers using features of the

jitter model. The proposed model is related to the approach taken in [224] because the same
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QoD metric, jitter is considered. A vital difference between these two studies is that there is
no requirement for a network engineer to label the different levels of congestion in the data
as was the case in [224]. Instead, by using a simple queuing model, the labelling process
was automated. Finally, the results demonstrate that the approach described in this chapter
generalizes well to new data and achieves network state classification.

A summary of the contributions of this chapter are as follows:

* A new model for automatically labelling jitter data is introduced. This technique
removes the HITL element as the network handles the data labelling process using
estimates of the queue parameters. This reduces the time and resources required for

data labelling.

* This chapter demonstrates the efficacy of the automatic labelling process using jitter
traces for different levels of background traffic. An evaluation of the system for 2, 3, 4
and 5 levels of background traffic was carried out. Numerical results based on data
from the experiments demonstrate accuracies of approximately 95% and 92% for the

best and worst cases respectively.

» Using the automatic labelling method, this thesis chapter presents an unsupervised
ML technique for accurately classifying and detecting the state of the network using
estimates of the queue and jitter. The performance of this unsupervised ML technique
is compared with the supervised ML procedure described in [224]. The results of this
evaluation demonstrate the superior performance of the unsupervised technique. The
unsupervised ML process achieves accuracies of approximately 99% and 68% for the

best and worst case scenarios.

This chapter is organized as follows. Section 5.2 introduces the network queue estimation
model. Section 5.3 describes the automatic ML data labelling procedure and outlines the

algorithm definitions. In Section 5.4, a description of the network test-bed implementation
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used to evaluate the learning algorithms is presented. This section outlines the experimental
evaluation of the proposed model and benchmarks the unsupervised ML technique proposed
in this study with the traditional supervised network state classification. In Section 5.5, the
results of the evaluations are presented. Finally, the chapter conclusions are presented in

Section 5.6.

5.2 Modeling Network Queues

An important performance indicator of a data network is the average delay it takes to deliver
a packet from origin to destination. Fig. 5.1 illustrates the notion of network queues and
delays as the packets traverse the network. There are typically four factors that account
for a packet delay in the network. These factors are the processing delay, queueing delay,
transmission delay and propagation delay. The processing delay is the time the system spends
on analysing the packet header and deciding where the packet must be sent. The formation
of queues in the switch buffers lead to delayed packets. The length of the queueing delay
differs depending on the traffic type, amount and inter-packet arrival times. The transmission
delay is the time taken to place the packet’s bits onto the link. Finally, the propagation delay
is time spent on pushing the first bit from the sending device to the target device.

There are differences in packet delays among packets transmitted continuously over the
network. This is due to differences in packet routes and the queueing process at network
devices. This variance in delay between packets is known as jitter. To compensate for jitter, a
jitter buffer is used in network devices to temporarily hold packets awaiting transmission.
This queueing delay is what is modelled in this chapter. Fig. 5.1 highlights the elements of
the queueing system. (1) Packet arrivals: On the left-hand side (LHS), there is a server which
transmits the video packets and is the source of the interfering traffic; (2) Service Rate: this

is the average time expended on servicing each packet in the network; (3) Queue Length: the
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Fig. 5.1 Queues begin to build in the switch buffers represented by the rectangles as video
packets and interfering traffic (the black boxes) traverse the network. The build-up accounts
for the delay in packet reception. T1 - TS depicts the switch buffer size at various times.
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Fig. 5.2 The network of switches is modelled using a simple M /M /1 queue. Packets are
temporarily enqueued at the switch buffers. Using the SDN Ryu controller inbuilt-thread
API, I query the controller for port statistics at the ingress and egress ports of the switches.

capacity of the queues; (4) Queue Discipline: Typically, this is on a First Come, First Served

principle (FCES). It could also be random.
The contribution of this chapter is based on the following. The SDN controller monitors
and aggregates network traffic. The Ryu controller [267], used in this study ships with an

in-built thread API which is used to collect port statistics at the ingress and egress ports
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of the switches connected to the video server and client respectively. The port statistics
captured are the number of transmitted packets (txpkts) and received packets (rxpkts). Fig.
5.2 illustrates the notion of queues. Suppose, the video streaming session and the interfering
traffic begins at Time 1 (T1). Let us assume that the server is sending the traffic at a rate of
four packets for every three the switches can process. The switch has a five-packet buffer
to accumulate unprocessed data. The buffer has a packet in it by T1. This waiting time
accounts for the delay in transmitting this packet. The delay increases as more packets wait
in line to be transmitted leading up to Time 5 (TS) when the buffer is near saturation. The
hypothesis this thesis chapter investigates is that by using a simple M /M /1 queue, with an
infinitely large buffer, it is possible to use estimates of the model parameters to automatically
label jitter. A representation of the M /M /1 model is shown in Fig. 5.2. The M /M /1 model
assumes that the packet arrivals are based on a Poisson process [268]. The switches in the
SDN topologies used in this study are connected in tandem to each other. In the real world,
traffic may enter multiple queues, leave multiple queues, merge and split repeatedly. The
Kleinrock Independence Assumption [269] is adopted as a basis for the network models. This
assumption posits that the effect of many streams combining and dividing at hops restores
the randomness of the inter-arrival attribute, making Poisson arrivals a viable assumption for
packets [270].

Consider a queueing system with buffers, (cf. Fig. 5.2) where random packets arrivals
are defined at an arrival rate of A packets per second. These packets are queued while waiting
to receive service. The packets are transmitted at a rate of C bits per second which is the link
transmission rate. Suppose that the packet length in bits is L, the packet service rate, u can
be estimated as follows

5.1

=1 O
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The traffic intensity, p is estimated by dividing the average packet arrival rates with the

average service rate,

o="1. (5.2)
u

To ensure the system is stable, the traffic intensity should satisfy the condition, p < 1. Using
the M /M /1 model, the following quantities need to estimated: (1) The average number of
packets in the system, N, and (2) The average delay per packet, 7. This is a combination of
the queueing and service completion time. To determine the quantities N and 7', Little’s law
[271] is applied which makes it possible to determine one quantity given the other. Little’s
Law is of the form

N=AT. (5.3)

Little’s law expresses a general principle of queueing theory. Under very general conditions,
large buffer occupancy levels (large N) correspond to long packet delays (large 7') and vice

versa. The average number of packets in the system is
N=——. (5.4)
It follows then that the average delay per packet can be estimated using Little’s law as follows

N
T=—.
A

(5.5

5.3 Automatic Labelling Procedure for Jitter

A network of SDN switches is modelled using a simple M /M /1 model. There are some
shortcomings of the M /M /1 model in terms of the Poisson assumption and the infinite buffer
size. However, the analysis presented in this chapter exploits the simplicity of the estimators

it uses for different network statistics. Later experiments show that these estimators are
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Algorithm 1 Process of Evaluation

1: Packets at the ingress and egress ports > RYU Thread API
2: Capture Jitter traces > Wireshark
3: Compute the instantaneous packet counts > Pairwise differences
4: Compute estimates of the M /M /1 model > Equations 5.4 & 5.5

5: Cluster estimates > K-Means algorithm
6: Label the jitter traces with cluster estimates > Assignment Matrix

accurate enough to make automatic labelling achievable, and their low computational burden
means that automatic labelling should be achievable in real-world deployments.

The OpenFlow protocol maintains a count of the cumulative packets processed at each
port. Algorithm 1 presents the methodology taken to achieve the automatic labelling process.
In Line 1 of Algorithm 1, at the start of the streaming session from a server to a client, the
cumulative packet counts at the ingress and egress ports of the first and last SDN switches
in the topology respectively are captured. In Line 2, jitter measurements for the session are
captured using Wireshark [272]. In Line 3, the instantaneous packet counts are obtained by
taking the pairwise differences in the cumulative packet counts at the end of each second.
Using Equations 5.4 and 5.5, the Queueing Delay (QD) estimates of the M /M /1 model are
computed in Line 4. In Line 5, the QD estimates are clustered using a k-means clustering
algorithm [273]. The goal is to divide the dataset into a distinct number of clusters with
each queue estimate belonging to the cluster that has the closest mean. Line 6 describes the
automatic labelling of jitter data using the clustered queue estimates. The jitter timestamps
are matched with the associated queue estimates computed for that specific timestamp.
For instance, all jitter data captured during the first minute of the streaming session will be
matched to the queueing estimates for the first minute. The procedure outlined in Algorithm 1,
occur in the presence of background traffic from the server to the client using the Distributed
Internet Traffic Generator (D-ITG) [228].

The Assignment Matrix described in Algorithm 2 is used to label the jitter measurements
using the QD estimates. The jitter data captured with Wireshark includes timestamps for

the packets. Unique values for the timestamps (Line 2) are obtained and saved to a times
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Algorithm 2 Assignment Matrix

1: Input: Jitter, QD > timestamp, jitter, queue estimates
2: times := unique(timestamp) > times object
3: Require: MAX(timestamp) == LENGTH(QD)

4: For i in times, if i == QD[i], assign the QD to the jitter value

series object. This is because for video transmission, a single video frame can be divided up
and sent in many packets, each with the same timestamp [274]. This corresponds to having
multiple packets transmitted in a specific timestamp with the same QD and belonging to an
individual adaptive jitter curve [224]. Line 3 describes a requirement that must be fulfilled
to ensure that only the jitter measurements associated with the video streaming session is
available for labelling. The maximum value of the timestamp in the jitter data must be equal
to length of the QD estimates. To ensure that this is the case, the collection of jitter statistics
is stopped at the same time when the streaming session ends. Line 4 describes how the
assignment function works. The assignment matrix function looks at the timestamp column
and inputs the corresponding QD estimate for the timestamp. Finally, the assignment matrix
iterates over the times object and matches all the jitter timestamps with the QD estimate

computed for that particular timestamp.

5.4 Test-beds and Benchmarks

This section describes the experimental framework starting with a description of the SDN
network test-bed. Then, an outline of the process for evaluating the automatic labelling
procedure and the implementation of the network congestion state detection using the
automatically labelled data is provided. This is the unsupervised approach for classifying
the network state congestion levels. The performance of the unsupervised approach is then

compared with the supervised method described in [224].
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5.4.1 SDN Network Test-bed

The evaluations on SDN emulation platforms are conducted using Mininet [275]. The Ryu
component-based SDN controller [267] is used. The Abilene and Nobel-US real network
topology instances that are obtained from the SNDIib [214] are adopted. Two hosts are
added in each topology to represent the client and server, which are required to launch a
video streaming session. For each topology, a random path equal in length to the network
diameter was selected so that the client and server hosts became the two ends of the path. A
VLC server streams the "Big Buck Bunny" MPEG-4 video, which is approximately 10.34
minutes long (approximately 620 seconds), to the client device using RTP [276]. The H.264
video compression standard for high-definition digital video is used for the experiments.
The D-ITG traffic generator is used to generate varying levels of UDP background traffic
to emulate additional workloads. In a first set of experiments, the D-ITG tool is set up in
multi-flow mode with UDP flows having constant inter-departure time between packets. The
D-ITG load background traffic characteristics are tabulated in Table 5.1. The load generating
pattern is distributed to generate the required number of congestion levels for each profile to
suit the video file playing time of 620 seconds. For instance, to generate the 2-flows profile,
the D-ITG load generator at the video server starts by injecting 300 packets per second (pps)
for 310 seconds. The packet arrival rate is doubled for the remaining 310 seconds to double
the packet arrival rates. Arrival rates of (300—600) indicates that the packet arrival rate

increases to 600 pps after 310 seconds.



5.4 Test-beds and Benchmarks 159

Table 5.1 The constant bitrate UDP traffic settings. The — in the arrival rates column
indicates the rate at which the arrival rates increase with time.

Traffic Mode  Number of Levels  Arrival Rates (pps) Duration (seconds)
2-flows 2 300—600 310
3-flows 3 200—500—700 206
4-flows 4 200—400—600—800 155
5-flows 5 200—500—900—1500—2300 124

Similarly, for the 3-flows profile, the traffic is introduced at a rate of 200, 500 and 700 packets
per second at intervals of 206 seconds respectively. The default packet size of 512 bytes is

used for these experiments.

5.4.2 Automatic Labelling of Jitter

This section describes the procedure for using a simple M /M /1 model to estimate network
queue parameters for labelling jitter. The D-ITG load generator is set up according to the
profiles listed in Table 5.1. In Fig. 5.3, Rows 1 (R1) and 2, plots of the instantaneous
packet counts captured from the egress and ingress ports respectively in the Abilene network
topology for three levels of interfering traffic using the 3-flows traffic model are illustrated.
In Fig. 5.3, Row 3, a plot of the computed QD estimates is shown. The network is in one of
three states, low, medium or high congestion. In its current state, there are no labels for the
data.

Using the data in Fig. 5.3, R3, a k-means clustering model [273] is trained to cluster
the QD estimates. The k-means algorithm divides the dataset into k clusters (where k is
the number of clusters). The assumption is that each queue estimate can only belong to one
cluster and should be representative of the instantaneous network state. A k value of 3 was

chosen. This is a design choice which is confirmed by computing the silhouette coefficient,
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Fig. 5.3 Rows 1 (R1) and R2 illustrate the transmitted and received packet counts captured
at the ingress and egress ports for a video streaming session for the 3-flows profile using
the Abilene topology. R3 shows the estimates of the queue parameters, QD. The data in R3
serves as training data for the k-means clustering algorithm. R4 reveals the clusters formed
with testing data captured using the Nobel-US topology. The red circles indicate the cluster
centroids.

(c) [277]. The ¢ measures the quality of clusters created with clustering algorithms such
as the k-means with respect to how well data samples are clustered compared to other
samples that share similarities. It has a range of —1 <c< 1. Values near +1 imply that the
data observation is far away from the neighboring clusters. A ¢ value of 0 indicates that the
observation lies on or is in close proximity to the decision boundary between two neighboring

clusters, whereas negative values indicate that the samples were assigned to the incorrect
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Fig. 5.4 Silhouette Coefficients for the range 2 < k < 10.

cluster. The k value is changed over a range of 2 < k < 10 to obtain the k number of clusters
by evaluating the silhouette coefficients. The ideal number of k is when the c is highest. Fig.
5.4 shows the resulting ¢ values. The maximum ¢ value is observed when & is 3. This is line
with the design choice of 3.

The plot in Fig. 5.3, R4 shows the clusters formed. The assignment matrix is to label
the jitter traces. To evaluate the automatic labelling models under the traffic modes shown
in Table 5.1, network packets are captured using the same configuration with the Nobel-
US network topology. This dataset serves as the test dataset. The estimates of the queue
parameters are obtained as before. Using the pre-trained k-means model (on the Abilene
dataset), the new dataset is used to predict and assign these estimates to clusters as shown
in Fig. 5.3, R4. For each network configuration, the training dataset is generated for the
clustering algorithm using one SDN topology. Then, the estimates of the queue parameters

obtained from the other SDN topology is used for testing and prediction purposes.
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5.4.3 Network State Detection Analysis: Unsupervised Versus

Supervised

The authors of [224] proposed a model for jitter time series data, x[n]. They summarized the
ith decaying exponential in x[#] using a jitter model feature set with {b;, A;, p;}, where the
peak value b;, the decay rate, A; and the period p;, are the result of the adaptive nature of the
codec in response to different network conditions. To compute the periods, they used the

Auto-Correlation Function [278]. They represented the data using the exponential function,

filn] =bie™™ n>0. (5.6)

The authors segmented the data with estimates of the periods and determined that x[n] was
the sum of decaying exponentials where each exponential, f;, was shifted in time, scaled by a
different base parameter b;, and had a different rate of decay parameter A;. They formulated

the jitter data as

M~

filnl, (5.7)

x[n] =
i=1

where [ is the count of regions in the observed number of samples of the jitter trace. Using
estimates of the jitter model, they trained off-the-shelf classification algorithms to detect the
network congestion state. This required knowledge of the different levels of the congestion
in the jitter trace to manually label the data beforehand. This approach is referred to as the
supervised network state detection.

This thesis chapter contributes an unsupervised network state classification technique
where the automatically labelled jitter data and the QD estimates are used as features for
training off-the-shelf ML classifiers. In this approach, a network engineer is not required to
label the traces as the network via the M /M /1 model handles this process. The performance

of the baseline supervised ML approach [224] is compared with this novel unsupervised
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approach proposed in this chapter. The classifiers used in this chapter are the DT, RF and
Extreme Gradient Boosting (XGB) [279].

The experimental evaluations are organized as follows:

1. Full Dataset Multi-class Classification: Using the combined and shuffled dataset of
61805 observations derived from the 3-flows traffic mode, where there are 20601
observations in each state, multi-class classification is evaluated. The objective is to
classify the network congestion state as either being in low, medium or high. The
dataset is divided using a 70-30 split into training and test data. The test data is used
to validate the performance of the ML models. The performance of the unsupervised

approach is compared with the supervised approach [224] using the full dataset.

2. Batch Experiments: Batch test dataset from the three possible network states: low,
medium or high are generated. Using the pre-trained multi-class classification models,
the task is to predict the network congestion levels using the batch test data. The goal
of these batch experiments is to investigate the accuracy of the models in classifying
the network state data to the correct class category using test data from each of the
congestion levels. The task in the full dataset experiments was to classify a shuffled
testing dataset from all congestion levels. For the batch tests, the task is for the trained

models to classify test data from low, medium or high congestion levels.

3. Time-varying System Classification: The responsivity of the system using the unsuper-
vised approach is evaluated. The time-varying experiments were conducted using the
approach described in Section 4.8.3.2. Time-varying datasets of all the three network
congestion levels are generated. For instance, to generate a time-varying dataset of 300
observations, 100 observations are taken from the low, medium and high congestion
states to form a combined dataset with varying congestion levels. This process is
repeated for different use cases by varying the number of samples drawn from each

network state. The objective of these experiments is to detect the service change-point
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and compute the responsivity of the ML classifier in response to changing levels of

congestion in the system.

5.5 Results and Discussion

Five results are reported from the model evaluations.

1. The first reported results are the performance of the automatically labelling technique.
The performance of the automatic labelling process is examined for different use cases.
The automatic labelling process achieves an accuracy of = 91% and above for all

scenarios examined using the flow characteristics described in Table 5.1.

2. The performance of the automatic labelling procedure is examined with a mix of
application-level background traffic. The effectiveness and limitations of the technique
are evaluated in these settings. The accuracies of the automatic labelling models in

these settings range from ~ 78% to 90%.

3. The results from the network state classification using the baseline supervised approach
[224] and the unsupervised approach introduced in this chapter are then presented. The
results from the full dataset multi-class classification model evaluations using the super-
vised and unsupervised techniques are presented. Both approaches perform relatively
well with the unsupervised technique showing superior performance. The best and
worst accuracies for the unsupervised technique are 84.46% (XGB) and 83.35% (RF)
respectively. For the supervised technique, the best and worst classification accuracies

are 83.39% (XGB) and 65.64% (RF) respectively.

4. For the batch experiments, the worst accuracies recorded are 47.74% (RF) and 72.43%

(DT) for the supervised and unsupervised techniques respectively. The best accuracies

recorded are 93.00% (XGB) and 99.64% (DT) for the supervised and unsupervised
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techniques respectively. The unsupervised models offer better accuracies in these

settings.

5. The results from the time-varying experiments show that the system responsivities
achieved using the automatically labelled data varies from ~ 65% to 99% for all ML

models considered.

The model classification accuracies are evaluated with the accuracy metric, M 4, computed

according to Equation 4.16.

5.5.1 Justifying Automatic Labelling

To justify the evaluation of automatic labelling approach in this chapter, an analysis of the
relationship between the queueing delay estimates and the parameters in the jitter time series
model in Equation 5.7 is evaluated. This analysis demonstrates that automatic labelling is
achievable. For both approaches, the network is in one of three states, low, medium or high
congestion. Approximately 9000 observations from each state is taken and the statistics
of the estimated parameters examined in each state. Fig. 5.5 and Fig. 5.6 illustrates the
boxplots indicating the first, second and third quartiles for the parameters from the supervised
and unsupervised techniques respectively. There is wide variation in the first to the third
quartiles for the b and p parameters. The spread of the parameters estimates for the first and
third quartiles in the medium and high states makes distinguishing them a challenge. The
similarity in the parameter estimates is the same for the jitter traces shown in Fig. 5.6. There
is clearly a distinction between the estimates of the queue parameters shown in Fig. 5.6. This
is reasonable because the QD estimate is low when the congestion is low and increases as
congestion builds up in the network. This makes it possible to use the QD estimates to label
the corresponding jitter data. However, the boxplot for the supervised jitter model parameters
reveals some overlap among the different network states for the model parameters. This

presents some challenges in using these estimates to accurately label the jitter traces.
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Fig. 5.5 Statistics of the jitter model estimates for the supervised approach. The boxplot
reveals some overlap among the different network states for the jitter model parameters using
the supervised approach. This makes it challenging to achieve accurate network congestion
state detection.

5.5.2 Automatic Labelling: Constant Bitrate Traffic

Table 5.2 lists the performance of the automatic labelling technique under constant bitrate
UDP background traffic. The best accuracy was recorded with the 3-flows traffic mode.
The worst performance is a model accuracy of approximately 92% for the 5-flows case. As
the levels of traffic for the streaming session increases, the clusters begin to overlap. This
leads to inaccurate labelling of jitter traces as a result of overlapping clusters. The majority
of the misses in the labelling process occur during the transition windows. The network
computations struggle to consistently estimate the queue parameters as the congestion level
moves from one level to another.

Let us examine what an accuracy of 95% means for the 3-flows case. Using 200 mea-
surements from each of the three levels, Fig. 5.7, R1 depicts the labelling procedure for the
3-flows instance. It can be observed that the queue estimates match the three levels in the

Jitter measurements. Although, the queue estimates fail to match the jitter traces for medium
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Fig. 5.6 Statistics of the estimates of the queue parameters and the associated jitter measure-
ments. The queue estimates are significantly different which provides a mechanism to use
these in labelling and classifying jitter according to the level of background traffic in the
system.

Table 5.2 Accuracy of the automatic jitter labelling process under constant bitrate traffic: the
best accuracy is recorded for the 3-flows scenario; the worst case is recorded with the 5-flows
case.

Model Interfering Traffic Level  Accuracy (%)

Automatic Labelling 2-flows 92.89
3-flows 94.98
4-flows 94.71
5-flows 91.89

congestion range 300 < ¢ < 410, they differ from the low and high QD estimates. As the
congestion in the network varies, the codec adaptively adjusts the video playout to match
the network conditions. The feedback from the codec is captured by the network queueing
model as it also shows variations during these time periods. Being able to form distinct
clusters with similar characteristics enables the automatic labelling process to correctly label
the jitter traces.

In Fig. 5.7, R2 a scatter-plot of the jitter traces on the y-axis and estimates of the queue

parameters on the x-axis is shown. It can be observed that there are three clear distinct clusters
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Fig. 5.7 Row 1 (R1) illustrates the automatic labelling process for the 3-flows case with 200
measurements drawn from each congestion level. The queue estimates are distinct for the
three levels of congestion. This makes it possible to automatically label jitter using the queue
estimates. In R2, a scatter-plot of the QD estimates and jitter depicts the formation of three
distinct clusters for the data in R1. Each cluster represents the different levels of network
congestion: low, medium and high (Level 1 (LL1), L2, and L3). The high congestion cluster
(L3) shows densely-bound clusters indicating high number of packets in the queue.

depicting the different levels of network congestion. These clusters reveal some additional
information. The cluster depicting the high congestion level on the right shows some extreme
network conditions. This is shown with the formation of tightly-bounded clusters. The queue
build-up is at its highest level for this stage. The densely packed network estimates here
indicate the high buffer occupancy levels. The variations in the queue estimates are more
noticeable for the low and medium clusters.

An examination of the automatic labelling process for the 5-flows worst case scenario is
conducted by plotting a scatter-plot of 10,000 data samples of jitter and queue estimates with
2000 samples drawn from each of the five levels in Fig. 5.8, Row 1. It can be seen that there

are overlaps in cluster assignments as some queue estimates from the Level 5 (LS5) region
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were incorrectly assigned to the L1 region. There is also some evidence of data overlaps
from L4 to the LS data regions. As the levels of background traffic increases, the formation
of clusters become challenging. Fig. 5.8, Row 2 depicts a kernel density plot of the data
to demonstrate the effect of the mismatch between the queue estimates and the jitter traces
for these different levels of congestion. There is a spread of the different congestion levels
across all levels which explains the drop in accuracy. Some of the L5 estimates spread into
the other clusters. The effect of this is that some of the jitter traces belonging to clusters L1
to L4 may be incorrectly assigned to LS. Similarly, there are some overlaps for some 1.2
estimates to L1 and L3. This is the same as some L4 estimates are assigned to some L5 jitter
traces. This leads to incorrect assignment of QD estimates to the jitter traces. In these cases,
achieving smoothly graduated labelling process may not be useful as the clusters increase. In
these sort of cases, having the ability to automatically label the jitter traces to low, medium

or high, or low to high is sufficient.

5.5.3 Automatic Labelling: Multiple Application Layer Traffic

This section evaluates the jitter automatic labelling process for a video streaming session in
the presence of multiple application layer traffic. In these sets of experiments, the D-ITG
load generator is configured in a multiple application mode with varying characteristics
according to the profiles listed in Table 5.3. All profiles are configured to have three levels of
congestion. Unless otherwise configured, the D-ITG load generator packet size is 512 bytes
with a packet rate of 1000 packets per second. The streaming session lasts for 620 seconds.

In Table 5.3, Bursty (BE) refers to bursty traffic generated according to an exponential
distribution. For Bursty (BE) traffic, the ON and OFF periods are set to a packet arrival rate
of 1500 and 3000 respectively. For Bursty (BE*), this ON and OFF periods is set to 100 and
200. For Bursty (BC), which is bursty traffic generated with a constant inter-departure time,

the ON and OFF periods are set to 500 and 1000 pps.
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Fig. 5.8 Row 1 (R1): A scatter-plot of the 5-flows model (Level 1 (L1), L2, L3, L4 and L5)
with 10,000 observations reveals some overlaps of queue estimates in the clusters formed.
This results to a drop in the accuracy of the automatic labelling technique due to incorrect
assignments of the QD estimates to the jitter. In R2, a kernel density plot reveals the overlaps
between the estimates computed for the different clusters. This accounts for the inaccuracies
in the labelling of the jitter data using the QD estimates.

Fig. 5.9 illustrates the packet counts captured for the video streaming session using the
traffic profiles listed in Table 5.3. The goal of these experiments is to evaluate the automatic
labelling technique under extreme network conditions. The automatic labelling process using
the same configurations are repeated for these set of experiments as before. First, the queue
estimates computed from the data shown in Fig. 5.9 using the k-means clustering algorithm
are clustered as before. Then, the estimates for all the dataset (Profiles 1, 2, 3 and 4) are
computed using a k value of 3. This is a design choice because the traffic generator was set up
to generate three different levels of background traffic. Using the same data, the ¢ is computed

and the resultant analysis is used in choosing the £ number of clusters. In two cases, the
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Table 5.3 Background traffic profiles are listed for the multiple application traffic experiments.
The bursty traffic are configured in two modes. Bursty (BE) refers to bursty traffic generated
according to an exponential distribution. Bursty (BC) refers to bursty traffic generated
according to a constant rate distribution.

Packet Arrival Rates  Packet Size Start Stop

Profiles  Application Traffic Type (pps) (bytes) (seconds) (seconds)
Profile 1 = ICMP, Bursty (BE), DNS 5500 2048 0 620
ICMP, Gaming 3000 2048 198 620
ICMP 1900 1024 396 620
Profile2  ICMP, Bursty (BE), DNS 5500 2048 0 620
ICMP 2000 1024 198 620
Gaming 2000 1024 198 462
ICMP 1900 1024 396 620
Profile 3  ICMP, Bursty (BE), DNS 5500 2048 0 620
ICMP 2000 1024 198 620
ICMP 1600 1024 396 620
Profile 4  ICMP, Bursty (BC) 2000 1536 0 620
ICMP 400 1024 198 620
Bursty (BE*) 200 512 198 462
ICMP 200 1024 396 620

Table 5.4 The k value for the k-means algorithm number of clusters varies in some cases

from the design chosen values when compared with the silhouette coefficients.

Method Design Choice  Silhouette Analysis
Profile 1 3 4
Profile 2 3 3
Profile 3 3 4
Profile 4 3 3

ideal number of clusters as found by the silhouette coefficients differed from the three-cluster

design. The silhouette coefficients suggested a k value of 4 for the data captured with Profiles

1 and 3. The issue with using cluster analysis methods such as the silhouette coefficients is

that the process may produce results different from ground truth [280]. Other techniques for

determining the number of clusters include Silhouette with Principal Component Analysis
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Fig. 5.9 Row 1 (R1), R2, R3 and R4 show the packet counts for the video streaming sessions
with the D-ITG Profiles 1, 2, 3 and 4 respectively. The vertical red lines indicate the transition
points from one congestion level to another.

(PCA) algorithm [281] and the Davies Bouldin algorithm[282, 283]. In these two instances,
the queue estimates are computed using k values of 3 and 4. The k values used in these
experiments are listed in Table 5.4.

Table 5.5 lists the results of the automatic labelling process under multi-application traffic
types using the k values listed in Table 5.4. The best accuracy is recorded for the data with
Profile 4 with an accuracy of 90.19%. The worst performance for k set to 3 is recorded with
the Profile 3 dataset. This is an accuracy of approximately 78%. It can be observed that this

accuracy drops to approximately 64% when evaluated with k set to 4 as suggested by the ¢
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Table 5.5 The accuracy of the automatic jitter labelling process is listed for the multi-
application traffic cases. In cases where the same k values are suggested, the queue estimates
for labelling the jitter are computed with k = 3. For data captured using profiles 1 and 3, the
queues estimates are clustered using k values of 3 and 4.

Model Accuracy with k =3 (%)  Accuracy with k =4 (%)

Profile 1 84.39 71.67
Profile 2 85.89 -
Profile 3 77.95 63.69
Profile 4 90.19 -

method. This is a 14% drop in accuracy due to incorrect labelling. Similarly, the accuracy of
the data from Profile 1 drops from 84% to 72% for k values of 3 and 4 respectively. This is
because the formation of four clusters would lead to the assignment of the queue estimates
to jitter traces from a different timestamp. The plots in Fig. 5.10, R1 and R2 depicts the
automatic labelling process for the Profile 3 dataset.

In Fig. 5.10, R1 the accuracy of automatically labelling the Profile 3 dataset with a k
value of 3 is illustrated. The plot shows 300 observations drawn from each of the three
different levels. The queue estimates for time indices 1 < 7 < 550, does not seem to be
distinguishable. This leads to errors in labelling the jitter traces for three different levels
as belonging to the same congestion state. The time indices between 550 < ¢ < 700 seem
to have been inaccurately labelled accounting for the drop in accuracies. Fig. 5.10, R2
illustrates the accuracy of the automatic labelling technique for Profile 3 with a k value of 4.
The data shown in this plot comprises of 200 observations each taken from three different
congestion levels. The entire 600 observations shown seem to have been incorrectly labelled.
This is due to the assignment of queue parameters to congestion levels that differ from
network conditions from which the samples were drawn. For instance, the assignment of
queue estimates captured during the first 100 seconds of the experiment to jitter values from
a later time in future would lead to a mismatch. The results demonstrate the effectiveness

of the automatic labelling process for constant bitrate traffic and for some severe network
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Fig. 5.10 In Row 1, R1, the automatic labelling technique for Profile 3 with a k value of 3 is
illustrated. The highly congested network state with no distinct varying levels of congestion
leads to a poor performance of the automatic labelling process. In Row 2 (R2), the accuracy
of the automatic labelling technique for Profile 3 with a k value of 4 is shown. The plot
depicts the struggle of the automatic labelling model to accurately label the jitter data using
the correct queue estimates. In both cases, the QD estimates are not distinct for the three
levels.

conditions. However, as the conditions in the network become extreme, there may not be
clearly formed and distinct clusters which may affect the accuracy of the automatic labelling

technique.

5.5.4 Network State Classification

This section presents the results from the network state classification tasks using the unsuper-
vised technique introduced in this chapter and the baseline supervised approach [224]. The
models are evaluated and compared using the accuracy metric introduced in Equation 4.16.
In addition, the models are evaluated using two additional classification metrics, precision

and recall. The precision of a model evaluates how well a model predicts positive instances
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which are indeed positive. In other words, the precision of a model shows how much we can
trust that the model is accurate when predicting the network congestion as high given a data

sample from the high congestion class. The precision of a model is computed as

Tp
TP+FP

Mp (%) = x 100. (5.8)

Recall is a metric that evaluates how sensitive the ML classifier is to detecting positive
instances from the observations. The recall metric is calculated by dividing the number of 7p
elements by the total number of positively classified units [284]. The recall of a model is

computed as

Tp
M (%) = Tp+Fy

% 100. (5.9)

For classification tasks, precision and recall are crucial metrics. The former being the
percentage of results that are relevant and the latter being the percentage of relevant results
that the ML algorithm correctly classified. The problem domain considered in this thesis
chapter seeks to maximise both metrics. Here, the model accuracy and precision will be the
dominant factors to consider. This is because it would be more useful for the models to be
more precise and accurate in its predictions compared with the sensitivity of the models. The

ability of the models to precisely detect the congestion level in the network would help the

network manager proactively manage the overall network infrastructure.

5.5.4.1 Full Dataset Multi-class Classification

The results from the models’ multi-class classification tasks are tabulated in Table 5.6. The
model accuracies for the supervised technique range is approximately 66% < M4 < 83%. The
best performance for this approach is achieved with the XGB model with the RF offering the
worst classification performance. For the unsupervised approach, the model accuracies range

is approximately 83% < M4 < 85%. It can be observed that the accuracies are better using
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Table 5.6 The results of the full dataset multi-class classification tasks for the supervised
and the unsupervised approach are listed. The classification results using the unsupervised
approach provide superior performance compared with the supervised technique.

Full Dataset Results

Model Algorithm My Mp Mp
Supervised Approach DT 75.70  75.50  75.67
RF 65.64 6530 65.74
XGB 83.39 83.68 83.63
Unsupervised Approach DT 84.27 84.39 84.26
RF 83.35 84.63 83.46
XGB 84.46 85.65 84.46

the unsupervised models. The XGB algorithm achieves the best classification accuracies
with the DT models offering the worst classification accuracies. This can be attributed to the
use of the gradient boosting technique and regularization of the XGB model which seeks to
improve on past errors made by the model, learn from the process and improve on future
performance.

The precision of the models is listed in Table 5.6. In assessing the precision of the
models, the question of interest is: when a positive sample is predicted, how often is the
prediction correct? The model precision using the unsupervised approach has the range
84.39% < Mp < 85.65%. The Mp range for the supervised approach is 65% < Mp < 84%.
The variance is greater for the supervised approach. The model precision, Mp, is then
evaluated for each congestion level using the XGB model for both techniques. Table 5.7
tabulates these results. Precision values of 97.47%, 80.09% and 73.48% are achieved by
the supervised technique using the XGB classifier for low to high congestion. This is a
difference of —1.45, 0.9 and —5.37 for low to high when compared with the Mp recorded
by the unsupervised approach. The supervised approach Mp metric is only better for the

medium congestion case. A similarity is observed for both techniques. The best model
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Table 5.7 The precision and recall metrics for the individual congestion levels using the XGB
model are shown for both approaches. The precision is better for the unsupervised models.

XGB Results

Model Congestion Mp Mp

Supervised Approach Low 97.47 87.17
Medium 80.09 80.47
High 73.48  83.25

Unsupervised Approach  Low 98.92 8l1.41
Medium 79.19  72.40
High 78.85 99.56

precision values using both approaches are recorded with the low congestion level with the
lowest precision values achieved with the high congestion level. On the average, considering
the worst case scenarios of both techniques, the supervised and unsupervised models are
precise in detecting the correct congestion levels ~ 75% and 84% respectively.

Next, the model sensitivity, Mg, is evaluated. The XGB and the RF models produce
the best and worst Mg values of 84.46% and 83.46% respectively for the combined data
using the unsupervised approach. Compared with the supervised technique, the XGB and
RF produce the best and worst My values of 83.63% and 65.74% respectively. The recall
is better for the unsupervised models. The My for the individual congestion levels are
explored for both techniques. Recall values of 81.41%, 72.40% and 99.56% are achieved
by the unsupervised technique using the XGB classifier for low to high congestion. For the
supervised approach, the model My values are 87.17%, 80.47% and 83.25% for the low to
high congestion levels. The XGB with the unsupervised approach achieves the best My for
the high congestion level. On the other hand, the XGB model with the supervised technique,
achieves the best M of ~ 84% with the low congestion level. The model sensitivity for
both the supervised and unsupervised approaches achieve a minimum of ~ 75% and 83%

respectively.
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Table 5.8 The results of the batch dataset classification tasks for the supervised and the
unsupervised approach are listed. The unsupervised network state classification offers ~
4% and 25% performance gains in terms of its classification accuracies over the supervised
baseline approach for the best and worst-case scenarios respectively.

Batch Results
Model Congestion DT RF XGB
Supervised Approach Low 66.79 56.60 88.30
Medium 69.55 47.74 92.18
High 7237  66.93  93.00
Unsupervised Approach  Low 81.41 8141 8141
Medium 7243 72.69 78.37
High 99.64 99.17 99.60

5.5.4.2 Batch Dataset Classification

Using the pre-trained ML models, batch experiments were evaluated by computing the
classification accuracy on a per class basis. Table 5.8 lists the results for the batch dataset
classification for both techniques. The supervised approach records its poorest classification
accuracy of 47.74% with the RF classifier. There is a challenge in distinguishing between the
low and medium congestion. In this case, approximately 53% observations from the medium
congestion level are mis-classified. Most of the observations here are attributed to the low
congestion network state. Overall, the best and worst performance recorded by the baseline
approach are 93.00% and 47.74% respectively. The unsupervised network state classification
offers approximately 4% and 25% performance gains in terms of its classification accuracies
over the supervised baseline approach for the best and worst-case scenarios respectively.
The same trend noticed with the medium congestion state was observed as was the case
before. There is a struggle to distinguish between the low and medium congestion states. For
instance, with all classifiers, approximately 28% observations of the medium congestion level

are mis-classified as low congestion state. The performance of the DT and RF classifiers with
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both approaches are significantly boosted by including the XGB classifiers. The XGB model
records classification accuracies of 81% and above. The ML classifiers for both approaches
struggle in classifying the low and medium congestion states. These results suggest that there
may not be much value in having the ability to detect three levels of congestion. The results
suggests that the capability to detect the network state as high or low may suffice to properly

monitor and manage network resources.

5.5.4.3 Time-varying Classification

In these sets of experiments, time-varying system classification was conducted using the
unsupervised approach. First, a time-varying dataset is genererated by combining different
numbers of samples drawn from the three congestion levels. Then, using pre-trained ML
classifiers, the overall system responsivity, Rr, is computed and the system service change-
points were evaluated. Time-varying datasets with 100, 200, 500, 1000, 1500, 2000 and
5000 samples drawn from each congestion level were generated. The results of the time-
varying experiments are listed in Table 5.9. The samples are randomly drawn from the
different regions in the order of increasing levels of congestion from low to high. The best
system responsivities, Ry, of ~ 97%, 98% and 99% are obtained with 500 samples for each
congestion level with the DT, RF and XGB classifiers respectively. The worst Ry metrics are
recorded with 2000 samples for each congestion level. Here, the DT, RF and XGB classifiers
achieve system responsivities of ~ 61.22%, 62.83% and 62.83% respectively.

The service change-point accuracies of some system responsivities listed in Table 5.9
were explored. Table 5.10 lists the results of the service change-point accuracies for 100,
500 and 1000. With 100 samples drawn from each congestion level, the XGB classifier
achieves a system responsivity, Ry of 96.67%. In this setup, the classifier correctly detects
all 100 samples for the low and high congestion regions, and is 90% accurate in predicting

the medium congestion levels. The classifier mis-classifies 10 samples from the medium
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Table 5.9 The results of the time-varying experiments are listed. The classification accuracy
range is 61% < M4 < 99%. The XGB classifier produces the best classification accuracy of
99.13% with the DT classifier producing the worst classification accuracy of 61.22%.

Samples Per Level Time-varying Results

Model DT RF XGB
Unsupervised Approach 100 86.00 94.67 96.67
200 91.50 95.83 96.83
500 96.87 98.20 99.13
1000 9223 91.53 88.90
1500 94.78 93.24 9520
2000 6122 62.83 62.83
5000 95.18 96.31 96.50

congestion level as high congestion samples. The worst performance for this setup is achieved
with the DT classifier. This is a Ry of 86%. This is achieved by correctly detecting all 100
samples for the low and high congestion traces, and 58 samples for the medium congestion
region. The DT classifier incorrectly classifies 42 samples from the medium congestion level
as high congestion samples.

The best classification accuracy is achieved with 500 observations drawn from each
congestion level. The XGB classifier incorrectly classifies 13 samples from the medium
congestion level as low congestion. The classifier correctly classifies all the observations
from the low and high congestion levels. The RF and DT classifiers achieve 100% accuracies
in detecting the low and high congestion levels while mis-classifying 27 and 47 observations
respectively. From Table 5.9, it can be observed that the RF algorithm achieves the best Ry
with the 3000 samples in which 1000 observations have been drawn from each congestion
level. This is a Ry of 91.53%. The classifier is 100% accurate in detecting the low and high
congestion levels. The model incorrectly classifies 254 medium congestion observations as
high congestion samples. The RF classifier accuracy in detecting the medium congestion
level is 74.60%. The XGB classifier produces the worst system responsivity for all ML

classifiers in this setup. It produces a Ry of 88.90%. This is a 100% accuracy in detecting
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Table 5.10 The results of the service change-point experiments using the unsupervised models
are listed. The number of correctly detected samples for low, medium and high congestion
states for different ML classifiers are listed.

Samples Per Level(Model) Correctly Detected Samples

Model Low Medium High
Unsupervised Approach 100 (XGB) 100 90 100
100 (DT) 100 58 100
500 (XGB) 500 487 500
500 (RF) 500 473 500
500 (DT) 500 453 500

1000 (XGB) 1000 667 1000

1000 (RF) 1000 746 1000

the low and high congestion levels. The model records a 66.7% accuracy in classifying the
medium congestion observations. A total of 333 samples from the medium congestion level
were incorrectly classified as high congestion samples. This is the only time that the XGB
classifier accuracies were lower than the accuracies achieved by the DT and RF models.

It can be observed that in most of the scenarios evaluated, the drops in classification
accuracies were as a result of the incorrect classification of the medium congestion samples
as either low or high congestion levels. To boost classification accuracies, the study in
[224] included deviation in the parameter estimates as additional features. There might be
value in considering the deviation in the parameter estimates as a technique to improve the
classification accuracies and distinguish between the estimates from different congestion
levels. However, the classification accuracies are quite encouraging and can be used in the
current setting to detect the state of the network. On the other hand, due to the dynamicity
in network conditions, achieving clearly calibrated congestion detection may prove to be
counter-productive. This is because constantly initiating corrective measures could lead to
unstable network operations. The ability to classify the network congestion as either low or

high may suffice to ensure stable operations.
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5.6 Conclusion

This chapter presented a new approach for automatically labelling jitter using estimates of a
simple queueing model in the presence of interfering traffic from other applications. When
the interfering workload was constant bitrate UDP traffic, the automatic labelling procedure
achieved high accuracies (> 92%). The accuracy of the labelling procedure dropped as the
levels of the background congestion increased. This is due to overlapping cluster formation
in the process of assigning the queue estimates to clusters. The accuracies of the automatic
labelling process in the presence of multiple application traffic types range from 64% to
90% for three levels of congestion. In these extreme network conditions, the accuracy of
the labelling technique was impacted by the cluster assignments of the queue estimates.
Incorrect assignments of the queue estimates to the wrong clusters led to inaccurate labelling
of the jitter data. When the parameters of the unsupervised labelling technique were used
in a congestion classification, the XGB classifier achieved good classification accuracy
and precision of 84% and 85% respectively. The unsupervised approach for network state
congestion recorded = 1.07% and 1.97% performance gains in terms of its classification
accuracy and precision over the supervised approach. Generally, the XGB classifier boosted
the classification performance of the DT and RF classifiers. All three classifiers recorded
high classification accuracies of 99% and above in detecting the high congestion samples
for the batch experiments. The labelled jitter estimates for the medium and high congestion
zones had a substantial amount of overlap. As a result, network data from medium congestion
regime was incorrectly classified as belonging to high congestion class. From these results,
having the ability to classify the network state as being in either low or high congestion will

suffice to enable automatic network management.



Chapter 6

Conclusion and Future Direction

T HIS chapter concludes the thesis, provides a summary of the findings and the research

limitations. It also provides some recommendations for the direction of future work.

6.1 Thesis Contributions and Conclusions

This thesis investigated the effects of network dynamics on QoD prediction and monitoring
for video delivery networks. Most state-of-the-art solutions have blindly applied ML to this
problem. This thesis focused on incorporating network dynamics in the ML models designed
for this purpose. In comparison with alternative ML models, the techniques proposed in
this thesis come at lesser computational costs making them a viable choice. The proposed
methodologies in this thesis used QoD metrics, which are concerned with the quality of the
data delivery process. The interest in using these statistics is based on the fact that these
measurements capture the capability of the network infrastructure to reliably ensure video
delivery.

The contributions of this thesis are summarized as follows:
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1. The thesis extended the scope of the LA technique by contributing an adaptive tech-

nique that enables the automation of the choice of the regression parameter. This
speeds up the learning process. A second thesis contribution in this area is the LA
technique for intelligent resource management and video server demand profiling. This
is applicable for cloud-hosted servers which may need to automate the provision of
services by monitoring the health of the video network infrastructure. Using the LA
technique, the thesis results demonstrated that it is achievable to accurately predict
different number of users on the system. The ability to predict server loads could
help a network manager to proactively manage the dynamicity of cloud provisioned
resources. This can allow the network manager to accurately estimate the ideal number
of resources that must be allocated to satisfy the predicted demand in order to optimize
the service response time and reduce over-provisioning. These findings demonstrated
that off-the-shelf ML techniques may be enhanced and automated without the need for
additional data sources, which is important given the growing dynamicity of current

service delivery and host infrastructures.

. A second contribution of this thesis is a new model for estimating jitter, the Codec-

aware Network Adaptation Agent (CNAA). The CNAA model achieves accurate
predictions of QoD metrics, jitter by modelling the adaptive feedback loop between
codecs and network congestion. The thesis results demonstrated the superior prediction
performance gains of the CNAA model over some baseline models such as EWMA
and ARMA. The CNAA technique achieved accuracies of approximately 93.8% and
95.8% in terms of MAE and RMSE respectively over the best performing baseline
model. The superior performance of the CNAA model is due to the ability of the
technique to model the dynamics present in the network. A second contribution
with the CNAA model is the extension of the model to network state congestion

detection and classification. The thesis results demonstrated how the model can be
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used for network state classification using features of the CNAA model. The CNAA
tree-based classifiers recorded approximately 80 - 97% classification accuracies. The
thesis demonstrated the accuracy of the CNAA technique in detecting network service
change-points. This change-point detection accuracy estimates how soon the classifier
is able to detect the elevated or reduced levels of network congestion. These results are
of relevance to network service practitioners. The high accuracy and response times
of the CNAA classifiers demonstrate that they could be used to proactively re-route

traffic or initiate an action to forestall further problems in the network.

3. The thesis contributed a novel method for automatic labelling of jitter data. This
approach relies on the network to enable the data labelling method. As such, it
eliminates the HITL element and removes the requirement for a network manager
to label the data before training the ML models. The thesis posed the automatic
data labelling as the problem of estimating the parameters of the network queue in
the presence of interfering background traffic. The automatic labelling process, the
unsupervised technique was compared with a baseline supervised approach which uses
labelled data computed from the jitter model introduced in Chapter 4. The results
found that the unsupervised technique produced better performance over the baseline
approach. For instance, the findings showed that the unsupervised network state
classification achieved approximately 4% and 25% performance gains in terms of
its classification accuracies over the supervised baseline approach for the best and
worst-case scenarios respectively using the batch datasets. In most scenarios, the
results revealed that the network queue estimates from the medium congestion level
overlapped with the low or high congestion samples. This led to inaccuracies in the
labelled data and consequently accounted for the mismatches in network congestion

level detection. The results from this analysis suggests that having the ability to classify
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the network state as being in either low or high congestion would suffice to enable

autonomic network management.

6.2 Research Limitations

The contributions in this thesis have demonstrated the efficacy of the proposed methods
through empirical experimental evaluations. However, there are some limitations of this work

which are summarized as follows:

* The experimental evaluations adopted in this work were mainly in wired settings and
SDN emulated environments. The thesis did not consider wireless frameworks. It is
worthy to note that there may be various sources of interference for wireless settings

which may introduce additional network dynamics to consider.

* The proposed methods in this thesis do not focus on a specific video streaming method.
The thesis considered a fundamental problem in video streaming network as opposed
to considering a specific technology. However, there may be some other sources of
network artifacts and QoD metrics to consider in a specific type of video streaming

architecture such as HAS.

6.3 Future Work

This section enumerates some future work directions in the context of the methods proposed

in this thesis and the research area in general.

* The LA technique for proactive resource management decisions introduced in Chap-
ter 3 formulated the problem of estimating cloud computational requirements as an
integrated framework comprising of a learning and an action stage. The learning stage

proposed using ML models to predict the video QoD metric for cloud-hosted servers
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and using the knowledge gained from the process to make resource management
decisions during the action stage. The contribution introduced in this study is limited
to the learning stage. Further research will be conducted to complete the framework by
considering the action stages. This action stage will examine the efficacy of utilizing
outputs from the network monitoring learning platform to initiate an alert when the

video QoD falls below a specified threshold.

* This thesis examined the feasibility of the CNAA model introduced in Chapter 4 in
SDN environments. The learning framework was formulated as a combination of an
SDN topology discovery and statistics gathering component, learning phase and an
action phase [82]. The last component was not investigated in this study. This is a
future work direction in which the aim is to utilize the centralized SDN framework
in initiating video flow re-routing strategies to avoid video quality impairments. The
primary objective of the action stage would be to ensure that video QoD is maintained
by guiding the video flows away from components that are likely to be congested.
This would help preserve the quality of the video streaming session, while maintaining

agreed service agreements.






Appendix A

Employability Skills and Discipline
Specific Skills Training

I undertook the following training during the course of this PhD research programme.

m Discipline Specific Skills Training

e Information Transmission and Management
e Deep Learning

e Algorithms and Approximation Theory

m Employability Skills Training

Research Integrity
Research Methods

Introduction to Statistics

Data Visualisation

The discipline specific modules were chosen to help equip me with the necessary tech-
nical knowledge and skills with regards to my research. The employability skills training
modules were chosen to complement the discipline modules. Particularly, to be aware of
the importance of objective research, research ethics, to improve my report writing skills,
research data interpretation and communication of results.
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