Technological University Dublin

ARROW@TU Dublin
Other resources

Centre for Social and Educational Research

2010-11-16

EU Kids Online: Risks and safety on the Internet from the
Perspective of European Children
Brian O'Neill
Technological University Dublin, brian.oneill@tudublin.ie

Follow this and additional works at: https://arrow.tudublin.ie/cseroth
Part of the Communication Technology and New Media Commons

Recommended Citation
O'Neill, B.: EU Kids Online: Risks and safety on the internet from the perspective of European children.
Crianças e Internet, Brasilia, UNESCO/Ministry of External Affairs, November, 16, 2010.

This Presentation is brought to you for free and open
access by the Centre for Social and Educational Research
at ARROW@TU Dublin. It has been accepted for inclusion
in Other resources by an authorized administrator of
ARROW@TU Dublin. For more information, please
contact arrow.admin@tudublin.ie,
aisling.coyne@tudublin.ie.
This work is licensed under a Creative Commons
Attribution-Noncommercial-Share Alike 4.0 License
Funder: EC Safer Internet Programme

EU Kids Online: Risks and safety on the internet
from the perspective of European children
Presenta(on	
  to:	
  “Crianças	
  e	
  Internet”,	
  Brasilia,	
  
November	
  16,	
  2010	
  	
  
Brian	
  O’Neill,	
  Dublin	
  Ins2tute	
  of	
  Technology	
  

Overview of presentation
1. Background to the Survey
2. How children use the internet
3. What children do online
4. What are the risk factors
5. What are the outcomes for children
6. Policy implications

Aim of EU Kids Online
To enhance knowledge of the
experiences and practices of
European children and
parents regarding risky and
safer use of the internet and
new online technologies, in
order to inform the promotion
of a safer online environment
for children.

Building on EU Kids Online I

21 national teams coded
nearly 400 studies in an
online database at
www.eukidsonline.net
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Survey development
 Literature review to identify themes and gaps, previous questionnaires
- from the work of EU Kids Online I, 2006-9

 Scope themes and hypotheses, sampling decisions, research ethics
- network meeting with international advisors, June 2009
- draft survey questionnaire, Nov 2009

 Iterative drafting and validation process, with network and experts:
- cognitive testing in UK, Jan 2010
- translation (and back translation) into 24 languages, Feb 2010
- cognitive testing in 24 countries, March 2010
- pilot testing in 5 countries, April 2010

 Fieldwork in 25 countries, May-Oct 2010

Leaflet left with each child

How do children use
the internet?

Use at home is high






85% use at
home
48% have
in bedroom
Privatised
use is
growing
SES and
age matter
more than
gender
National
variation

Mobile access growing






10% handheld
devices
And 21% have
mobile access
Flexible access
is growing
Age and SES
matter
National
variation

Internet embedded in daily life,
users are getting younger


57% use every day or almost daily



92% use at least weekly




86 minutes online in an average day
(see graph)
SES matters especially for daily use:
64% high SES vs. 49% low SES



Age matters also for daily use:
33% 9-10 yrs vs. 77% 15-16 yrs



Children first go online at 9 yrs old:
at 7 for 9-10 yrs, at 11 for 15-16 yrs

Minutes per day online

Uneven digital
skills


Average 3 skills claimed by each child



Teens more skilled,
11-12 year olds lack basic skills



Boys claim more skills



Most skills (4+) in FI, SI, NL, EE,
least skills (<3) in TR, RO, IR, HU



37% (though only 13% 9-10 year olds)
say it’s very true that “I know a lot more
about the internet than my parents”

What do children
do online?

Multiple opportunities

 Average 7 of 17 activities in past month
 Schoolwork tops the list
 Then content produced by others
 Also communication – IM, SNS, email
 Webcams popular among teens
 Chat rooms less common overall
 Creating content is still less common
 Few gender differences except games
 Age differences are substantial

Positive content
“There are lots of things on the internet that are good for children of my age”

 43% say “very true”, 46% say “a bit true”, 12% say “not true”
 Only 32% of 9-10 year olds say “very true”

Online communication

What are the risk
factors in children’s
online (and offline)
experiences?

Sexual images off/online
“In the past year, you will have seen lots of different
images – pictures, photos, videos. Sometimes, these
might be obviously sexual – for example, showing
people naked or having sex. Have you seen anything
of this kind?”






23% have seen sexual images online or offline
Who? More older than younger children
Teenage boys 13-16 most likely to see sexual images
online – 23%
Where did they see this? 14% online, 12% on
television/film/video, 7% in magazines
Most often seen via accidental pop-ups
What did they see? 12% - nudity, 8% - someone
having sex, 8% - genitals, 3% - violent sex

Bullying off/online







“Sometimes children or teenagers say or do hurtful or
nasty things to someone and this can often be quite a
few times on different days over a period of time. It can
include teasing someone in a way the person does not
like; hitting, kicking or pushing someone around;
leaving someone out of things.
Has someone acted in this kind of hurtful or nasty way
to you in the past 12 months?/ Have you been treated in
a hurtful or nasty way on the internet?”
19% have had someone act in this way, online or offline
Who? Few differences by age, gender or social class
Teenage girls 13-16 most experience this online – 7%
How? 13% had this happen in person face to face, 5%
had this happen online, 3% by mobile phone calls/texts
Most often happens online via SNS or IM
What? 4% - nasty/hurtful messages, 2% - messages
passed around about them, 1% threatened online
12% have bullied others, online or offline

Sending/receiving sexual
messages online (11+yrs)
“People do all kinds of things on the internet.
Sometimes they may send sexual messages or
images. By this, we mean talk about having sex or
images of people naked or having sex.
Have you seen/sent/received/posted a sexual message
(words, pictures or video) of any kind on the internet?”







15% have seen/received sexual messages online
3% have sent/posted sexual messages online
Who? More older (21%) than younger teens
How? Occurs more by ‘pop up’, IM or SNS
What? 5% have seen other people perform sexual
acts, 2% have been asked to talk about sexual acts
online, 2% have been asked for photo/video of genitals

Meeting new people
“Have you ever had contact on the internet with
someone you have not met face to face before?
Have you ever gone on to meet anyone face to face
that you first met on the internet in this way?”








29% have contact(s) they met online
12% of 9-10 year olds up to 44% of 15-16 year olds
8% have met an online contact offline
2% of 9-10 year olds up to 15% of 15-16 year olds
More online contacts - more offline meetings
Half who went to a meeting met one or two people this
way; 24% met 5+
56% of those who went to a meeting met friend of a
friend/family; 43% met a new person
Contact first made usually via SNS or IM

Parental awareness
Among those children who have encountered the particular risk online …






Seeing sexual images online:
41% of parents are not aware of this, 24% say they don’t know
Parents are least aware when daughters (47%) and
younger children (56% 9-10 year olds) have seen sexual images online
Being bullied online:
56% of parents are not aware of this, 14% say they don’t know
Parents are less aware when this involves their 9-10 year olds (64%)
Receiving sexual message online:
52% of parents are not aware of this; 26% say they don’t know
Parents of younger children, and in higher SES homes, are least aware
Meeting an online contact offline:
61% of parents are not aware of this, 11% say they don’t know
Parents of younger children, of boys, and in higher SES homes, are less aware

What are the outcomes
for children?

Overall subjective
harm
“By bothered, we mean, made you feel
uncomfortable, upset, or feel that you
shouldn’t have seen it”








55% think there are things online that bother
people their age
12% have been bothered themselves
8% parents say their child has been bothered
9-10 year olds less likely to be bothered
More children have been bothered in DK, EE,
RO, SE, NL
Fewest say this in IT, PT, FR, DE

Coping strategies

Just those who encountered the risk and were bothered by it

Sexual
images

Bullying

Sexual
messages
Meeting
contacts
offline

Who did they tell?

What did they do?

Online help?

53% told someone

25% hoped it would go away

36% friend

18% parent

21% tried to fix it

9% sibling

2% teacher

11% felt guilty

29% deleted
messages
24% stopped using
the internet

79% told someone

21% hoped it would go away

45% parent

42% friend

39% tried to fix it

14% sibling

7% teacher

10% felt guilty

61% told someone

19% hoped it would go away

57% friend

23% tried to fix it

54% parent

14% sibling 3% teacher

5% felt guilty

75% told someone
(their age) before,
56% told after

n/a

45% blocked person
41% deleted
messages
38% deleted
messages
36% blocked person

For the above, 1n/a
in 7 or so reported
the problem to ISP, online advisor or
‘report abuse button’

What are the policy
implications?

More opportunities, more risks

Policy implications

Government

Industry

Civil society
Children

Schools

Parents

Actions at governmental level

 Governments and regulators should encourage development of

positive online content through production funding programmes and
incentive schemes.

 Regulatory authorities at a national level need to monitor and evaluate
on an ongoing basis compliance with agreed codes of practice.

 National governments need to ensure that internet safety is prioritized
within the national educational curriculum.

Actions from industry

 Service providers to provide the maximum amount of security and

highest level of privacy by default for children using their services.

 Prominent internet safety advice and user-friendly internet tools
 Encouragement for more positive online content, especially for
younger users.

 Special attention to the data protection and privacy issues for younger
children, including underage children using SNS sites.

 Ensure parental controls are effective and meet the needs of parents.

Actions for awareness-raising

 Focus on developing self-protection and self-responsibility among
children.
 Develop specific safety messages with regard to mobile devices and
other platforms.
 Special focus on younger children as internet users and tailor
resources accordingly.
 Greater awareness on potential dangers of excessive internet use into
internet safety awareness raising
 Provide internet safety advice in the other public locations for internet
access (internet café, public library etc.) used by young people.
 Specific guidance for parents of younger children to support internet
safety education at home.
 Peer mediation strategies to support children’s safety awareness and
skills.

Education and schools

 Schools need to be adequately resourced to deliver digital skills and
e-safety education
 Develop news ways of reaching younger children as users of the
internet providing age-appropriate training and advice.
 Teacher training needs to equip teachers, particularly within the





primary sector where it is relatively new, with the skills to support
younger children.
Training to broaden the range of activities undertaken specifically,
more creative aspects including content development
Emphasise digital citizenship and self-management in online content
and behaviour
Peer-to-peer education and intervention programmes
Home-school initiatives to support parental mediation

Advice for Parents

 Parents occupy preeminent role in safer internet use for children
 Parental awareness of risks for all children needs to be strengthened
 Parents should be encouraged to discuss the topic of excessive




internet use with their children and to agree limits of screen time and
internet use at home
Emphasise self-management skills regarding their use of the internet
Guidance is needed in how best to talk to children about their privacy
settings, respectful of their privacy while being alert to the risks
involved.
While contact risks are a relatively low occurrence, parents should be
alert to the dangers involved.

Thank you

More at www.eukidsonline.net

