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4. DATA
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9. CONCLUSIONS
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Develop techniques that are:
• Successfully detect 95% of recaptured 

documents.
• Techniques that are secure.
• Easy to understand and explain (GDPR).
• Document agnostic.
• Cost effective implementation.

The Brazilian Identity Document dataset 
published by Soares et al [1] is the data set used 
in this research. 

Recaptured identity documents are a low-cost, 
high-risk threat to modern eKYC systems. Bad 
actors can easily manipulate images and print 
them. Existing solutions typically demand manual 
review of remotely captured identity documents, 
this is expensive and does not scale. In 2022, the 
UK National Crime Agency estimated fraud cost 
business hundreds of billion pounds per year and 
document forgery is an area of investigation by 
Europol.

• Empirical research to compare different types 
of recaptured documents. 

• Meijering[2] and Sato[3] biomedical imaging 
filters applied to recaptured identity 
documents.

• Machine learning algorithms, Support Vector 
Machine and Decision Tree, are trained to 
classify recaptured images utilising their 
histograms has input features.

3. METHOD

▪ Models achieve low APCER but high 
BPCER.

▪ Meijering filter typically outperformed 
the Sato filter.6. Model Generation

Our models are too strict, rejecting too many legitimate 
documents. However, we have demonstrated that the 
biomedical filters can be used to help identify recaptured 
identity documents and more research into this area is 
warranted.
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▪ Decision Tree results were invariant to the number of 
histogram bins used

▪ Entropy splitting provided the most accurate Decision  
Tree results

The chart shows the APCER, BPCER and AUC results of the Support Vector Machine models when 
trained using histogram intensity values from Meijering and Sato filtered images.

These documents were reproduced using 
▪ 2 printers
▪ 2 mobile phones
▪ 1 BID image -> 10 recaptured images
▪ 1040 recaptured images

Simple transformation applied to ensure the process is 
easy to understand:

▪ Load identity document image

▪ Apply Meijering filter

▪ Apply Sato filter

▪ Generate histograms and record intensity value

▪ Repeat for different number of histogram bins
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The chart shows a snapshot the results obtained using the Decision Tree algorithm trained using the 
histogram intensity values from the Meijering and Sato filtered images. Different histogram bin 
numbers and split criteria are used.
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