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1. INTRODUCTION

Recaptured identity documents are a low-cost,
high-risk threat to modern eKYC systems. Bad
actors can easily manipulate images and print
them. Existing solutions typically demand manual
review of remotely captured identity documents, ™
this is expensive and does not scale. In 2022, the -
UK National Crime Agency estimated fraud cost
business hundreds of billion pounds per year and
document forgery is an area of investigation by
Europol.

/. RESULTS

The chart shows the APCER, BPCER and AUC results of the Support Vector Machine models when
trained using histogram intensity values from Meijering and Sato filtered images.

5. Data Capture And Processing

These documents were reproduced using
= 2 printers

= 2 mobile phones

1 BID image -> 10 recaptured images
1040 recaptured images
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Develop techniques that are: i 20- 1 - ——
* Successfully detect 95% of recaptured
documents : Recaptured image g 10 16 32 42 50 54 128 256 : 10 16 32 42 50 54 128 256

Mumber of histogram bins

Source image
Simple transformation applied to ensure the process is

easy to understand:

 Techniques that are secure.
* Easy to understand and explain (GDPR).
* Document agnostic.

The chart shows a snapshot the results obtained using the Decision Tree algorithm trained using the
histogram intensity values from the Meijering and Sato filtered images. Different histogram bin
numbers and split criteria are used.

Cost effective implementation. " Load identity document image Metric __ Filter Split Bins
e . . 8 10 16 32 48 50 64 128 256
3 METHOD " Apply Meijering filter Bhones
- Apply SatO fllter APCER Meijering Gini 14.55 15.66 15.59 15.60 15.33 14.31 14.15 15.91 14.83
° Empirica| reseaq rCh to Compa re different types Entropy 14.20 14.81 14.66 14.82 15.13 13.98 14.97 14.82 15.31
n Generate histogra ms and record intensity Va|ue log loss 14.05 1488 1478 1467 1498 13.85 1498 15.00 15.28
Of recd ptu FEd documents. R f d ff b f h b Sato Gini 20.70 19.16 19.42 20.88 21.86 20.62 22.20 23.89 21.20
T : : : : epeat 1or Al erent num er of histogram bins Entropy 19.33 19.82 19.17 20.25 20.80 2051 20.35 23.22 21.06
’ .If\/leuerlng[z] and Sato[3] blomedlcal Imaglng log loss 19.36 19.55 ’I-E 86 20.09 20.87 20.60 20.62 23.01 21.03
ilters applied to recaptured identity | R EEEeeS—— N | TTETEE R ~ R = e mem iem e e o
documents. " Models achieve low APCER but high = Decision Tree results were invariant to the number of
* Machine learning algorithms, Support Vector BPCER. histogram bins used

" Meijering filter typically outperformed
the Sato filter.

9. CONCLUSIONS

" Entropy splitting provided the most accurate Decision
Tree results

Machine and Decision Tree, are trained to
classify recaptured images utilising their
histograms has input features.

4. DATA

6. I\/Iodel Generatlon

Support Vector Machine and Decision Tree
models are trained and tested using histogram
intensity values.

Our models
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The Brazilian Identity Document dataset Our models are too strict, rejecting too many legitimate o S
Printed O —

oublished by Soares et al [1] is the data set used ecaptured dpcumgnts. !—Iowever, we have demon.stratgd that the = h §
0 this research. features biomedical filters can be used to help identify recaptured < §
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identity documents and more research into this area is

v

warranted.
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